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1 Introduction

MQTT is a broker-based publish/subscribe messaging protocol designed to be open, simple, lightweight
and easy to implement. It is designed for connections with remote locations where a "small code footprint”
is required or the network bandwidth is limited.

This document mainly introduces how to use the MQTT function of Quectel BC66 and BC66-NA modules
through AT commands.

1.1. MQTT Data Interaction

This chapter gives the data interaction mechanism of MQTT function.
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Data report type (None URC): AT+QMTCFGfi:I§eepaIi\I{e",...
+QMT***: <TCP_connectID>,<result>,... AT+QMTCFG="timeout”,...
For more details, please refer to Chapter 2. -
AT+QMTOPEN-=... -
> TCP-REQ
OK |« TCP SYN .
- TCP SYN+ACK
-t
TCP established TCP ACK »
+QMTOPEN: <TCP_connectID>,<result> |-«
A+
AT+QMTCONN AT+QMTCONN-=...
> CONN-REQ Send connect packet
OK |t Start timer p
T1, T2 Receive connect ACK packet
+QMTCONN: CONN ACK-IND
iTCF'fconnectlD>,<result>[,<retfcode>] Stop T1 or handle Excepl
AT+QMTSUB AT+QMTSUB=...
> SUB-REQ (<msgID>) |
OK Start timer g Send subscribe packet B
Receive subscribe ACK packet
+QMTSUB: <TCP_connectID>,<msgID>, | _SUB ACK-IND (<msgID>)
jresult>[,<va|ue>] Stop T1 or handle Excep2
AT+QMTUNS AT+QMTUNS=...
> UNS-REQ (<msgID>)
OK (= Start timer Send unsubscribe packet -
T1
+QMTUNS: Receive unsubscribe ACK packet
<TCP_connectID> <msgID>,<result> | g UNS ACK-IND (<msgID>)
- Stop T1 or handle Excep2
AT+QMTPUB-=tcpidx,topic,qos=0... - PUB-REQ _
OK |t = Send publish packet -
>
AT+QMTPUB
(<qos>=1) AT+QMTPUB-=...
PUB-REQ (<msgID>)
OK |« Start timer Send publish packet .
T1 -
Receive publish ACK packet
+QMTPUB: <TCP_connectiD>,<msgID>, | FYB ACK-IND (<msgID>)
<result>[,<value>] Stop T1 or handle Excep2
AT+QMTPUB AT+QMTPUB-=... i
(<qos>=2) L PUB-REQ (<msgID>)
OK | Start timer Send publish packet -
T1
Receive publish receive packet
PUB REC-IND <msgID>)
Stop T1 or handle Excep2
PUB REL-REQ (<msgID>) _|
Start timer t_/ Send publish release packet -
T1
Receive publish complete packet
+QMTPUB: <TCP_connectlD> <msgID>,| _PUB COMP-IND (<msgID>)
<result>],<value>] Stop T1 or handle Excep2
Receive +QMTRECV: <TCP_connectID>, Receive publish packet
Receive PUBLISH <msgID>,<result>[,<value>],<msgID>, PUB-IND (<msgID>) i
message in the form of ~<topic>,<payload>
URC. - PUB ACK/REC-REQ (msgld|
Q (msg Send publish reply packet .
Reply according to <qos>
AT+QMTDISC=...
oK > DISC-REQ Send disconnect packet -
|_+QMTDISC: <TCP_connect|D>,<result>
AT+QMTCLOSE=... > TCP-REQ .
TCP disconnect request
OK TCP disconnected
EQMTCLOSE: <TCP_connectID>,<result> |« o

Figure 1: MQTT Data Interaction Mechanism

BC66&BC66-NA_MQTT_Application_Note

MQTT Server

T1is packet
transmission timeout.
T2 is keep-alive time.
In the absence of a
data-related message
during the T2 time
period, client will
send pingreq packet.

Excepl: disconnect
the TCP connection.

Excep2:

resend packets
unless max retry
times is reached;
retry times is set by
AT+QMTCFG.

Whether the timeout
information is reported
can be configured by
AT+QMTCFG.
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2 MQTT Related AT Commands

2.1. Definitions

o <.> Parameter name. Angle brackets do not appear on command line.

e |[.] Optional parameter of a command or an optional part of TA information response.
Square brackets do not appear on command line. When an optional parameter is not
given, the new value equals to its previous value or its default setting, unless otherwise
specified.

® Underline Default setting of a parameter.

2.2. Types of AT Commands

Table 1: Types of AT Commands and Responses

This command returns the list of parameters and
Test Command AT+<cmd>=? value ranges set by the corresponding Write
Command or internal processes.

This command returns the currently set value of the
parameter or parameters.

Read Command AT+<cmd>?

) AT+<cmd>=<pl>[,<p2> This command sets the user-definable parameter
Write Command

[,<p3>[...]1] values.

Execution This command reads non-variable parameters
AT+<cmd> . .

Command affected by internal processes in the module.

2.3. Description of MQTT AT Commands

2.3.1. AT+QMTCFG Configure Optional Parameters of MQTT

This command is used to configure optional parameters of MQTT.

BC66&BC66-NA_MQTT_Application_Note 10/ 67
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AT+QMTCFG Configure Optional Parameters of MQTT

Test Command Response

AT+QMTCFG=? +QMTCFG: "dataformat",(range of supported <TCP_conn
ectID>s),(list of supported <send_format>s),(list of suppor
ted <recv_format>s)
+QMTCFG: "keepalive",(range of supported <TCP_conne
ctID>s),(range of supported <keep-alive_time>s)
+QMTCFG: "session",(range of supported <TCP_connec
tID>s),(list of supported <clean_session>s)
+QMTCFG: "timeout",(range of supported <TCP_connect
ID>s),(range of supported <pkt_timeout>s),(range of supp
orted <retry_times>s),(list of supported <timeout_notice>
s)
+QMTCFG: "will",(range of supported <TCP_connectID>
s),(list of supported <will_fg>s),(range of supported <will _
gos>s),(list of supported <will_retain>s),"will_topic","will
_msg"”
+QMTCFG: "version",(range of supported <TCP_connect
ID>s),(list of supported <version>s)
+QMTCFG: "aliauth",(range of supported <TCP_connectl
D>s),"productkey","devicename","devicesecret"
+QMTCFG: "echomode",(range of supported <TCP_conn
ectID>s),(list of supported <echo_mode>s)
+QMTCFG: "ssl",(range of supported <TCP_connectID>
s)[,(list of supported <SSL_enable>s)[,(range of supporte
d <SSL_contextlD>s),(range of supported <SSL_connectl

D>s)]]

OK
Write Command Response
Configure the format of sent/received If the parameters <send_format> and <recv_format> are
data both omitted, query the format of sent/received data:

AT+QMTCFG="dataformat",<TCP_co +QMTCFG: "dataformat",<send_format><recv_format>
nnectlD>,[<send_format>,<recv_for
mat>] OK

If the parameters <send_format> and <recv_format> are
both specified, configure the format of data to be
sent/received:

OK

If there is any error:
ERROR

BC66&BC66-NA_MQTT_Application_Note 11/67
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Write Command

Configure the keep-alive time
AT+QMTCFG="keepalive" ,<TCP_con
nectlD>[,<keep-alive_time>]

Write Command

Configure the session type
AT+QMTCFG="session",<TCP_conn
ectID>[,<clean_session>]

Write Command

Configure timeout of message delivery
AT+QMTCFG="timeout",<TCP_conn
ectID>[,<pkt_timeout>,<retry_times>
,<timeout_notice>]

Write Command
Configure Will information
AT+QMTCFG="will" ,<TCP_connectl

BC66&BC66-NA_MQTT_Application_Note
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Response

If the parameter <keep-alive_time> is omitted, query the
keep-alive time:

+QMTCFG: "keepalive",<keep-alive_time>

OK

If the parameter <keep-alive_time> is specified, configure the
keep-alive time:

OK

If there is any error:

ERROR

Response

If the parameter <clean_session> is omitted, query the
session type:

+QMTCFG: "session",<clean_session>

OK

If the parameter <clean_session> is specified, configure the
session type:
OK

If there is any error:

ERROR

Response

If the parameters <pkt_timeout>, <retry times> and
<timeout_notice> are omitted, query the timeout value of
message delivery:

+QMTCFG: "timeout",<pkt_timeout>,<retry_times>,<time
out_notice>

OK

If the parameters <pkt timeout>, <retry times> and
<timeout_notice> are entered, configure the timeout of
message delivery:

OK

If there is any error:

ERROR

Response

If the parameters <will_fg>, <will_gos>, <will_retain>,
"<will_topic>" and "<will_msg>" are omitted, query the Will
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D>[,<will_fg>,<will_gos>,<will_retain
>"<will_topic>","<will_msg>"]

Write Command

Configure the MQTT protocol version to
be used

AT+QMTCFG="version" ,<TCP_conn
ectID>[,<version>]

Write Command

Configure the device information for
AliCloud

AT+QMTCFG="aliauth" ,<TCP_conne
ctID>[,"<product_key>","<device _na
me>" "<device_secret>"]

Write Command
Configure whether to echo the input
data to UART in data mode

NB-loT Module Series
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information:
+QMTCFG: "will" ,<will_fg>[,<will_gos>,<will_retain>,"<wi

Il_topic>","<will_msg>"]

OK

If the parameters <will_fg>, <will_gos>, <will_retain>,
"<will_topic>" and "<will_msg>" are specified, configure
the Will information:

OK

If there is any error:

ERROR

Response

If the parameter <version> is omitted, query the MQTT
protocol version:

+QMTCFG: "version",<version>

OK

If the parameter <version> is specified, configure the MQTT
protocol version:
OK

If there is any error:

ERROR

Response

If the parameters "<product_key>", "<device_name>" and
"<device_secret>" are omitted, query the device information:
[+QMTCFG: "aliauth","<product_key>","<device_name>
" "<device_secret>"]

OK

If the parameters "<product_key>", "<device_name>" and
"<device_secret>" are specified, configure the device
information for AliCould:

OK

If there is any error:

ERROR

Response

If the parameter <echo_mode> is omitted, query the data
echo mode:
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AT+QMTCFG="echomode" ,<TCP_co

nnectID>[,<echo_mode>]

Write Command

Configure whether to use SSL secure

connection

AT+QMTCFG="ssl|",<TCP_connectID
>[,<SSL_enable>,<SSL_contextIlD>,<

SSL_connectID>]

Maximum Response Time

Characteristics

Parameter

<TCP_connectID>
<will_fg>

<will_qos>

<will_retain>

NB-loT Module Series
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+QMTCFG: "echomode",<echo_mode>

OK

If the parameter <echo_mode> is specified, configure
whether to echo the input data to UART in data mode:
OK

If there is any error:

ERROR

Response

If the parameters <SSL_enable>, <SSL_contextID> and
<SSL_connectID> are omitted, query the current
configuration:

+QMTCFG: "ssl|",<SSL_enable>[,<SSL_contextlD>,<SSL
_connectID>]

OK

If the parameters <SSL_enable>, <SSL_contextID> and
<SSL_connectIlD> are specified, configure whether to use
SSL secure connection:

OK

If there is any error:
ERROR

300 ms

The command takes effect immediately.
Invalid after deep-sleep wakeup. The configurations will not
be saved to NVRAM.

Integer type. MQTT socket identifier. The range is 0-5.

Integer type. The Will flag.
Ignore the Will flag configuration
Require the Will flag configuration

0

1

Integer type. Quality of service for message delivery

0

1
2

At most once
At least once
Exactly once

Integer type. The Will retain flag is only used on PUBLISH messages.
When a client sends a PUBLISH message to a server, the server will not hold

0
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<will_topic>
<will_msg>

<pkt_timeout>

<retry_times>

<timeout_notice>

<clean_session>

<keep-alive_time>

<product_key>
<device_name>
<device_secret>
<version>

<send_format>

<recv_format>

<echo_mode>

<SSL_enable>

<SSL_contextID>
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on to the message after it has been delivered to the current subscribers.

1 When aclient sends a PUBLISH message to a server, the server should hold
on to the message after it has been delivered to the current subscribers.

String type. Will topic string. The maximum size is 255 bytes.

String type. The Will message defines the content of the message that is

published to the will topic if the client is unexpectedly disconnected. It can be a

zero-length message. The maximum size is 255 bytes.

Integer type. Timeout of the packet delivery. The range is 1-60. The default value

is 10. Unit: second.

Integer type. Retry times when packet delivery times out. The range is 0-10. The

default value is 3.

Integer type. Whether to report timeout message when transmitting packet.

0 Not report

1 Report

Integer type. The session type.

0 The server must store the subscriptions of the client after it is disconnected.

1 The server must discard any previously maintained information about the
client and treat the connection as "clean".

Integer type. Keep-alive time. The range is 0-3600. The default value is 120. Unit:

second. It defines the maximum time interval between messages received from a

client. If the server does not receive a message from the client within 1.5 times of

the keep-alive time period, it disconnects the client as if the client has sent a

DISCONNECT message.

0 The client is not disconnected

String type. Product key issued by AliCloud. The maximum size is 64 bytes.

String type. Device name issued by AliCloud. The maximum size is 64 bytes.

String type. Device secret key issued by AliCloud. The maximum size is 64 bytes.

Integer type. The version of MQTT protocol.

3 MQTTv3.1

4 MQTTv3.1.1

Integer type. The format of sent data.

0 Text format

1 Hexformat

Integer type. The format of received data.

0 Text format

1 Hexformat

Integer type. Whether to echo the input data to UART in data mode.

0 Do not echo the input data to UART

1 Echo the input data to UART

Integer type. Configure whether to use SSL secure connection for MQTT.

0 Use normal TCP connection for MQTT

1 Use SSL/TLS TCP secure connection for MQTT

Integer type. SSL context index. The range is 1-3.
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<SSL_connectID> Integer type. SSL connect index. The range is 0-5.

” NOTES |

1. <clean_session>=0 is effective only when the server supports the “clean” operation.

2. Care must be taken to ensure message delivery does not time out while it is still being sent.

3. AT+QMTCFG="aliauth” command is only used for AliCloud. If it is configured, the parameters
<username> and <password> in command AT+QMTCONN can be omitted.

4. <echo_mode> is only valid in data mode transferring.

5. When <SSL_enable>=1, parameters <SSL_contextID> and <SSL_connectID> must be specified,
and then the SSL/TLS connection configurations must be set by AT+QSSLCFG. For details of the
command, please refer to Quectel_BC66&BC66-NA_SSL_Application_Note.

6. The settings of "will", "session", "keepalive", "aliauth", "version" and "ssl" have to be
configured before the executing of AT+QMTOPEN.

2.3.2. AT+QMTOPEN Open a Network for MQTT Client

This command is used to open a network for MQTT client.

AT+QMTOPEN Open a Network for MQTT Client

Test Command Response

AT+QMTOPEN=? +QMTOPEN: (range of supported <TCP_connectID>s),"<
host_name>",<port>

OK

Read Command Response

AT+QMTOPEN? [+QMTOPEN: <TCP_connectID>,"<host_name>" ,<port>]
OK

Write Command Response

AT+QMTOPEN=<TCP_connectID>,"< OK
host_name>" ,<port>
+QMTOPEN: <TCP_connectID>,<result>

If there is any error:

ERROR
Maximum Response Time 75 s, determined by network
Characteristics /
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Parameter

<TCP_connectID> Integer type. MQTT socket identifier. The range is 0-5.

<host_name> String type. The address of the server. It could be an IP address or a domain
name. The maximum size is 150 bytes.

<port> Integer type. The port number of the server. The range is 1-65535.

<result> Integer type. Result of the command execution.
-1 Failed to open network
0 Network opened successfully

2.3.3. AT+QMTCLOSE Close a Network for MQTT Client

This command is used to close a network for MQTT client.

AT+QMTCLOSE Close a Network for MQTT Client

Test Command Response

AT+QMTCLOSE=? +QMTCLOSE: (range of supported <TCP_connectID>s)
OK

Write Command Response

AT+QMTCLOSE=<TCP_connectID> OK

+QMTCLOSE: <TCP_connectID>,<result>

If there is any error:

ERROR
Maximum Response Time 300 ms
Characteristics /

Parameter

<TCP_connectID> Integer type. MQTT socket identifier. The range is 0-5.

<result> Integer type. Result of the command execution.
-1 Failed to close the network
0 Network closed successfully

2.3.4. AT+QMTCONN Connect a Client to MQTT Server

This command is used when a client requests a connection to MQTT server. When a TCP/IP socket
connection is established from a client to a server, a protocol level session must be created using a
CONNECT flow.
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AT+QMTCONN Connect a Client to MQTT Server

Test Command
AT+QMTCONN="?

Read Command
AT+QMTCONN?

Write Command
AT+QMTCONN=<TCP_connectID>,"<
clientID>"[,"<username>"[,"<passwo
rd>"]]

Maximum Response Time

Characteristics

Parameter

Response
+QMTCONN: (range of supported <TCP_connectID>s),"<
clientID>"[,"<username>"[,"<password>"]]

OK
Response
[+QMTCONN: <TCP_connectID>,<state>]

OK
Response
OK

+QMTCONN: <TCP_connectlD>,<result>[,<ret_code>]

If there is any error:
ERROR

<pkt_timeout> (default 10 s), determined by network

/

<TCP_connectID> Integer type. MQTT socket identifier. The range is 0-5.

<clientID> String type. The client identifier. The max length is 128 bytes.

<username> String type. User name of the client. It can be used for authentication. The max
length is 256 bytes.

<password> String type. Password corresponding to the user name of the client. It can be

used for authentication. The max length is 256 bytes.

<result> Integer type. Result of the command execution
0 Sent the packet successfully and received ACK from server
1 Packet retransmission
2 Failed to send packet

<state> Integer type. The MQTT connection state.
1 MQTT is initial
2 MQTT is connecting
3 MQTT is connected
4  MQTT is disconnecting
<ret_code> Integer type. Connection return code.
0 Connection Accepted
1 Connection Refused: Unacceptable Protocol Version
2  Connection Refused: Identifier Rejected

BC66&BC66-NA_MQTT_Application_Note 18167



QUEC TE&EL NB-loT Module Series

=~ Build a Smarter World BC66&BC66-NA MQTT Application Note

3 Connection Refused: Server Unavailable
4  Connection Refused: Bad User Name or Password
5 Connection Refused: Not Authorized
<pkt_timeout> Integer type. Timeout of the packet delivery. The range is 1-60. The default

value is 10. Unit: second.
“ NOTE |

If a client with the same Client ID is already connected to the server, the "older"” client will be disconnected
by the server automatically after completing the CONNECT flow of the new client.

2.3.5. AT+QMTDISC Disconnect a Client from MQTT Server

This command is used when a client requests a disconnection from MQTT server. A DISCONNECT
message is sent from the client to the server to indicate that it is about to close its TCP/IP connection.

AT+QMTDISC Disconnect a Client from MQTT Server

Test Command Response

AT+QMTDISC=? +QMTDISC: (range of supported <TCP_connectID>s)
OK

Write Command Response

AT+QMTDISC=<TCP_connectID> OK

+QMTDISC: <TCP_connectID>,<result>

If there is any error:

ERROR
Maximum Response Time 300 ms
Characteristics /

Parameter

<TCP_connectID> Integer type. MQTT socket identifier. The range is 0-5.
<result> Integer type. Result of the command execution.

-1 Failed to disconnect the client

0 Client disconnected successfully
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2.3.6. AT+QMTSUB Subscribe to Topics

This command is used to subscribe to one or more topics. A SUBSCRIBE message is sent by a client to
register an interest in one or more topic names with the server. Messages published to these topics are
delivered from the server to the client as PUBLISH messages.

AT+QMTSUB Subscribe to Topics

Test Command Response

AT+QMTSUB=? +QMTSUB: (range of supported <TCP_connectlD>s),<msg
ID>,"<topic>",<qos>[,"<topic>",qo0s>...]

OK
Write Command Response
AT+QMTSUB=<TCP_connectID>,< OK
msgID>,"<topicl>",<qos1>[,"<topic
2>" <qos2>...] +QMTSUB: <TCP_connectID>,<msgID>,<result>[,<value>]

If there is any error:
ERROR
<pkt_timeout> + <pkt_timeout> x <retry_times>

Maximum Response Time
P (default 40 s), determined by network

Characteristics /

Parameter

<TCP_connectID> Integer type. MQTT socket identifier. The range is 0-5.
<msgID> Integer type. Message identifier of packet. The range is 1-65535.
<topic> String type. Topic that the client wants to subscribe to or unsubscribe from. The
maximum length is 255 bytes.
<gos> Integer type. The QoS level at which the client wants to publish the messages.
0 At most once
1 Atleastonce
2 Exactly once
<result> Integer type. Result of the command execution.
0 Sentthe packet successfully and received ACK from server
1 Packet retransmission
2 Falled to send packet
<value> If <result>is 0, it is a vector of granted QoS levels. The value 128 indicates that
the subscription has been rejected by the server.
If <result>is 1, it means the times of packet retransmission.
If <result>is 2, it will not be presented.
<pkt_timeout> Integer type. Timeout of the packet delivery. The range is 1-60. The default value
is 10. Unit: second.
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<retry_times> Integer type. Retry times when packet delivery times out. The range is 0-10. The

default value is 3.
” NOTE |

The <msgID> is only present in messages where the QoS bits in the fixed header indicate QoS levels 1
or 2. It must be unique amongst the set of "in flight" messages in a particular direction of communication.
It typically increases by exactly one from one message to the next, but is not required to do so.

2.3.7. AT+QMTUNS Unsubscribe from Topics

This command is used to unsubscribe from one or more topics. An UNSUBSCRIBE message is sent by
the client to the server to unsubscribe from named topics.

AT+QMTUNS Unsubscribe from Topics

Test Command Response
AT+QMTUNS="? +QMTUNS: (range of supported <TCP_connectID>s),<msg
ID>"<topic>"[,"<topic>"...]

OK
Write Command Response
AT+QMTUNS=<TCP_connectID>,< OK
msgID>,"<topic1>"[,"<topic2>"...]
+QMTUNS: <TCP_connectID>,<msgID>,<result>

If there is any error:
ERROR
<pkt_timeout> + <pkt_timeout> x <retry_times>

Maximum Response Time
P (default 40 s), determined by network

Characteristics /

Parameter

<TCP_connectID> Integer type. MQTT socket identifier. The range is 0-5.
<msgID> Integer type. Message identifier of packet. The range is 1-65535.
<topic> String type. Topic that the client wants to subscribe to or unsubscribe from. The
maximum length is 255 bytes.
<result> Integer type. Result of the command execution.
0 Sent the packet successfully and received ACK from server
1 Packet retransmission
2 Failed to send packet
<pkt_timeout> Integer type. Timeout of the packet delivery. The range is 1-60. The default value
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is 10. Unit: second.

<retry_times> Integer type. Retry times when packet delivery times out. The range is 0-10. The
default value is 3.

2.3.8. AT+QMTPUB Publish Messages

This command is used to publish messages by a clientto a server for distribution to interested
subscribers. Each PUBLISH message is associated with a topic name. If a client subscribes to one or
more topics, any message published to those topics are sent by the server to the client as a PUBLISH
message.

AT+QMTPUB Publish Messages

Test Command Response
AT+QMTPUB=? +QMTPUB: (range of supported <TCP_connectID>s),<ms
gID>,<qos>,<retain>,"<topic>","<msg>"

OK
Write Command Response
AT+QMTPUB=<TCP_connectID><m >
sgID>,<gos>,<retain>,"<topic>" After the above response, the module enters into data mode

and then please input the data to be sent. Tap CTRL+Z to
send, and tap Esc to cancel the operation
OK

+QMTPUB: <TCP_connectIlD>,<msgID>,<result>[,<valu
e>]

If there is any error:
ERROR
Write Command Response
AT+QMTPUB=<TCP_connectID><m OK
sgID>,<qos>,<retain>,"<topic>","<m
5g>" +QMTPUB: <TCP_connectID><msgID>,<result>[,<valu
e>]

If there is an error:
ERROR
<pkt_timeout> + <pkt_timeout> x <retry_times>

Maximum Response Time
P (default 40 s), determined by network

Characteristics /
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Parameter

<TCP_connectID>
<msgID>

<qos>

<retain>

<topic>
<mSg>

<result>

<value>

<pkt_timeout>

<retry_times>

“ NOTES |

Integer type. MQTT socket identifier. The range is 0-5.

Integer type. Message identifier of packet. The range is 0-65535. It will be 0 only

when <qos>=0.

Integer type. The QoS level at which the client wants to publish the messages.

0 At most once

1 Atleastonce

2 Exactly once

Integer type. Whether or not the server will retain the message after it has been

delivered to the current subscribers.

0 The server will not retain the message after it has been delivered to the
current subscribers

1 The server will retain the message after it has been delivered to the current
subscribers

String type. Topic that the client wants to subscribe to or unsubscribe from. The

maximum length is 255 bytes.

String type. The message that needs to be published. The maximum length is 700

bytes. If in data mode (after > is responded), the maximum length is 1024 bytes.

Integer type. Result of the command execution

0 Sent the packet successfully and received ACK from server (message
published when <qos>=0 does not require ACK)

1 Packet retransmission

2 Failed to send packet

Integer type.

If <result>is 1, it means the times of packet retransmission.

If <result>is 0 or 2, it will not be presented.

Integer type. Timeout of the packet delivery. The range is 1-60. The default value

is 10. Unit: second.

Integer type. Retry times when packet delivery times out. The range is 0-10. The

default value is 3.

1. PUBLISH messages can be sent either from a publisher to the server, or from the server to a
subscriber. When a server publishes messages to a subscriber, the following URC will be returned to
notify the host to read the received data that is reported by MQTT server:
+QMTRECV: <TCP_connectID>,<msgID>,<topic>,<payload>
For more details about the URC, please refer to Chapter 2.3.2.

2. <msg> must be enclosed in double quotation marks when it is a string in special formats such as
JSON. Currently, it does not support special characters such as a semicolon (;).
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2.4, MQTT Related URCs

This chapter gives MQTT related URCs and their descriptions.

Table 2: MQTT Related URCs

Index URC Format Description
When the state of MQTT link layer is
[1] +QMTSTAT: <TCP_connectID>,<err_code> changed, the client will close the MQTT

connection and report the URC.

+QMTRECV: <TCP_connectlD><msglD>,<topi Reported when the client has received the
c>,<payload> packet data from MQTT server.

[2]

2.4.1. +QMTSTAT URC to Indicate State Change in MQTT Link Layer

The URC begins with +QMTSTAT. It will be reported when there is a change in the state of MQTT link
layer.

+QMTSTAT URC to Indicate State Change in MQTT Link Layer
+QMTSTAT: <TCP_connectID>,<err_  When the state of MQTT link layer is changed, the client will

code> close the MQTT connection and report the URC.
Reference
Parameter
<TCP_connectID> Integer type. MQTT socket identifier.
<err_code> Integer type. An error code. Please refer to the table below for detalils.

Table 3: Error Codes of +QMTSTAT URC

Code of <err> Description How to do
1 Connection is closed or reset by Execute AT+QMTOPEN command and reopen
peer. MQTT connection.
5 Sending PINGREQ packet timed Deactivate PDP first, and then active PDP and
out or failed. reopen MQTT connection.
1. Check whether the inputted user name and
3 Sending CONNECT packet password are correct or not.
timed out or failed 2. Make sure the client ID is not used.

3. Reopen MQTT connection and try to send
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CONNECT packet to server again.

1. Check whether the inputted user name and

. password are correct.
Receiving CONNACK packet

4 ) ) Make sure the client ID is not used.
timed out or failed .
3. Reopen MQTT connection and try to send
CONNECT packet to server again.
The client sends DISCONNECT
packet to sever but the server is .
5 o This is a normal process.
initiative to close MQTT
connection.
The client is initiative to close 1. Make sure the data is correct.
6 MQTT connection due to packet 2. Try to reopen MQTT connection since there
sending failure all the time. may be network congestion or an error.
7 The link is not alive or the server Make sure the link is alive or the server is available
is unavailable. currently.
8-255 Reserved for future use

2.4.2. +QMTRECV URCto Inform the Host to Read MQTT Packet Data

The URC begins with +QMTRECV. It is mainly used to inform the host to read the received MQTT packet
data that is reported from MQTT server.

+QMTRECV URC to Inform the Host to Read MQTT Packet Data

+QMTRECV: <TCP_connectID><msg Inform the host to read the received data that is reported from
ID>,<topic>,<payload> MQTT server.

Reference

Parameter

<TCP_connectID> Integer type. MQTT socket identifier.

<msgID> Integer type. The message identifier of packet.
<topic> String type. The topic that received from MQTT server.
<payload> String type. The payload that relates to the topic name.
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2.5. Examples

2.5.1. Use Normal TCP Connection for MQTT

AT+QMTOPEN=0,"220.180.239.212",8401 //Open a network for MQTT client.
OK

+QMTOPEN: 0,0 /IOpened the MQTT client network successfully.
AT+QMTCONN=0,"clientExample"
OK

+QMTCONN: 0,0,0 /IConnected the client to MQTT server successfully.
AT+QMTSUB=0,1,"topic/example",2 /ISubscribe to the topic.

OK

+QMTSUB: 0,1,0,2
AT+QMTSUB=0,1,"topic/pub”,0
OK

+QMTSUB: 0,1,0,0

//If a client subscribes to a topic and other devices publish the same topic to the server, the module will
report the following information.
+QMTRECV: 0,0,"topic/example”,"This is the payload related to topic"

AT+QMTUNS=0,2,"topic/example" //Unsubscribe from the topic.
OK

+QMTUNS: 0,2,0
AT+QMTPUB=0,0,0,0,"topic/pub"”,"hello MQTT."  //Publish the message.
OK

+QMTPUB: 0,0,0
//If a client subscribes to a topic named "topic/pub” and other devices publish the same topic to the server,

the module will report the following information.
+QMTRECYV: 0,0,"topic/pub"”,"hello MQTT."

AT+QMTPUB=0,0,0,0,"topic/pub" /[Publish the message in data mode.

>

This is test data, hello MQTT. /lInput the data to be published and then tap CTRL+Z to send.
OK
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//If a client subscribes to a topic named "topic/pub" and other devices publish the same topic to the server,

the module will report the following information.

+QMTRECV: 0,0,"topic/pub™,"This is test data, hello MQTT."

AT+QMTDISC=0
OK

+QMTDISC: 0,0

/IDisconnect the client from MQTT server.

/[Connection closed successfully.

2.5.2. Use SSL/TLS TCP Secure Connection for MQTT

AT+QSCLK=0
OK

/[Configure certificates and keys
AT+QSSLCFG=1,5,"seclevel",2
OK

AT+QSSLCFG=1,5,"cacert"

>

+QSSLCFG: 1,5,"cacert",1216
OK

AT+QSSLCFG=1,5,"clientcert"
>

+QSSLCFG: 1,5,"clientcert",1224
OK

AT+QSSLCFG=1,5,"clientkey"
>

+QSSLCFG: 1,5,"clientkey",1679

OK
AT+QSCLK=1
OK

AT+QMTCFG="ssl",3,1,1,5
OK
AT+QMTOPEN=3,"hf.quectel.com",8164

BC66&BC66-NA_MQTT_Application_Note

/IDisable sleep mode

/IManage server and client authentication
/IConfigure CA certificate

/linput the content of the trusted CA certificate in PEM
format. Tap CTRL+Z to send.

/IConfigure client certificate
/lInput the content of the client certificate in PEM format.
Tap CTRL+Z to send.

/[Configure client private key
/linput the content of the client private key in PEM
format. Tap CTRL+Z to send.

/[Enable light sleep and deep sleep, and wakeup by
PSM_EINT (falling edge).

/[Enable SSL and configure SSL context/connect index.

/IOpen a network for MQTT client.
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OK

+QMTOPEN: 3,0 /IOpened the MQTT client network successfully.
AT+QMTCONN=3,"clientExample"
OK

+QMTCONN: 3,0,0 /[Connected the client to MQTT server successfully.
AT+QMTSUB=3,1,"topic/example/tls”,1 /ISubscribe to the topic.
OK

+QMTSUB: 3,1,0,1
AT+QMTPUB=3,0,0,0,"topic/example/tls”,"hello MQTT." /[Publish the message.

OK
+QMTPUB: 3,0,0
/[If a client subscribes to a topic named "topic/example/tls” and other devices publish the same topic to

the server, the module will report the following information.
+QMTRECYV: 3,0,"topic/example/tls*,"hello MQTT."

AT+QMTPUB=3,0,0,0,"topic/example/tls" /[Publish the messages in data mode.

>

This is test data, hello MQTT. /lInput the data to be published and then tap CTRL+Z to send.
OK

+QMTPUB: 3,0,0

/[If a client subscribes to a topic named "topic/pub” and other devices publish the same topic to the
server, the module will report the following information.
+QMTRECYV: 3,0,"topic/pub™,"This is test data, hello MQTT."

AT+QMTDISC=3 /IDisconnect the client from MQTT server.
OK
+QMTDISC: 3,0 /[Connection closed successfully.

BC66&BC66-NA_MQTT_Application_Note 28167



Ve rTeL NB-loT Module Series

=" Build a Smarter World BC66&BC66-NA MQTT Application Note

3 Connection with Azure loT Hub

This chapter introduces the steps to establish connection with Azure 10T hub through TLS/SSL secured
MQTT.

3.1. Create Azure Account

3.1.1. Create a Free Account

Create a free Azure account in https://azure.microsoft.com/en-gb/free/.

3.1.2. Enter Azure Portal

Enter Azure Portal via link https://portal.azure.com/#home.

[

= Microsoft Azure L Search resources, services, and docs (G+/)

Welcome to Azure!

Don't have a subscription? Check out the following options.

%

Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get $200 free credit toward Azure products and services, hanage access, set smart policies, and enhance security  Get free software, Azure credit, or access Azure Dev
plus 12 months of popular free services. with Azure Active Directory. Tools for Teaching after you verify your academic status.

Learn more of Learn more ! Learn more o

Azure services

— - - - L1
— [
+ (%) i & = & a 27 o -
Create a Resource Virtual App Services Storage SqQL databases Azure Azure Cosmos Kubernetes More services
resource groups machines accounts Database fo... DB services

Figure 2: Azure Portal
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3.1.3. Create a Resource Group

a)

b)

d)

In the left navigation bar, move your mouse cursor to "Resource groups"”, and then click "Create" to
create a resource group.

Fill a resource group name in the box after "Resource group".

Click "Review + create".

Click "Create", and then check whether the resource group has been created successfully through
clicking "Resource groups" button in the homepage again.

- P Search resources, services, and docs (G+/)

Azure services
ﬂ Home
[ pashboard [ ] n 3 — e = [
— i

’ ‘ = a g < e -

= All services . .
Create a Resource Virtual App Services Storage 5QL databases Azure Azure Cosmos Kubernetes More services

H FAVORITES resource groups machines accounts Database fo.. DB services

sen
Lis All resources

[4) Resource groups

@ App Services

4> Function App

= o iew
B sqL databases

= Microsoft Azure P Search resources, services, and docs (G+/)

Resource groups *
[ 4] group

Resource groups All resources E Dashboard

Figure 3: Create a Resource Group (Step a)

Home > Create a resource group

Create a resource group

Basics Tags  Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more B

Project details

Subscription * (@ | Free Trial hd |

Resource group * (O I I

Resource details

Region * (@ [ ws) central us ~|

© Frevious Next : Tags >

Figure 4: Create a Resource Group (Step b and ¢)
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3.1.4. Create an loT Hub Resource

a) Click the name of the newly created resource group, and then click "Add".

b) Afterwards, there will be a search box indicating "Search the Marketplace". Input "loT Hub" in the
search box to enter loT Hub page.

c) Click "Create" in loT Hub page.

d) Name your lIoT Hub in the box after "loT Hub Name", and then click "Review + create".

e) Finally click "Create" to finish the operation.

Microsoft Azure P Search resources, services, and docs (G+/) -

« Home > Resource groups > quectel_test
—+ Create a resource Resource groups « X [f] quectel_test
Quectel Wireless Solutions Resource group
A Home « _
< Add 28 Edit columns =+* More D Search (Ctri+/) = Edit columns @ Delete resource group ) Refresh =3 M
[E pashboard -

‘ Filter by name... ‘ - subscription (change) : BEiEA

:= All services

Subscription ID : b1576ffb-85b5-45ce-a7bd-b0c0c39¢ccaf0
FAVORITES [] nAamE Activity log
. Tags (change) : Click here to add tags
All resources (&) quectel test M Access control (1AM)
() Resource groups (@) test_quectel & Tags
- Fiiter by name... All types ~
(3 App Services Events ‘ Y ‘ ‘ P
<> Function App Settings 0items D Show hidden types @
= NAME TYPE
B SOL databases & Quickstart
& Azure Cosmos DB & Deployments
Q Virtual machines " Policies
*3‘ Load balancers = Properties
[ storage accounts &8 Locks
%2 Virtual networks K3 export template
@ Azure Active Directory M
Cost Management
= Monitor Try changing your filters if

f Cost analysis

Q Advisor
EY Cost alerts

B Security Center .
W) Budgets

%' Cost Management + Billin
c é ¢ % Advisor recommendations

r} Help + support
Monitoring

Figure 5: Create an loT Hub Resource (Step a)
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e e

+ Create a resource
A& Home
[E pashboard
= Al services
FAVORITES
All resources
() Resource qroups
El‘ App Services
<¥» Function App
B} SQL databases
& Azure Cosmos DB
g Virtual machines
{}? Load balancers
E Storage accounts
€+ Virtual networks
@ Azure Active Directory
f‘a Monitor
'} Advisor
B Security Center

€ coct Mananement + Rillina

Microsoft Azure

+ Create a resource
M Home
[E pashboard
:= All services
FAVORITES
All resources
(@] Resource groups
!E:‘ App Services
<7 Function App
E? sQL databases
&7 Azure Cosmos DB
g Virtual machines
‘:} Load balancers

3 Storage accounts

« Home > Resource groups > guectel_test > Marketplace
Marketplace
My Saved List O laT Hub| Pricing : All (' Operating System : All Publisher : All
Recently created 16T Hub
Service Providers loT Hub Device Provisioning Service
AVEVA loT Edge HMI
Categories Dataa cf
ata*:
laT Central Application
Get Started

Al + Machine Learning
Analytics

Blockchain

Compute

Containers

Databases

Developer Tools
DevOps

Identity

Integration

Internet of Things.

Trend Micro loT Security (TMIS)

Managed Services for your Azure
Tenant

Al + Machine Learning

A

Machine Learning service
workspace

Microsoft

Build, deploy, and monitor
machine learning and analytics

VlAcode

Extend your IT team with
VlAcade Azure Managed
Services to improve your IT

Web App Bot
Microsoft

An Azure Bot Service Bot
deployed to an Azure App
Service Web App.

Data#3 Azure Managed
Services

Data#3 Limited

Data#3 Azure Managed Services

Computer Vision
Microsoft

Distill actionable information
from images

Figure 6: Create an lIoT Hub Resource (Step b)

« Home > Resource groups > quectel_test > Marketplace > 0T Hub

loT Hub

Microsoft

1

Useful Links
Documentation

loT Hub < save for later

Microsoft

Cloudeteer Azure Site
Reliability Service

Cloudeteer UG

Azure Site Reliability Managed
Cloud Service offering for a
modern Multi Cloud Operations.

@

Face

Microsoft

Detect, identify, analyze,
organize, and tag faces in photos

L Search resources, services, and docs (G+/)

Simultaneously support millions of connected devices—whether they run Windows, Linux, or real-time operating systems. Then monitor perforn
accelerate your digital transformation.

Device management

Service overview

Pricing and scale details

Learn more about Azure loT Hub

Figure 7: Create an loT Hub Resource (Step c)
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e e -

« Home > guectel_test > Marketplace > 1oT Hub > loT hub
+ Create a resource loT hub
Microsoft
M Home
[E pashboard Basics  Size and scale  Review + create

= All services Create an |oT Hub to help you connect, monitor, and manage billions of your 10T assets. Learn More

FAVORITES
PROJECT DETAILS
All resources
Select the subscription to manage deployed resources and costs. Use resource groups like

=
[¥] Resource groups folders to organize and manage all your resources.
T -
(82 App Services * Subscription @ ‘ =253 ~ |
<¥» Function App

* Resource Group @ [ quectel_test v
SQL databases Create new
& Azure Cosmos DB * Region @ ‘ West US hd |
g Virtual machines * 10T Hub Name @ ‘ quectel-iot-hub ‘/|

‘:} Load balancers

&= storage accounts

<% Virtual networks

@ Azure Active Directory

= Menitor

* Advisor

o Security Center

c, Cost Management + Billing

r} Help + support

Next: Size and scale » Automation options

Figure 8: Create an loT Hub Resource (Step d)

3.1.5. Get Azure Root CA certificate

® The Azure root CA certificates can be got with Google Chrome as follows:

A Home - Microsoft Azure x o+

€ 5 ¢ o [[]pssrportatonure.comishome

oy G . X fectsl Wirel Taber-T% - SW2. m Dashboar. S - Confluen: § Swarm_Mail_Cfg
pps G Goog| (e secure fectel Wireless.. @ Taber- T - SV @ System Dashboar., @ T - Confluence £ Swarm_Mail Cig |

redit card numbers) is private when it is sent to

is site. Learn mere

:ome to Azure!

\ave 3 subscription? Check out the folowing ogtions.
@ Cooldes (6in use)
£ Site settings
- S ‘

Figure 9: Set Azure Root CA Certificate with Google Chrome

BC66&BC66-NA_MQTT_Application_Note 33/67



UVECTEL

NB-loT Module Series

= Build a Smarter World BC66&BC66-NA MQTT Application Note
| Certificate * a | Certificate o
e pe SRR ”’/ﬂeral Details  [Fertification Path
Certificati th
ertncation pa eless | chome <Al -
[=;] DigiCert Baltimore Root
i{2g] Microsoft ITTLS CA 4 -
! Field Value ~
----- 5] portal.azure.com
H B Version V3
- BSeriaI rumber 020000b3
SEI BSignathe algorithm shalR5A
BSignatJre hash algorithm shal
Issuer Baltimore CyberTrust Root, Cy...
evic B\a'alid from Saturday, May 13, 2000 2:46:...
[=]valid to esday, May 13, 2025 7:59:...
[l @ himet imnre CvherTriet Rant Cu N
View Certificate
Certificate status:
is certificate is OK.
o : : :
Edit Properties. .. Copy to File...
OK oK
Figure 10: Copy Certification Path to File
x| X |
| & L Certificate Bxport Wizard 1L & 4¥ Certificate Export Wizard
Export File Format File to Export
Certificates can be exported in a variety of file formats. specify the name of the file you want to export
Select the format you want to use: Eile name:
E:'mygttiazureinew_x509_selfiAzureCA,cer | I Browse... I
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7E)
Indude all certificates in the certification path if possible
personal Information Exchange - PFKCS #12 (.FFX)
Indude &ll certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy
Microzoft Serialized Certificate Store (.55T)
Cancel Mext Cancel

Figure 11: Export File

® Or please refer to https://github.com/Azure/azure-iot-sdk-c/blob/master/certs/certs.c.
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3.2. Communicate with Azure via X.509 Self-Signed Certificate

This document takes X.509 certificate as an example. Create customized X.509 certificates using a
third-party tool such as OpenSSL. This technique is ideal for test and development purposes.

3.2.1. Generate X.509 Self-Signed CA Certificate

The X.509 self-signed CA certificate can be generated with OpenSSL.

#Generate ca certificate private key (pem file)
openssl genrsa -out mycakey.pem 2048

#Generate the ca certificate sign application file (csr file)
openssl req -new -key mycakey.pem -out myca.csr -subj
"/C=CN/ST=myprovince/L=mycity/O=myorganization/OU=mygroup/CN=myCA"

#Self-signed ca certificate
openssl x509 -req -days 365 -shal -extensions v3 ca -signkey mycakey.pem -in myca.csr -out
mycacert.pem

[app@s886048 /app/quectel/azure/x509se1f]13 openss1 genrsa -out mycakey.pem 2048
Generating RSA private key, 2048 bit long modulus
................. ++t

[app@s886048 /app/quectel/azure/x509self]$ openss1 req -new -key mycakey.pem -out myca.csr -subj "/C=CN/ST=myprovince/L=mycity/O=myorganization/oU=mygroup/CN=myCA"
[app@s886048 /app/quectel/azure/x509se1f]§ 1s -Ttr

total 8

-rw-rw-r-- 1 app app 1675 Sep 20 11:26 mycakey.pem

-rw-rw-r-- 1 app app 1013 Sep 20 11:26 Ca.csr

[app@s886048 /app/quectel/azure/x509se1f]$

[app@s886048 /app/quectel/azure/x509se1f]$

[app@s886048 /app/quectel/azure/x509se1f]$

[qpp@SSBED4E /app/quectel/azure/x509se1f]$ openss1 x509 -req -days 365 -shal -extensions v3_ca -signkey mycakey.pem -in myca.csr -out mycacert.pem
signature ol

sugjsct:/Cj(N/ST:mypruvimce/L:mycitij:myurgan‘izatiun/ou:mygruup/(N:my(A

Getting Private ke

[app@s886048 /app/quectel/azure/x509sel1f]§

[app@s886048 /app/quectel/azure/x509sel1f]§ 1s -Ttr

total 12

-rw-rw-r-- 1 app app 1675 Sep 20 11:26 mycakey.pem

-rw-rw-r-- 1 app app 1013 Sep 20 11:26 myca.csr

-rw-rw-r-- 1 app app 1216 Sep 20 11:26 cacert.pem

[app@s886048 /app/quecte'\/azure/xSDgse'\gﬁfi [ |

3.2.2. Add X.509 Self-Signhed CA Certificate

Follow the steps below to add the generated X.509 self-signed CA certificates into Azure 10T Hub.

a) Click the name of "quectel-iot-hub" resource.

b) Click "Certificates", and then click "Add" to add a certificate.

c) Fill the certificate name (mycacert for instance) and then upload the certificate mycacert.pem.
d) Click "Save" to save the operations.
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Home > quectel_test > quectel-iot-hub - Certificates

@ quectel-iot-hub - Certificates

+ Create a resource

A Home

[E pashboard

1= All services
FAVORITES
All resources

() Resource groups

'S'.‘ App Services

<%> Function App

B sqL databases

& Azure Cosmos DB

E_l Virtual machines

@ Load balancers

E Storage accounts

% Virtual networks

@ Azure Active Directory

=) Monitor

? Advisor

U Security Center

G, Cost Management + Billing

'2 Help + support

«

leT Hub

[ £ scarch (Ciri+)

|<<

& add 22 columns L) Refresh

2N Overview

B Activity log

b Access control (IAM)
& Tags

Events
Settings
Shared access policies

C‘, Pricing and scale

3~ 1P Filter

@ Built-in endpoints
- Failover

= Properties

8 Locks

B3 Export template

Explorers
B query explorer

# 10T devices

Automatic Device Management
£ 10T Edge

ﬁ loT device configuration
Messaging

7 File upload

You can use this tool to upload and manage your certificates.

NAME STATUS EXPIRY

No results

Figure 12: Add a Certificate (Step b)
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« Home > quectel_test > quectel-iot-hub - Certificates > Add Certificate
—+ create a resource Add Certificate O X
M Home
Learn more about certificates.
[ Dashboard
— . * Certificate Name @
:= All services
| mycacert \/‘
FAVORITES
* Certificate jpem or .cer file. @ \
All resources | "mycacertpem"

() Resource groups
EZ‘ App Services
<> Function App
B sQL databases
& Azure Cosmos DB
Q Virtual machines
@ Load balancers
= Storage accounts
€ Virtual networks
@ Azure Active Directory
= Monitor
¢ Advisor
U Security Center
G, Cost Management + Billing

(2 Help + support

Figure 13: Add a Certificate (Step c and d)

3.2.3. Verify X.509 Self-Signed CA Certificate

Follow the steps illustrated in the chapters below to verify the X.509 Self-signed CA certificate.

3.2.3.1. Generate Verification Code

a) Select "mycacert" certificate.
b) Click "Generate Verification Code".

c) After the "Verification Code" is generated successfully, click "Copy" button to copy the code to

clipboard.

BC66&BC66-NA_MQTT_Application_Note
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«  Home Ltest > quectel-iot-hub - Centificates Certificate Details *
+ create 3 resource ’ quectel-iot-hub - Certificates e
o Fub
# rome o+ EE [J]
(& pashboard
2N |
S Allservices X Overview
FAVORITES & Actiity log 0 You con use this tool ta uplosd and mansge your certioter -
e & Accsss cantrol (AM) AMAAARFATE=
) Resource groups & o NAME STATUS EXPIRY suBIECT THUMBPRINT
i - - Subject @
(® App Services: Events | mycacert Unverifiec Sat. 19 Sep 2020 03:26:32 GMT myCA BABAFADTDFAMAISE20BD! [T oy
Function App Settings
Crliiies Shared access policies Expiry &
Sat, 10 Sep 2020 032632 GMT
& Azure Cosmos DB @ Fricing and scale
K Virtual machines 10 Thumbprint @
& Load batancers B Corifficates [ easarapTorasaseEzoB0e1 2381 1D
= Storage sccounts Built-in endpoints
Created
Virtual networks ~. Failover i, 20 Sep 2019 03:58:14 GMT
€> azure Active Directory 1= Properties
3 Monitor & Locks Updated @
20 Sep 2018 035814 VT ™
9 Advisor B Export template .
Security Center
e Explorers verification Code @
@ Cost Management + Biling £1803385836E520840200€ESDF 1E380. I
B Query explorer o
3 Help + support

W 10T devices

Automatic Device Management

& 107 edge

& 10T device configuration

Messaging

Fie uploas -

Figure 14: Generate Verification Code

3.2.3.2. Generate Verification Certificate

Here are the details about how to generate verification certificate.

#Generate verificationCert.csr
openssl req -new -newkey rsa:2048 -nodes -subj "/CN=B18033B5B38E529B49200EE5DF1E3BD5D
0OA2EC850B850BD8/" -keyout ./verificationCert.key -sha256 -days 365 -out ./verificationCert.csr

#Self-signed verificationCert

openssl x509 -req -in ./verificationCert.csr -CA ./mycacert.pem -CAkey ./mycakey.pem -CAcreateseri
al -out ./verificationCert.cer -days 365 -sha256

faif)'p@SEEEMS /app/quectel/azure/x509se1f]$ openss] req -new -newkey rsa:2048 -nodes -subj "/CN=B18033B5B38E529849200EESDF1E3BDSDOAZECB50B8508D8/" -keyout . /verificationCert.key -sha256 -days 365 -out ./ve
rificationCert.csr

Generating a 2048 bit Rsa private key

ng new private key to "./verificationcert.key’
[app@s886048 /app/quectel/azure/x509s5el1f]s
[appgsﬂﬂﬁﬂds /app/quectel/azure/x5095e1¥15 15 -1tr
otal 20

—ru-rw-r-- 1 app app 1675 Sep 20 11:26 mycakey. pem

~ru-rw-r-- 1 app app 1013 Sep 20 11:26 myca.csr

~ru-rw-r-- 1 app app 1216 Sep 20 11:26 mycacert.pem

—ru-rw-r-- 1 app app 1704 sep 20 12:11 verificationcert.key

—rw-rw-r-- 1 app app 944 sep 20 12:11 verificationcert.csr

[gpp@saesmﬁ /app/quectel/azure/x509se1f]$ openss] x509 -req -in ./verificationCert.csr -ca ./mycacert.pem -Cakey ./mycakey.pem -Cacreateserial -out ./verificationCert.cer -days 365 -sha2’é

signature ol

subject—/CN-81803385638E529849200EE 5DF1E 36D5D0A2ECS5088508D8

Getiing CA Private Ke:

L /app/quectel/azure/x509se1f]%
/app/quectel/azure/x509521F]5

L

[ /app//quectel/azure/x509se1f]5
[ p/quecte]/azure/x509se1¥]%
E /app/quectel /azure/x509se1f]
T

$
/app/quectel/azure/x509se1f]$ 1s -Ttr

otal 24
~rw-r-- 1 app app 1675 sep 20 11:26 mycakey.pem
~rw-rw-r-- 1 app app 1013 Sep 20 11:26 myca.csr
~rw-rw-r-- 1 app app 1216 Sep 20 11:26 mycacert.pel
~rw-rw-r-- 1 app app 1704 Sep 20 12:11 verificarioncert.key
~rw-rw-r-- 1 app app 944 Sep 20 12:11 verificationcert.csr
—rw app app 1151 Sep 20 12:11 verificationcert.cer
[app@s8s86048 /app/quectel/azure/x5095e1F]5
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3.2.3.3. Verify Verification Certificate

a) Click "Upload" button to upload file verificationCert.cer.
b) Click "Verify" to verify the certificate.
c) Click "Refresh" to check whether the verification certificate has been Verified.

« Home > quectel_test > quectel-iot-hub - Certificates

+ create a esource A quectel-iot-hub - Certificates
1T Hub

A Home
“ o+ B 3}

(& pashboard

iZ All services & Overview
FAVORITES B Actvitylog o You can use this tool 10 upload and manage your certificates
Al resources sl Access control (AM)
@) Resource groups € ng NAME STATUS EXPIRY SuBIECT THUMBPRINT
Subject @
® Events Unverified Sat. 19 Sep 2020 03:26:32 GMT ycA BABAFADTDFA4AZBE208D! ™
S App Services B
Function App Settings

& sQL databases Shared access policies

Expiny ©
[ sat, 19 sep 2020 032632 T

& Azure Cosmos DB @ pricing and scale

R virtual machines

4 Load balancers

& Storage accounts

virual networks

% Azure Active Directory
% Monitor

¥ Advisor

0 security Center

& Cost Management + Billing

1P Fiter

A Certificates
Built-in endpoints

- Failover

IS Properties

& Locks

B Export template

Explorers

B Query explorer

Thumbprint @

(DD - |

Crested @
[Fri_ 20 5ep 2019 035814 GMT
Updated &

CEEEIr=T
verification Code @

| B1603305838E5298452006E5DF 1E38D.

a
Help + support
- & o7 devices

Automatic Device Management

& 107 edge

#& 10T device configuration

Messaging

File uplosd

Figure 15: Upload and Verify Verification Certificate

taber jlang @QUECTELC...

i 4, ]
Microsoft Azure P search resources, services, and docs (G+/) QUECTEL WIRELESS SOLUTL . @@
«  Home > quectsltest > quectehiot-hub - Certificates
~+ Create a resource ’ quectel-iot-hub - Certificates & X
T Hub

& Home
“ g add 58 columns

& pashboard

i= i & Overview

= allservices §
FAVORITES & Activitylog o You can use this toal to upload and \ge your certificates
All resources al Access control (LAM)

@] Resource groups # Tags NAME STATUS EXPIRY SUBJECT THUMBPRINT CREATED

B aApp senices Events myeacert @ verified Sat. 19 Sep 2020 03:26:32 GMT mycA BABAF4D7DFA4A3BEZ0BD4142C38TII Fri. 20 Sep 2019 03:58:14 GMT
Function App Settings

B 50L databases Shared access policies

& Azure Cosmos DB @ Pricing and scale

Figure 16: Check the Verification Result

3.2.4. Generate X.509 Self-Signed Client Certificate

The X.509 self-signed client certificate can be generated with OpenSSL.

#Generate client certificate private key (pem file)
openssl genrsa -out clientkey.pem 2048
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#Generate client certificate sign application file (csr file)
Openssl req -new -key clientkey.pem -out client.csr -subj "/C=CN/ST=myprovince/L=mycity/O=myorg
anization/OU=mygroup/CN=myClient"

#Self-signed client certificate
openssl x509 -req -days 365 -shal -extensions v3 req -CA ./mycacert.pem -Cakey ./mycakey.pe
m -CAserial ./.srl -in client.csr -out clientcert.pem

#verify
Openssl verify -CAfile ./mycacert.pem clientcert.pem

#convert PEM to CRT format
openssl x509 -outform der -in ./clientcert.pem -out ./clientcert.crt

[app@sssc048 /app/quectel/azure/x5095e1F1$ openss1 genrsa -out clientkey.pem 2048
Generating RSA private key, 2048 bit Tong modulus
................. Ly

e is 65537 (0x10001)
[app@s88604& /app/quectel/azure/x509se1f]$ openss] req -new -key clientkey.pem -out client.csr -subj “/ciN/sT:mypr‘cvince/\_:mycn{/o myorganization/ou=i my?r'oup/cw myc1i
[app@sBaEUAE /app/quectel/azure/x509s5e1f]$ openssl x509 -req -days 365 -shal -extensions v3_req -CA . /mycacert.pem -CAkey ./mycakey.pem -caserial ./.sr1 -in client. csr' -out clientcert.pem
Signature o
su ]E(t—/(scN/ST—myprnwnCE/L mycity,/O=myorganization/oU=mygroup /CN=myClient
Getting CA Pr e
[app@s886048 /app/quecte'\/azur‘e/x509591f]$ openss] verify -cafile . /mycacert.pem clientcert.pem
clientcert.pem: OK
[app@S886048 /app/quectel/azure/x509self]$ openss] x509 -outform der -in ./clientcert.pem -out ./clientcert.crt
[app@s836048 /app,/quectel/azure/x509se1F]$ 1s -1t
total 40
—rw-rw-r-- 1 app app 1675 sep 20 11:26 mycakey.pem
-rw-rw-r-- 1 app app 1013 Sep 20 11:26 myca.csr
-rw-rw-r-- 1 app app 1216 Sep 20 11:26 mycacert.pem
—rw-rw-r-- 1 app app 1704 Sep 20 12:11 verificationcert.key
-rw-rw-r-- 1 app app 944 sep 20 12:11 verificationcert.csr
—rw-rw-r-- 1 app app 1151 sep 20 12:11 verificationCert.cer
-rw-rw-r-- 1 app app 1675 Sep 20 13:47 clientkey.pem
-rw-rw-r-- 1 app app 1017 Sep 20 13:47 client.csr
rw-rwr—- 1 app app 1224 SEp zn 13:47 clientcert.pem
13:47 clientcert.crt
[app@ssasms /app/que((e'\ /azure/xSDQSE'IF]S [

3.2.5. Create X.509 Self-Signed Device

Please create X.509 self-signed device in Azure IoT Hub as follows:

a) Click "loT devices" and then click "New".

b) Select "X.509 Self-Signed".

c) Open clientcert.crt to get "Thumbprint".

d) Input "Device ID", "Primary Thumbprint" and "Secondary Thumbprint".
e) Click "Save".

f)  Check the creation result.
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Figure 18: Create X.509 Self-Signed Device (Step b to e)
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Figure 19: Check the Creation Result

3.3. Usage of Device Explorer Tool

The Device Explorer tool can be used to manage devices connecting to customer's loT hub, for example,
registering a device with customer's 10T hub, monitoring messages from the devices, and sending
messages to the devices.

This chapter describes the usage of the Device Explorer tool which will be used as Azure server tool.

3.3.1. Download/Install

The Device Explorer tool can be downloaded from link: https://github.com/Azure/azure-iot-sdk-cshar
p/releases/download/2019-1-4/SetupDeviceExplorer.msi.

More details about downloading and installation can be reached from link: https://github.com/Azure/
azure-iot-sdk-csharp/tree/master/tools/DeviceExplorer.

3.3.2. Configuration

a) Get "Connection string—primary key" from Azure iothubowner, and copy the connection string to
clipboard.

b) Click the "Configuration" tab in the Device Explorer Twin window, and then paste the connection
string to the input box of "loT Hub Connection String". After that, click “Update” - “OK” to finish the
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Figure 21: Device Explorer Configuration (Step b)
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85! Device Explorer Twin - O X

Configuration Management Data Messages To Device Call Method on Device

Actions
| Create | | Refrash | | Update | | Delete | |SASToken_. | | Twin Props. |
Devices
Filter. | |

PrimaryKey SecondaryKey PrimaryThumbl SecondaryThui ConnectionStrir ConnectionStat  LastActivity Tim

HostName=q... | Disconnected

Figure 22: Use Device Explorer

3.4. Usage of MQTT.fx Tool

MQTT.fx is a MQTT Client written in Java based on Eclipse Paho. This chapter describes the usage of the
MQTT.fx tool which will be used as a MQTT client.

3.4.1. Download/Install

MQTT.fx tool can be downloaded from http://mqttfx.jensd.de/index.php/download.

3.4.2. Edit Connection Profiles

® MQTT Broker Profile Settings

Broker Address: {customized hub name}.azure-devices.net
Broker Port: 8883
Client ID: {device_id}

® General

Use the default settings.
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Figure 23: MQTT Broker Profile Settings and General Configuration
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® User Credentials

User Name: {customized hub name}.azure-devices.net/{device_id}/?api-version=2018-06-30
Password: no password required.

& varTac- 170 — O *

File Extras Help

Mew Profile - Disconnect

Sl Subscribe  Scripts  Broker Status  Log

» = ECEHP ®s1 @ ws2 Retained =

|87 Edit Connection Profiles - C

Profile Name | quectel-device-x309self

Profile Type . MQTT Broker hd .M

MQTT Broker Profile Settings

Broker Address | quectel-iot-hub.azure-devices.net |

S —

dientlquuecteI-dE\rice—xSO?self l Generate
General PUEERWEGEN RN SSL/TLS  Proxy LWT

User Name I quectel-iot-hub.azure-devices.net/s l

Revert oK

Figure 24: User Credentials Configuration
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® SSL/TLS

Select "Enable SSL/TLS" option
Check "Self signed certificates"
CA File: AzureCA.cer

Client Certificate File: clientcert.pem
Client Key File: clientkey.pem

B Edit Connection Profiles O *

M2M Eclipse

local mosquitto Profile Name | quectel-device-x309self

quectel-device-x509self » -
Profile Type  MQTT Broker v m\ m

taber_iot_device_sas
taber_iot_device_x30%ca

taber_iot_device_x509self MQTT Broker Profile Settings

Broker Address | quectel-iot-hub.azure-devices.net

Broker Port | 8883

Client ID | quectel-device-x309self Generate

General User Credentials SREIFAIES Proxy LWT

Enable SSL/TLS Protocol  TLSv1.2 -

CA signed server certificate
CA certificate file

LA certificate keystore

® Self signed certificates

CAFile | E\mgttiazure\new_x309_self\AzureCA cer
Client Cesrtificate File | E:-\mqgtt\azure\new_x309_self\clientcert.pem
Client Key File | E-\mqgtt\azure\new_x309_self\clientkey pem
Client Key Password

| PEM Formatted +/ I

Self signed certificates in keystores

+ — Revert OK Apply

Figure 25: SSL/TLS Configuration

3.4.3. Send Device-to-Cloud Messages

a) Click "Data" of Device Explorer tool, and then click "Monitor".
b) Click "Connect" of MQTT.fx tool and then input the topic devices/{device_id}/messages/events/.
Finally click "Publish".
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Figure 26: Send Messages with MQTT.fx

3.5. Use BC66/BC66-NA as MQTT Client

3.5.1. AT Command Example

AT+QSCLK=0
OK

/[Configure certificates and keys
AT+QSSLCFG=1,5,"seclevel",2
OK

AT+QSSLCFG=1,5,"cacert"

>

+QSSLCFG: 1,5,"cacert",1282
OK

AT+QSSLCFG=1,5,"clientcert"
>

+QSSLCFG: 1,5,"clientcert ",1216
OK

AT+QSSLCFG=1,5,"clientkey"
>

+QSSLCFG: 1,5,"clientkey",1679

OK
AT+QSCLK=1

BC66&BC66-NA_MQTT_Application_Note

/[Disable sleep mode.

/IManage server and client authentication.

/[Configure CA certificate.
/lInput the content of trusted CA certificate <AzureCA.cer> in
PEM format. Tap CTRL+Z to send.

/[Configure client certificate.
/Nnput the content of the client certificate <clientcert.pem> in
PEM format. Tap CTRL+Z to send.

/IConfigure client private key.
/Nnput the content of the client private key <clientkey.pem> in
PEM format. Tap CTRL+Z to send.

/[Enable light sleep and deep sleep, and wakeup by PSM_EINT
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(falling edge).

OK

AT+QMTCFG="ssl",3,1,1,5 /[Enable SSL and configure SSL context/connect index.

OK

AT+QMTCFG="version",3,4 /[Configure the MQTT version. Azure loT Hub supports MQTT
v3.1.1 only.

OK

AT+QMTOPEN=3,"quectel-iot-hub.azure-devices.net",8883 /[Open a network for Azure MQTT
client with TLS 1.2.
OK

+QMTOPEN: 3,0 /[Opened the MQTT client network successfully.
AT+QMTCONN=3,"quectel-device-x509self"," quectel-iot-hub.azure-devices.net/quectel-device-x5
09self"

OK

+QMTCONN: 3,0,0 /[Connected the client to MQTT server successfully.
AT+QMTSUB=3,1,"devices/quectel-device-x509self/messages/devicebound/#",1
OK

+QMTSUB: 3,1,0,1

+QMTRECYV: 3,2,"devices/quectel-device-x509self/messages/devicebound/%24.mid=419cfb05-70
53-4c7a-baba-68eb2c5077d6&%24.t0=%2Fdevices%2Fquectel-device-x509self%2Fmessages %2F
deviceBound&iothub-ack=full","hi quectel" /IReceived cloud-to-device messages.

AT+QMTPUB=3,0,0,0,"devices/quectel-device-x509self/messages/events/* " {"a":" 1" ,"b":" 2"}"
OK

+QMTPUB: 3,0,0
AT+QMTPUB=3,0,0,0,"devices/quectel-device-x509self/messages/events/* //Publish the message

in data mode.
>

hello azure iot hub /lInput the data to be published and then tap CTRL+Z to send.
OK

+QMTPUB: 3,0,0

AT+QMTDISC=3 /IDisconnect the client from MQTT server.

OK

+QMTDISC: 3,0 /[Connection closed successfully.
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3.5.2. Receive Cloud-to-Device Messages

n - [m] X Q QCom Ve
About

C T Data ToDevice  Call Method on Device
TN Port

Send Message to Device: COM Bort: [15 | Bauwdrate: [115z00 | Stopbits:[I | Parity: [iome <+
loT Hub:  [quectel-iothub | ByteSize:[5 -  Flow Control: [Fo Crel Flow < Close Port

Device ID: uectel-device-x509self i

‘ [201 _17:14:01:438 JAT+QMTCONY=3, “quectel-deviee509zel£”, “quectel—iot— "
lhub. arurs=devices. net/quectel-devica—x509sel £

4 ) [2019-09-20_17:14:01:492]0K
[ Add Time Stamp [ Monitor Feedback Endpoint [2019-D9-20_17:14:03:118]
Properties System Properties [2018-05-20_17:14 .03 118] +MTCONN: 3, 0,0

[2018-03-20_17:14:25: 787 JAT+HJNTPUB=3, 0,0, 0, “devices/quectel~device—

‘ ‘ Key Value WE0Dsel £/nessages/events/”, {4a 17, BT 20
[2019-09-20_17:14:25:811 0K
[2015-09-20_17:14:25:817]
[2019-09-20_17:14:26:817]+QMIFUB: 3,0,0
[2015-09-20_17: 14:46:927 JATAITSUB=3, 1, “devi cos/quect el -devi cam
#509zel £/nessages/devi cabound 4", 1
[2019-09-20_17:14:46:980]0K
[2015-09-20_17:14:48:602]
[2019-09-20_17:14:48:592]+GMISUB: 3,1,0,1
_|[2008-08-20 17.16.03:108]
Output [2019-09-20_17:16:03: 108 ]#QMIRECY: 3,2, "devices/quectel-device—
Sent to Device ID: [quectel-device x509sel], Message "hi quectel ", message Id: 419cfb05-7053-4c7a baba- x500ze1 £/nessage s/ devicebonnd 424, ni d=4190£b05~7053~4 o7 a-baf s~65bZ sBOTTEMITA. ot
68eb2c5077d6 2 deri queot el-davi pax509:e] devi oeBounddH othub-ack=full”, "hi

! queatel

Message: |hi quectel

Send Clear

<

Figure 27: Module Receives Messages from IoT Cloud Platform

3.5.3. Send Device-to-Cloud Messages

— [} | € aCoMV1E
About

C Data ToDevice Call Method on Device

OF Port Setti:

Monitoring COM Port: |45 - | Baudrate: [115200 ~| StepBits: |1 | Parity |Home =
EventHub ‘quecie\—ml—hub | ByteSize: s —| Flow Control: [Wo Cirl Flow - Close Port

Device ID; | quectel-device-x509self i [2019-09-20_17:11:46:07710K -
[2018-09-20_17:13:31: 733 JATHQMTOPEN=3, "quectel—iot-hub. azure—devices. net”, 6883
120/ 6575 - [2018-09-20_17:13:31: 74810K
Start Time: L] 09/20/2019 165759 -] p i
[201-09-20_17:13:58:828 ] +QMTOPEN: 3,0
[2018-03-20_17:14:01:438 AT HQMICONN=3, "quectel-devicex509self”, “quectel-iot—
lhub. arure=devi ces. net/quectel—deri seB09sel £
[2019-09-20_17:14:01:492]0K
[2015-09-20_17:14:03:118]
[2019-09-20_17:14:03: 118]+qMTCONN: 3,0, 0
TO16-00-20_17 14 25, 187 AT P FUB=2,

Consumer Group: | $Default [ Enable

Manitor Cancel Clear [] Show system properties

0,0, devlces/quectel Jerioe
ey

EventHub Data
Becei

PO15-09-20_17.14.26 811 0K
[2019-09-20_17:14:25:817]
[2019-09-20_17:14:26 8171 +GMTFIE: 3,0,0

9 5.14:27 PM> Device: [quectel

Figure 28: Module Sends Messages to the lIoT Cloud Platform
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4 Connection with AWS IloT Core

This chapter introduces the steps to establish connection with AWS IoT core through TLS/SSL secured
MQTT.

4.1. Create AWS Account

4.1.1. Create a Free Account

Create a free AWS account in https://aws.amazon.com/.

4.1.2. Enter AWS Console

Enter the AWS Console via link https://console.aws.amazon.com/console/home. Then click "My
Account" - "AWS Management Console".

aws Products Solutions Pricing Documentation Leamn Partner Network AWS Marketplace Customer Enal

distribution of Elasticsearch

. . + = [ = 3 ;.-,sm,.p,.u
Open Distro for Elasticsearch E@E
Search and analyze your logs with the only 100% open source . - + -
Ve (ORENETEONEY, @I

IrN More

A g k)
=, o) NAERIOEE
o 2 posrat a1 L=
S &5 o ) !

Development 160,000+ Databases Migrated to AWS
and Save time & cost—migrate t

on Lightsail Amazon Dynamol 08
ed to get start Full . a te to fully

\pplication Integration AR & VR AWS Cost Management Blockchain

Figure 29: AWS Console
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4.1.3. Create a Shortcut for "loT Core" Resource

In the "AWS Management Console" as shown below, a shortcut for "loT Core" can be created simply by
dragging it to the menu bar.

E_WS Services ~  Resource Groups ~

[ T shortcuts simply drag you enu bar above. | Settings
© Alexa for Business 8 Baten & 10T SiteWise Foolbar Ttems |icons snd Texd ¥
Animated Effects
$% Amazon Chime = Ceriificate Manager @ 0T Things Graph
| Amazon Comprenend E3 cioucs W Key Management Service
M Amazon Connect @ CloudFarmation & inesis
B Amazon DocumentDB = CloudFront [B] Kinesis Video Streams
&P Amazon EventBridge W CloudHsm P Lamba
[l Amazon Forecast Q) CloudSearch P Ligntsai
&fp Amazon FreerTOS P CloudTrai & achine Leaming
& Amazon Gamel it & Cloudwatch B Managed Services
@ Amazon Lex @ Codebuiid &% MediaConnect
A Amazon Macie B codecommit MediaConvert
@ Amazon Managed Blockehain & CodeDeploy
Amazon MQ 2 CodePipeline MediaPackage
& Amazon Personalize W Codestar MediaStore
N Amazon Polly 21 Cognito MediaTailor
{@ Amazon QLDB & Config 1# Mobile Hub
W Amazon Redshift < Control Tower A msk
Amazon SageMaker 2 Data Pipsiine

Figure 30: Create a Shortcut for "loT Core" Resource

4.1.4. Create Things

a) Click "loT Core" menu.
b) Click "Manage"->"Things" in the left navigation bar.
c) Click "Create".
d) Click "Create a single thing".
STEP 1: Fill "Name", and then click "Next".
STEP 2: Click "Create certificate", and then click "Download"->"Activate".
e) Click "Done".
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Services v  Resource Groups v

& aws o7 Things a.) B m g
on ing (D @

uectel_devicel .
NOTYPE

Skip quick tour

We've added a new, powerful fleet index

You can use search queries to find your devices and you can use attributes to narrow the results.

seftware

Figure 31: Create Things (Step a to c)

Services v  Resource Groups v

Q
@

A&n loT thing is a representation and record of your phyisical device in the cloud. Any physical
device needs a thing record in order to wark with AWS loT. Learn mare

Register a single AWS laT thing

Create 3 thing in your registry

Bulk register many AWS loT things
Create things in your registry for a large number of devices already using AWS laT, or

Create many things
register devices so they are ready to connect to AWS loT.

Cancel d) Create a single thing

@ Feedback @ English (US)

Figure 32: Create Things (Step d-1)
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Services v  Resource Groups ~ loTCore %

CREATE A THING

Add a certificate for your thing

A certificate is used to authenticate your device's connection ta AWS loT.

One-click certificate creation (recommended)

autharity

Create with CSR
L Create with CSR
Upload your own certificate signing request (CSR) based on 2 private key you awn.
S ===
Register your CA certificate and use your own certificates for one or many devices.

Skip certificate and create thing

You will need to add a certificate to your thing later before your device can connect to AWS Create thing without certificate

o

@ Feedback @ English (US)

Figure 33: Create Things (Step d-2)

Services v  Resource Groups ~ loTCore %

Certificate created!

Dowload these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for thi
m:“q ceretortis 87¢2722%68 cert.pem

A public key 87c2722f68.public key
A private key 87c2722468 private key

You also need to download a root CA for AWS loT:

A root CA for AWS \nTFuwnloed

Cancel Done Attach a policy

@ Feedback @ English (US)

Figure 34: Create Things (Step e)

4.1.5. Create Policies

a) Click "loT Core" menu.
b) Click "Secure"->"Policies" in the left navigation bar.
c) Click "Create".
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ﬁ_‘ffs Services ~  Resource Groups ~

4P aws ioT Policies a) Q
@
an - | D

quectel_policy_all_allow®  quectel_device1-Policys &

.

® Feeaback (@ English (US)

Figure 35: Create Policies (Step ato c)

ﬁ_‘ffs Services ~  Resource Groups ~

|

quectsl_policy_all_sllow I

Add statements

Policy statements define the types of actions that can be performed by a resource Advanced mode

I |

Resource ARN

Effect

2 atiow| | Deny,

@ Feedback @ English (US)

Figure 36: Policy Created

4.1.6. Attach Policies to Certificate(s)

a) Click "loT Core" menu, click "Secure"->"Certificates" in the left navigation bar, and then click a
certificate to show details.
b) Click "Actions"->"Attach policy".
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c) Select a policy and click "Attach".

loTCore %

4P aws ioT Certificates m a

)
2 9

@)

89943c0f45b4b4555c.m®

@ Feedback @ English (US)

Figure 37: Attach Policies to Certificate(s) (Step a)

loTCore %

Certificates > 89943c0145b4b4555¢32 Q

89943c0f45b4b4555c325579e56a9e68ee147f209ec54d5454725a08a629d7d6

ACTVE

)
® L0

@

Actions =

Details Certificate ARN

zon.com Inc. L\=Seattle ST\=Washington C\=US

@ Feedback @ English (US)

Figure 38: Attach Policies to Certificate(s) (Step b)
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Attach policies to certificate(s)

Policies will be attached to the following certificatels):

89943c0f45b4b4555c325579e56a%e68ee147f209ec54d5454725a082629d7d6

Choose one or more policies

# quectel_policy_all_allow |

1 policy selected |  Cancel

Figure 39: Attach Policies to Certificate(s) (Step c)

4.1.7. Attach Things to Certificate(s)

a) Click "loT Core" menu, click "Secure"->"Certificates" in the left navigation bar, and then click a
certificate to show detalils.

b) Click "Actions"->"Attach thing".

c) Select a thing and click "Attach".

& aws o7 Certificates m Q
@
- Card @

89943c0f45b4b4555c.m®
ACTIVE

@ Feedback @ English (US)

Figure 40: Attach Things to Certificate(s) (Step a)
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Services v  Resource Groups v

Certificates » 89943c0f4504b4555C32..

®@e D

89943c0f45b4b4555c325579e56a9e68ee147f209ec54d5454725a08a629d7d6

Actions =

Deactivate

| Details Certificate ARN
Revoke

A certificate Amazon Resource Name (ARN) uniquely identifies this certificate. Learn more

Nen-compliance _

Attach policy

petails
Download
Issuer
Delete
QU=Amazon Web Services O\=Amazon.com Inc. L\=Seattle ST\=Washington C\=US
Subject
CN=AWS loT Certificate
Create date
Sep 23, 2019 2:33:47 PM +0800
Effective date

Sep 23, 2019 2:31:47 PM +0800
Expiration date
Jan 1, 2050 7:59:59 AM +0800

@ Feedback @ English (US)

Figure 41: Attach Things to Certificate(s) (Step b)

Attach things to certificate(s)

Things will be attached to the following certificate(s)

89943c0f45b4b4555c325579e56a%e68ee147f209ec54d5454725a082629d7d6

Choase one or more things

& quectel_devicen \

Figure 42: Attach Things to Certificate(s) (Step c)

BC66&BC66-NA_MQTT_Application_Note 58/ 67



Ve rTeL NB-loT Module Series

=" Build a Smarter World BC66&BC66-NA MQTT Application Note

4.2. Communicate with AWS loT Core

42.1. Related Resource Information

4.2.1.1. Endpoint

The endpoint of thing "quectel_devicel" is a3pupxb4was62j-ats.iot.us-east-2.amazonaws.com.

aws

Services ~ Resource Groups v

4P aws 107 Things m JTL

Manage — quectel_devicel (1]
Things e

Figure 43: Check Endpoint - A

quectel_devicel

NOTYPE
Actions ~

This thing already appears to be connected. Connect a device

HTTPS

Update to this thing shad

this thing shad

Update to

@ Feedback @ English (US)

Figure 44: Check Endpoint - B
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4.2.1.2. Certificates

Please refer to Step d - 2 in Chapter 4.1.4.

&« v » ThisPC » work (E) » mgtt » aws » quectel_devicel

-

Mame Date modified Type Size

7 Quick access
=] 89943 c0f45- certificate.pemn.crt I Security Certificate 2KB
& OneDrive || 89943c0f45- private.pemkey | KEY File 2KB
B This PC -publi KEY File 1KB
. PEM File 2KB
B 3 Objects : _ — _
@ connect_device_package.zip WinRAR ZIP [£55... 4KB

[ Desktop
Documents

Figure 45: Check Certificates

4.2.2. Usage of MQTT.fx Tool

MQTT.fx is a MQTT Client written in Java based on Eclipse Paho. This chapter describes the usage of the
MQTT.fx tool which will be used as a MQTT client.

4.2.2.1. Download/Install

MQTT.fx tool can be downloaded from http://mgttfx.jensd.de/index.php/download.

4.2.2.2. Edit Connection Profiles

® MQTT Broker Profile Settings

Broker Address: {the endpoint of your thing}
Broker Port: 8883
Client ID: self-defined or click "Generate" to create a client ID.

® General

Use the defalut settings.

® User Credentials
User Name: no password required.
Password: no password required.
® SSL/TLS

Select "Enable SSL/TLS" option.
Select "Self signed certificates” option.
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CA File: AmazonRootCAl.pem
Client Certificate File: 89943c0f45-certificate.pem.crt
Client Key File: 89943c0f45-private.pem.key

"7 Edit Connection Profiles — O >

Profile Name | a: L j-ats.iot.us t-2 13WSs.Com

Profile Type  MQTT Broker - . mﬁ

£

MQTT Broker Profile Settings

Broker Addi [ ac j-ats.iot.us -2 1aWs.Ccor ]

Broker Port | 5383

Client ID | 2b14cd9fe97bdbs6Beob7d349c31ea38 | Generate

General User Credentials BRRIFRIES Proxy LWT

Enable SSL/TLS ' Protocol TLSv1.2 -

CA signed server certificate
CA certificate file
Lo cectificate

® Self signed certificates

CAFile | E\mqttiaws\quectel_device1'AmazonRootCAL pem 1 -

Client Certificate File [ Evmgttiaws guectel_device1\89943c0f4 5-certificate.pem.crt ] —

Client Key File [ E:\mgttiaws‘\quectel_device1\89943c0f45-private.pem key ] .

Client Key Password [

PEM Formatted

Self signed certificates in keystores

OK Apply

Figure 46: Edit Connection Profiles

4.2.2.3. Subscribe and Publish

a) Click "Connect" of MQTT.fx tool.

b) Input the topic to be subscribed, quectel/topic for instance.
c) Click "Subscribe".

d) Click "Publish".

BC66&BC66-NA_MQTT_Application_Note 61/67



Ve rTeL NB-loT Module Series

=" Build a Smarter World BC66&BC66-NA MQTT Application Note

@ MaTTfx-1.7.1 - m] X

FIlEl Extras Help

‘ Disconnect ﬂo
Publish m Scripts  Broker Status Log

quectel/topic - o
quectel/topic ﬂ quectel/topic 1
05 0

Dump Messages Mute [ Unsubscribe ] O
quectel/topic 2
QoS0

quectel/topic

23-09-2019 17:38:51 63531838 Qo5 0

hello aws

Topics Collector (0) Scan o

Payload decoded by Plain Text Decoder -

Figure 47: Subscribe to a Topic
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@ MaTTfx-1.7.1 - m] X

FIlEl Extras Help
i Disconnect n .
m Subscribe  Scripts  Broker Status  Log

®»  quectel/topic - m Qi) Qos1 0 Qos2 Retained [

hello aws

Figure 48: Publish the Message

4.2.3. Use BC66/BC66-NA as MQTT Client

4.2.3.1. AT Command Example

AT+QSCLK=0 /IDisable sleep mode.
OK

/[Configure certificates and keys

AT+QSSLCFG=1,5,"seclevel",2 /Manage server and client authentication.

OK

AT+QSSLCFG=1,5,"cacert" /[Configure CA certificate.

> /linput the content of the trusted CA certificate <AmazonRo

otCAl.pem> in PEM format. Tap CTRL+Z to send.
+QSSLCFG: 1,5,"cacert",1220

OK
AT+QSSLCFG=1,5,"clientcert" /IConfigure client certificate.
> /linput the content of client certificate <89943c0f45-certificat

e.pem.crt> in PEM format. Tap CTRL+Z to send.
+QSSLCFG: 1,5,"clientcert",1679

OK
AT+QSSLCFG=1,5,"clientkey" /[Configure client private key.
> /lInput the content of the client private key <89943c0f45-pri

vate.pem.key> in PEM format. Tap CTRL+Z to send.
+QSSLCFG: 1,5,"clientkey”,1451

OK

BC66&BC66-NA_MQTT_Application_Note 63/67



Quec TE&EL NB-loT Module Series

=~ Build a Smarter World BC66&BC66-NA MQTT Application Note

AT+QSCLK=1 /[Enable light sleep and deep sleep, and wakeup by PSM_EINT
(falling edge).

OK

AT+QMTCFG="ssl",3,1,1,5 /[Enable SSL and configure SSL context/connect index.

OK

AT+QMTCFG="version",3,4 /[Configure the MQTT version. AWS loT Core supports MQTT
v3.1.1.

OK

AT+QMTOPEN=3,"a3pupxb4was62j-ats.iot.us-east-2.amazonaws.com",8883 //Open a network for
AWS MQTT client with
TLS 1.2.

OK

+QMTOPEN: 3,0 /[Opened the MQTT client network successfully.
AT+QMTCONN=3,"clientExample"
OK

+QMTCONN: 3,0,0 /[Connected the client to MQTT server successfully.
AT+QMTSUB=3,1,"topic/example/tils",1  //Subscribe to the topic.
OK

+QMTSUB: 3,1,0,1

AT+QMTPUB=3,0,0,0,"topic/example/tls","i am json : "{"a":"1","b":"2"}"" //Send device-to-cloud
messages.

OK

+QMTPUB: 3,0,0

+QMTRECV: 3,0,"topic/example/tls”,"i am json : "{"a":"1","b":"2"}"" //Received cloud-to-device
messages

AT+QMTPUB=3,0,0,0,"topic/example/tls" //Publish the message in data mode.

>
hello aws iot core /lInput the data to be published and then tap CTRL+Z to send.

OK

+QMTPUB: 3,0,0

+QMTRECYV: 3,0,"topic/example/tls","hello aws iot core" //Received cloud-to-device messages

AT+QMTDISC=3 /IDisconnect the client from MQTT server.
OK
+QMTDISC: 3,0 /[Connection closed successfully.
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4.2.3.2. Subscribe and Publish

(201910923 _15:47: 30 260 ] AT «MTOPEN=3, " a2pupxbdwasf? j—ats. 1ot us—east— ~
2. amaronaws. com , G953

(201940923 _15:47:30: 266 ]0K

[2019109—23 15:47:51:663]

[2019109—23 15:47:51:663] +QNTOPEN: 3,0

[2019109—23 15:47:52:412 AT -MTCONN=3, “clientExample”

[201909-23_15:47:52:469]0K

[2019109—23 15:47:55:161]

[2019109—23 15:47:55: 161 ] +QNTCONN: 3, 0,0

[201909—23 15:47:55: 871 JAT+MTSUE=3, 1, “topic/exanple/tls", 1
[201909—23_15:47:55:213]0K

[2019109—23 15:47:55:777]

[2019109—23 15:47:58: F77]HMISUE: 3,1,0,1

[2019—09—23_18248202:DDE]AT+QHTPUB=3, 0, 0,0, JM'tu:-pi-:,.-'rex:an'up].e,.-"rt].sm, “1 am jsom :

O R L SR L

[201909-23_15:45:02:059]0K

[2019-059-23_15:45:02:073]

[2019-059-23_15:45:02:073] WMTFUE: 3,0,0

[2019-059-23_15:45:06:193]

(201910923 15:45:06: 193] HMTRECY: 3, 0, “toplefexample/tls”, *1 am jsom W
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5 Appendix A References

Table 1: Related Documents and Links

SN Document Name and Link

https://docs.microsoft.com/en-us/azure/iot-
hub/iot-hub-mgtt-support

[1]

[2] http://mattfx.jensd.de/index.php

[3] https://www.openssl.org/

4] Quectel BC66&BC66-NA_SSL_Appliation
_Note
https://docs.aws.amazon.com/iot/latest/dev

eloperquide/matt.html

[6]

Table 4;: Terms and Abbreviations

Remark

Azure mqtt-support document

MQTT.fx is a MQTT Client written in Java based on
Eclipse Paho.

OpenSSL is a robust, commercial-grade, and
full-featured toolkit for the Transport Layer Security
(TLS) and Secure Sockets Layer (SSL) protocols. It
is also a general-purpose cryptography library.
TLS/SSL AT commands and application note for
BC66/BC66-NA

AWS MQTT-support document

Abbreviation Description

ACK Acknowledgement

AWS Amazon Web Services

CA Certificate Authority

loT Internet of Things

P Internet Protocol

MQTT Message Queuing Telemetry Transport
NB-loT Narrowband Internet of Things
NVRAM Nonvolatile Random Access Memory
PDP Packet Data Protocol
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QoS
SSL
TCP
TLS
UART

URC

Quiality of Service

Secure Socket Layer

Transmission Control Protocol

Transport Layer Security

Universal Asynchronous Receiver/Transmitter

Unsolicited Result Code
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