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At Quectel, our aim is to provide timely and comprehensive services to our customers. If you
require any assistance, please contact our headquarters:

Quectel Wireless Solutions Co., Ltd.

Building 5, Shanghai Business Park Phase lll (Area B), N0.1016 Tianlin Road, Minhang District,
Shanghai 200233, China

Tel: +86 21 5108 6236

Email: info@quectel.com

Or our local offices. For more information, please visit:
http://www.quectel.com/support/sales.htm.

For technical support, or to report documentation errors, please visit:
http://www.quectel.com/support/technical.htm.
Or email us at: support@quectel.com.

Legal Notices

We offer information as a service to you. The provided information is based on your requirements and we
make every effort to ensure its quality. You agree that you are responsible for using independent analysis
and evaluation in designing intended products, and we provide reference designs for illustrative purposes
only. Before using any hardware, software or service guided by this document, please read this notice
carefully. Even though we employ commercially reasonable efforts to provide the best possible
experience, you hereby acknowledge and agree that this document and related services hereunder are
provided to you on an “as available” basis. We may revise or restate this document from time to time at
our sole discretion without any prior notice to you.

Use and Disclosure Restrictions

License Agreements

Documents and information provided by us shall be kept confidential, unless specific permission is
granted. They shall not be accessed or used for any purpose except as expressly provided herein.

Copyright

Our and third-party products hereunder may contain copyrighted material. Such copyrighted material
shall not be copied, reproduced, distributed, merged, published, translated, or modified without prior
written consent. We and the third party have exclusive rights over copyrighted material. No license shall
be granted or conveyed under any patents, copyrights, trademarks, or service mark rights. To avoid
ambiguities, purchasing in any form cannot be deemed as granting a license other than the normal
non-exclusive, royalty-free license to use the material. We reserve the right to take legal action for
noncompliance with abovementioned requirements, unauthorized use, or other illegal or malicious use of
the material.
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Trademarks

Except as otherwise set forth herein, nothing in this document shall be construed as conferring any rights
to use any trademark, trade name or name, abbreviation, or counterfeit product thereof owned by Quectel
or any third party in advertising, publicity, or other aspects.

Third-Party Rights

This document may refer to hardware, software and/or documentation owned by one or more third parties
(“third-party materials”). Use of such third-party materials shall be governed by all restrictions and
obligations applicable thereto.

We make no warranty or representation, either express or implied, regarding the third-party materials,
including but not limited to any implied or statutory, warranties of merchantability or fitness for a particular
purpose, quiet enjoyment, system integration, information accuracy, and non-infringement of any
third-party intellectual property rights with regard to the licensed technology or use thereof. Nothing herein
constitutes a representation or warranty by us to either develop, enhance, modify, distribute, market, sell,
offer for sale, or otherwise maintain production of any our products or any other hardware, software,
device, tool, information, or product. We moreover disclaim any and all warranties arising from the course
of dealing or usage of trade.

Privacy Policy

To implement module functionality, certain device data are uploaded to Quectel’s or third-party’s servers,
including carriers, chipset suppliers or customer-designated servers. Quectel, strictly abiding by the
relevant laws and regulations, shall retain, use, disclose or otherwise process relevant data for the
purpose of performing the service only or as permitted by applicable laws. Before data interaction with
third parties, please be informed of their privacy and data security policy.

Disclaimer

a) We acknowledge no liability for any injury or damage arising from the reliance upon the information.

b) We shall bear no liability resulting from any inaccuracies or omissions, or from the use of the
information contained herein.

c) While we have made every effort to ensure that the functions and features under development are
free from errors, it is possible that they could contain errors, inaccuracies, and omissions. Unless
otherwise provided by valid agreement, we make no warranties of any kind, either implied or express,
and exclude all liability for any loss or damage suffered in connection with the use of features and
functions under development, to the maximum extent permitted by law, regardless of whether such
loss or damage may have been foreseeable.

d) We are not responsible for the accessibility, safety, accuracy, availability, legality, or completeness of
information, advertising, commercial offers, products, services, and materials on third-party websites
and third-party resources.

Copyright © Quectel Wireless Solutions Co., Ltd. 2022. All rights reserved.
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About the Document

Revision History

Version Date Author Description

2022-12-01 Herbert Pan Creation of the document
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1 Foreword

In this document, it illustrates how to capture DEBUG log on BC260Y/BC660K/BC28F/BC95GF/BC300Y
Module Series under LPWA modules. In addition, it can be available to capture DEBUG log of such above
modules in a fast and effective way via this document. Finally, it can be implemented on relevant

applicable analysis based on certain contents.

1.1. Scope

Manufacturer Revision Applicable Module Type

EPAT AT+CGMI/EC616/EC616s/QCX212 BC28-F/BC95-GF/BC260Y/BC300Y/BC660K/BCI50K

1.2. Download

EPAT EPAT V1.3.137.236.zip

1.3. Device Connection
If the module has been welded or debugged separately, it is recommended to connect to the EPAT and

capture log as shown below.
Note: Since the Debug port of the BC28-F/BC95-GF/BC260Y/BC300Y/BC660K/BCI50K requires a high

output rate, it is suggested to use uart-to-usb Convertor (TTL) that supporting 3M or 6M.
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DBG_RXD

ND

DBG_TXD

DBG_TXD -> TTL:RX
DBG_RXD -> TTL:TX
GND - TTL:GND

BC28-F
OR BC260Y
BC660K

DBG_TXD - TTL:RX
DBG_RXD -> TTL:TX
GND - TTL:GND

BC95-GF
or

BC950K

o |
S |

DBG

DBG_RXD
/T‘l

If the TE-B corresponding to EC616/QCX212 module is used, please select the third COM port in the

“Port” under the drop-list of “Device Manager” .

2 Installation

Being installation-free, the EPAT can be used after being unzipped. Run EPAT.exe in the directory of

EPAT\bin.

G}\

&

EPAT

EPAT icon
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Note: The VCMFCDLLs is required by EPAT, as a result, if it is a failure to run EPAT, please install

vc_redistepat.x86. exe in the directory of EPAT\bin.

3 Connection

Before capturing the Debug log,you need excute the AT Command by the main serial port

(TxD/RxD) :(BC660K/BC950K included)
AT+ECPCFG="logCtrl",2

Query the default baud rate of the corresponding module by command AT + QCFG?.

AT+QCFG?

iew  Help

WEE T

Select Data Source X

o]

Click the icon in the toolbar as shown below, select Debug port and configure baud rate (Which should be

aligned with baud-rate queried by module).
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log Unilog View Help
B 0ol
UnilogViewer 3 SigLogger

Index ModuleMame SubName Message Length UE Time Debug Level  PCTime

Communications Settings X

’7 S (COM43) USB Serial Port S

Generally, the output LOG is shown as below. If massive HEX codes are outputted in Message, the DB

file needs to be imported or updated.

(@ epaT - ®

SubMame Length UE Time
pmuAonCitxCh
asTaskEnt

INFO
VALUE
INFO
VALUE
SIG
VALUE
VALUE
INFO
L , latch it 4A INFO
PLA_ DRIVER  pmuCheckC Run Time Checker 5 Too Long, 5 nim 0 3 VALUE
PLA_DRIVER  SwCntUpdate_01 SwCnt Update Input: Ac 32 3 VALUE
PLA_DRIVER  SwCntUpdate_03 ‘nt Update: sc_diff_ .5 i , 0 3 ¢ VALUE
PLA_DRIVER pd nt Upda Itpu 0> - VALUE

SleepTimeU te , origTimeDif 3, newTi i 40 0 16 30:0 0 i INFO

Enter Sleep1 1 0 28 30:0719:00 - VALUE

Click the icon in the toolbar shown as below, select the comdb.txt file of the corresponding firmware of

the module and import the DB file.
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Log Unilog View Help

B ¥ up=Rg. J
UniLogViewer . SigLogger

Index Mot hame SubMame Message Length UE Time Debug Level | PCTime

[l \pOnState (0), barrec d a - 16 72 6 INFO

16
Update NIO
p should not run to here
"t open ' plat_config * file , use the deful
complate
\ DRIVER \l AR JA :0 0 VALUE
\ DRIVER - X ' Select the DB of the corresponding firmware | 0 ; VALUE
\ DRIVER 1 5 g 0 VALUE
PLA_DRIVER _Dma vart ____— 32 VALUE
PLA_DRIVER HAL UART_Common UAR ) 20 € VALUE
PLA_DRIVER 1 show 4 Bus) = = € € VALUE
PLA_DRIVER nadd 0 Aon | - - ¢ SIG
PHY_PMU atcA INFO
PLA_DRIVER US g vent_ uart 3 04 VALUE
PLA_DRIVER \L U aches max len Information 0 0 VALUE
PLA_DRIVER u
PLA_DRIVER Sleep o1, sleep no more than o Databases updated!

Ready

By rebooting or resetting, the DB status will change as shown below.

SubName Message Length | UETime Debug Level | PC Time
DLRLC PDU , LCID: 3 4828 00 16 17 1:09:0079 VALUE
DataCnf: failPduNum ] 48 CO 01 16 9 INFO

7 70 00 4¢ 1:09 INFO
VALUE
4A 00 00 92 : INFO
4A 0000 2 4:01:1 INFO
4A 50 00 : : INFO
VALUE
)_RSP(0x1a51) 7 70 00 4:02 INFO
4A 0000 12 4:02:0573 VALUE
4A 0000 8 4:02 VALUE
RIVER  pmuAo | PS flas 5 582000 12 4:02 VALUE
DUMP N > | 7 70 00 4:02 INFO
riDai 4A 00 00 924:02 VALUE
uicc CtriStartTimer_de time r 4A 00 00 ¢ 1 VALUE
PS_SIG_DUMP AP_| S 5 ] n4, 57 70 00 : INFO
CO 8 48 08 00 ¢ 1 INFO
RECV WHOLE PDU SN: 4 4 4:04 INFO
,and CUR SN: 4 < VRMS: 5 ,0r > =V 48 3 4:04:1 INFO

If the imported DB file is not compatible with current module firmware, the DB status will change as

follows.
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log Unilog View Help

Poojgleeea|Y O

SubName Message Length | UETime Debug Lavel
One DLRLC PDU , LCID en: 2 48 28 : VALUE
cpDataCnf: failPduNum ( 0 ) , succPd 48 CO 01
> CERRC_NA: 1 I 7000 4<
801 2
4A 0000 2
4A00 00 7-092 INFO
4A 50 00 LB INFO
4808 00 12 ) VALUE
) 7 70 00 2:01 INFO
uicc iccCtriStopTimer_de time 0 4A 0000 12 92402 VALUE
uicC :cExecute write counter is not enable , ignore it 4A 00 00 8 513 VALUE
PLA_DRIVER  pmuAonCix ged te re 582000 12 VALUE
DUMP_FULL_SIGN, S1G_ |_S! 70 00 2 INFO
riData- triDat 4A 00 00 2 7 VALUE
3000 4A00 00 9240z VALUE
J SIG_UICC_QUEUE_END_IND(Ox1a55) / len:4 70 00 9 INFO
yL MAC DL PDU 1A 1F AO 04 04 05 49 8 BA 8 48 08 )03 INFO
DISn AM DL, LCID: 3, RECY WHOLE PDU SN: 4 30 00 ¢ INFO
and CUR SN: 4 < VI 5 3000 2¢ 414 INFO

If it only outputs Log messages after clicking the "UniLogViewer" in EPAT as shown below, select “Log
Control" in the drop-list of “Log” firstly. Subsequently, select "On" and click "Start" in current window, the
corresponding command will be displayed. After executing for several times, reboot or reset module; the

debug will be enabled and outputted via AT command AT+ECPCFG="logCtrl",2.

ModuleName SubName Length | UETime
6C 5E74 15 DEBUG
5E74 15 DEBUG
5E74 15 DEBUG
5E74 15 DEBUG
5E74 15
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@ epAT - X

Unil ew  Help

SubName Message Length | UETime Debug Level | PC Time
15 DEBUG
1 DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DFRLIG
NFRIIG

DERLIG

ModuleName SubMName Message Length UE Time Debug Level  PCTime

DEBUC

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DFRLIG

Interval

Timeout: NFRLIG

Elapsed Time: I:I

As shown below, select “Only Show Protocol Signalling” in the menu of “Siglog” under the SigLogger

window. In this situation, the NAS/AS message will be approachable.
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00:0759:02:1671
14:0823:08:0819
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00:1016
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View Help

Pause Record
Stop Record

Clear Viewer

Only Show Favorite Signalling

04:0503:01:0
18:0567:08:0761

04:0759:01:0922
18:0823:08:0768

04:1015: 8
04:1015:01:1458
19:0055:08:0835

05:0247:01:0941

Message

Wakeup From S|

PS Tiny check, PS us 0 total: 2496

INTRA FREQ CELL 88, 169 ) : RSRP (-100), RSR(

Small Image Sleep2 time = 2497 , minTimeL1 = 1

Enter Sleep2 2497 ms PreSlp = 0 ms Wakeup SC = 43298858 minTimeL1 = 1, CurrentSC = 43217427
IntPending = 0x1

rved total: 2496

0, IntPending = 0x1

6),RSRQ (-8)
Small Image S! 37 , minTimelL1 =1

Enter Sleep2 2 ms PreSlp = 0 ms Wakeup SC = 43377980 minTimeL1 = 1, CurrentSC =
Wakeup From S| 00 0, IntPending = 0x1

PS Tiny check , PS used: 2404 , reserved total: 2496

INTRA FREQ CELL ( 3688 , 169 ) : RSRP (-100), RSRQ (-11)

SLEEP2: SERV CELL ( 3688, 121): RSRP (-96), RSRQ (-7)

Small Image Sl 2 time = 2361, minTimelL1 =1

Ente ep2 2361 ms PreSlp = 0 ms Wakeup SC = 43462214 minTimeL1

Wakeup From Sleep2-0_0_0, IntPending = 0x1

PS Tiny check, erved total: 2496

INTRA FREQ CELL

iiny check , PS u erved total: 2496
A FREQ CELL RSRP (-101),RSRQ ( )
cP2: SERV CELL (3688, 121):RSRP (-96), RSRQ (-8)
Il Image Sleep?2 time = 2507, minTimeL1 = 1
2507 ms PreSlp ms Wakeup SC = 44473554 minTimeL1
0 0, IntPending = Ox1
FSTiny check, PSu 404 , reserved total: 2496
INTRA FREQ CELL ( 3688, 169 ) : RSRP (-101), RSRQ (-13)
Enter Sleep2 2486 ms PreSlp = 0 ms Wakeup SC = 44557101 minTimeL1 = 1, CurrentSC = 44476029
Wakeup From Sleep2-0 0 0, IntPending = 0x1
PS Tiny check, PS u 2404 , reserved total: 2496
INTRA FREQ CELL ( 3688, 169 ) : RSRP (-102), RSRQ (-14)
Enter Sleep2 2497 ms PreSlp = 0 ms Wakeup SC = 44641368 minTimeL1
Wakeup From Sleep2-0 0 0, IntPending = 0x1
PS Tiny check , PS used: 2404 , reserved total: 2496
INTRA FREQ CELL
SLEEP2: SERV CELI
=1, CurrentSC = 44643844

PS Tiny check, PS u

INTRA FREQ CELL

SLEEP2: SERV CEL

Enter Slee 918 rrentSC = 44727750
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Message PCTime
11550 57 NAS/AS

11551
11
11582
11586
11588

Index Meszags

En p2 2

Wakeup From Sle

The “Pause” or “Stop” icon in the window can be available to pause or stop capturing Log. See details as

described below.

@ epaT - X
log Unilog View Help
BE Y boold
UniLogViewer
Message Length | UE Time Debug Level | PCTime

10674 ) CerrcSkipReselFreq_il Skip intra-freq due to: numOfCell (0), top cell rankValic 48 CO 00 20 9:0819:04:1458 INFO
10675 PLA DRIVER  pmuVoteToSleep1Sti Vote Sleep:L1PsSleepVoteFlag = 0x6-0\n 58 2000 16 9:0819:05:0173 VALUE
10676 PLA DRIVER  pmuVoteToSleep2Sti Vote Sleep2:L1PsSleep2VoteFlag = Oxfe-O\n 58 20 00 16 9 9:05:0190 VALUE  2022-04-30
10677 PLA DRIVER  ec_main 04 Exit Phy WFI Process , Cui 851450 58 2000 12 9:0819:05:0436 VALUE  2022-04-
10678 PLA DRIVER  ec_main_0000 exit small image lpuart status , iir: 0x0 , fcsr: 0x80012 , ter 58 20 00 24 9 9:05:0446 DEBUG 2022-04-
10679 PLA DRIVER  SwCntUpdate 01 SwCnt Update Input: Aon2048H = 0x0 , Aon2048L = 0x8! 58 20 00 3 9 9:05:0671 VALUE  2022-04-30
10680 PLA DRIVER  SwCntUpdate 03 SwCnt Update: sc_diff 32h = 0x0, sc_diff 321 = Ox16, T3. 58 20 00 20 9 9:05:0678 VALUE

PLA_DRIVER SwCntUpdate 02 SwCnt Update Aon2048H = 0x0, Aon2048L = 0x 58 20 00 20 g 0687 VALUE

PLA_DRIVER SwCntUpdate 01 SwCnt Update Input: Aon2048H = 0x0 , Aon2048L = 0x8! 58 20 00 9:0819:05:1020 VALUE

PLA_DRIVER  SwCntUpdate 0 SwCnt Update: sc_diff_32h = 0x0, sc_diff 32| = 0x6, T32/ 58 20 00 20 9:0819:05:1022 VALUE

PLA_DRIVER  timerlist_hib_getnear remain_sc_cycles = 6141155, 1D = 7 58 2000 16 9:0819:05:1044 VALUE

PLA_DRIVER  pmuEnterHibernate_ Small Image Sleep2 time = 2538 , minTimeL1 = 1 58 2000 16 9:0819:05:1116 SIG

PHY_PMU F2SAdj atcAdjval = 1, Old_F2SRatio = 3A9448C9 , new_F2Srak

PLA_DRIVER  SwCntUpdate_01 SwCnt Update Input: Aon2048H = 0x0, Aon2048L = 0x8! 58 20 00

PLA_DRIVER  SwCntUpdate 03 SwCnt Update: sc_diff_32h = Ox0, sc_diff 321 = 0x8, 58 20 00 20

PLA_DRIVER  Enter_Sleep2 Enter Sleep2 2538 ms PreSlp = 0 ms Wakeup SC 2000 28

PLA_DRIVER  Enter_Active_1 EC616 Active Smallimg 58 2000 8 2022-04-3
10691 PLA DRIVER  ec_main_02 Wakeup From Sleep2-0_0_0, IntPending = 0x1 58 20 00 24 2022-04-3
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4 Save Log

4.1. Auto Save

As next figure shows, it is available to select auto-save, path and configure the maximum size of file to be
saved in the “Preference” under “Log”. (Auto-save is not recommended. Only when the log reaches the

maximum auto-save size can it be outputted to the auto-save path.)

@& EPAT - X

Unilog View Help

RamDump SubName Message Length | UE Time Debug Level | PC Time
EIef timerlist_hib_get_8Hz Current_8HZ 5 6 712 VALUE
Rant Highest ranked CELL € rank (-1 48 CO 0 : INFO
wCnt Update Input: Aon20 on20 0 VALUE
deselection uation result: bReselNeeded ( 0 rceR 48 CO 6 0 INFO
PLA_DRIVER pmuVoteTo g oteFlag = Ox6 6 0 VALUE
PLA_DRIVER pmuVoteTo {s 5 2VoteFlag = 0 8 6 0 VALUE
PLA DRIVER  ec_main_ )
PLA DRIVER  ec_main _
PLA_DRIVER ~vCntUpdate 0 SwCnt Update Inpu
PLA DRIVER  SwCntUpdat SwCnt Update: sc_dif]
PLA DRIVER  SwCntUpdat SwCnt Update Output: A
PLA DRIVER  timerlist_hib check v Check Wakeup Timer
PLA DRIVER  SwCntUpdate 01 SwCnt Update Input:
PLA DRIVER  SwCntUpda SwCnt Update: sc_dif]

PLA_DRIVER  pmuEnterHibernat mall Imac time , minTimel1 = 1 6 €]

PLA_DRIVER  SwCntUpdate 01 SwCnt Update Input: Aon2 ), Aon2 VALUE

PLA_DRIVER  SwCntUpdate ( SwCnt Update: sc_diff_32h = 0x0 , sc_diff_ 0 VALUE

PLA_DRIVER  Enter_Sleep2 Enter Slee ms PreSlp = 0 ms Wakeup SC

ModuleName SubName Message Length UE Time Debug Level PCTime
PLA DRIVER wCntUpdate 01 SwCnt Update Inpu H L VALUE

PLA_DRIVER SwCntUpdate 02 SwC d 0 VALUE
- - &
timerlist_hib_get 8Hz nt 8 42 VALUE

Set max file size: MEB 4 INFO

UVER - pmuVoteTc : : Note: When Log e max will save as zip file : VALUE
PLA_DRIVER pmuVoteTc Vote Sleep. :0 VALUE
PLA DRIVER  ec_main_04 Exit Phy Wi S er: :0380 VALUE
PLA DRIVER  ec_main_0000 exit small it 4 DEBUG
PLA_DRIVER ate 0 S i :060 VALUE
PLA_DRIVER Upda S d g VALUE
PLA_DRIVER d g VALUE
PLA_DRIVER pda g VALUE
PLA_DRIVER pde SwCnt U :096¢ VALUE
PLA_DRIVER Small Imag 0K 054 SIG
PHY_PMU atc INFO
PLA_DRIVER wC SwCnt U e Input: A 0 0 1 0 ALUE
PLA_DRIVER g ] Enter SI 27 ms PreSlp
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4.2. Manual Save

EPAT User Guide

Click the icon in the bar as below, "Ctrl+S", or “Save Zip log-file" under “Log” to save Log.

UniLog

HE ¥ D

UniLo

View Help
% e §
iewer

ave

Siglogger
IGhaduleName

PLA_DRIVER
PLA_DRIVER

Inde SubMName

SwCntUpdate 01
ntu . 03
cGetHighestRankedCell

nty, 01
PLA_DRIVER
CERRC
CERRC
PLA_DRIVER
PLA DRIVER
PLA DRIVER
PLA DRIVER
PLA DRIVER
PLA DRIVER
PLA DRIVER
PLA DRIVER
PLA DRIVER
PLA_DRIVER
PLA_DRIVER
PLA DRIVER

pmuVoteT:
ec_main_04

ec_main 0!

timerlist_hib_getnearest 2
pmuEnterHibernate 3

SwCntUpdate 01

Message

SwCnt Update Input:
SwCnt Update: sc_diff_
Highest ranked CELL

SwCnt Update In

exit small image Ipuart status

SwCnt Update Input:

remain_sc_cy
Small Imag

SwCnt Update Input:

Length | UETime Debug Level | PCTin *
VALUE

VALUE

INFO

VALUE

VALUE

VALUE

5 Common Analytical Application

5.1. Import Log

When analysing the outputted log, please select “Select from Local Files” as shown below.
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log View Help

AaFERI%

Select Data Source *

O

AutoSaving: ON| Device 0

It is valid to import log file via the “Open Log File” in the drop-list of “Log” or the icon shown as following

figure.
@ epAT - X

log Unilog View Help

BEEE ¥ | @ 1@ e D =

@ | Open(CTRL-0) [@Logger

I SRERETELT — SubName Message Length | UETime Debug Level | PC Time
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log Unilog View Help
| @ =D
UnilogViewer - 20220425_123330_File28.ulf Logger - 20220425_123330_File28.ulf

Index ModuleName SubMame Message Length UE Time Debug Level | PCTime
0 ] DEBUG

PLA DRIVER  pmuVoteToSleep1Sti Vote Sleep:L1PsSleepVoteFlag = 0x1-0\n 58 20 00 16 07:0 :1 VALUE  2022-04-25 17:26:
PLA_DRIVER pmuVoteToSleep2St: Vote Sleep2:L1PsSleep2VoteFlag = 0x1-0\n 58 2000 16 07:0 11643 VALUE  2022-04-25 17:26:
PHY RF RF_Config TX or RX: 0 (1 for TX, 0 for RX) , EARFCN = 6, carrie 40 40 00 07:0 :02:18 DEBUG 2022-04-25 17:26:
PHY PMU PreSyncAfcDebug  presync AFC calc debuginfo redata = 168, imdata = -4, 40 60 00 0 0 INFO 2022-04-25 17:26:
PHY PMU PreSyncAfcDebug  presync AFC calc debuginfo redata ,imdata = 0, ¢ 40 60 00 0 :0708 INFO 2022-04-2517:

PHY _PMU PreSyncAfcDebug  presync AFC calc debuginfo redata = 194, imdata = 0, « 40 60 00 07: :07:0698 INFO 2022-04-25 17:26:
PHY _PMU PreSynctiming MRS Hw timing adj = -6, maxAdj = 30720, afcAdj =0 406000 20 07: :07:1501 INFO 2022-04-25 17:26:
PHY_RF RF_Config TX or RX: 0 (1 for TX, O for RX ) , EARFCN = 9306 , carrie 40 40 00 07:0438:07:1728 DEBUG  2022-04-25 17:26:
PHY_SCHEDULE phyHwHalt PhyHwHalt! Reason = CANCELALL_HWTASK 40 48 00 07:0448:06:0637 INFO 2022-04-25 17:26:
PHY_SCHEDULE PhyTaskConfig_1 Start PCH NPDCCH receiving 404800 8 07:0448:08:1361 INFO 2022-04-25 17:26:
PHY_RF RF_Config TX or RX: 0 (1 for TX, 0 for RX), EARFCN = 9306, carrie 40 40 00 07:0448:09:0274 DEBUG  2022-04-25 17:26:
PHY_RF RF_Config TX or RX: 0 (1 for TX, O for RX ) , EARFCN = 9306 , carrie 40 40 00 51:07:1899 DEBUG  2022-04-25 17:26:
PLA_DRIVER  pmuVoteToSleep1Sti Vote Sleep:L1PsSleepVoteFlag = 0x0-0\n 58 20 00 16 55:06:0398 VALUE 2022-04-25 17:26:
PLA_DRIVER  pmuVoteToSleep2Sti Vote Sleep2:L1PsSleep2VoteFlag = 0x0-0\n 16 07:0455:06:0416 VALUE 2022-04-25 17:

CERRC CerrcProcessintraCel INTRA FREQ CELL (9306, 211) : RSRP (-94), RSRQ (-1148 CO0 00 07:0 SIG 2022-04-25 17:26:
PLA_DRIVER  SwCntUpdate 01 SwCnt Update Input: Aon2048H = 0x0 , Aon2048L = 58 20 00 3 07:0455:06:09 VALUE  2022-04-25 17:26:
PLA_DRIVER  SwCntUpdate 03 SwCnt Update: sc_diff_32h = 0x0, sc_diff_321 = 0x14795 , 58 20 00 07:0455:06:093 VALUE 2022-04-25 17:26:
PLA DRIVER SwCntUpdate 02 SwCnt Update it: Aon2048H = 0x0 , Aon2048L = Ox 58 20 00 20 55! VALUE 2022-04-25 17:26:

5.2. Search/Filter Log

The corresponding window can be displayed via shortcut "Ctrl+F". Select the option as follows to filter

multiple keywords via RE based on vertical bar “|”.

ModuleName SubMame Message Length | UETime Debug Level *

e connect audrate is DEB
Search Dialog x B Find Results - [m] X

Find what: [fp_pka_dumplack " L r Modul eame
TCPIP_LWIP

PSIF

PHY_ULPATH NbPhyDecodeRal

R CeRlcAmDecodeDI -
SIG_DUMP DUMP_FULL_SIGNAL

PHY SCHEDULE  PhyHandleRelHargAck.

PHY SCHEDULE  PhySendRelHargAc

RLC CeRIcProcConnRelHarg...
PS_SIG_DUMP DUMP_FULL_SIGNAL

TCPIP_LWIP teplp_thread_8 tepip_thread: CALLBACK 0x27020

PSIF PsifServiceStatelndCall... ceStatelndC < PSIF Insen,

PHY_RF RF_Config TXorRX:0(1 156 PSIF sifServiceStatelndCall..
PHY RF RE_Config TX or RX: 0 (1 TCPIP_LWIP thread & £

— — - 6 PSIF PsSuspendindCallback_1 PsGetNetinfoCallback is suspend: 1
PLA_DRIVER  pmuVoteToSleep1State 1 Vote Sleep:L1 TCPIP_LWIP  thread_3 tepip_thread: CALLBACK 0x27020
PLA_DRIVER pmuVoteToSleep2State 1 Vote Sleep2:L PS PsNvmSave_1 PS NVM |, File ID: 4, need to write back to flash
_ " o s ; | PHY_ULPATH Nbl ecodeRal . r ator = 0, tmpCrnti
CERRC CerrcProcessintraCellMeas INTRA FREQ ¢ RLC CeRIcAmDecodeDIStat..
PLA_DRIVER  SwCntUpdate 01 SwCnt Update 7 RLC CeRlcAmUIAssembleSt...
PLA_DRIVER  SwCntUpdate 03 SwCnt Update
PLA DRIVER  SwCntUpdate 02 SwCnt Updatc Count: 155

5.3. Data Decryption

In the UniLogViewer window, select the ASN1/NAS type message. Then, right click and choose "Show
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ASNL1 Pane”, ASN1/NAS message can be tarred correspondingly. Therefore, it is available to carry out

deeper data decryption.

C:\Users\herbert.pan\Desktop\20220425_172752.zip - EPAT X

ModuleName SubName
- _ . 3 Protocol: UDP (17)
599443  TCPIP_LWIP pbuf_chain_1 pb of s 0x2 '
: —~ pbul_chain_ — [EIETENEEs BX Header checksum: OxaOda [validation disabled]

599450  TCPIP_LWIP udp_sendto _if src_chksum udp_send: added header pbuf 0 88 beforl [Header checksum status: Unverified]
599451  TCPIP_LWIP p sendto if src chksum udp send: sending datagram of length 194 Source: 100.82.39.25
Destination: 13.211.2.225
User Datagram Protocol, Src Port: 49157, Dst Port: 5683
599453  TCPIP_LWIP  ip4_debug_print 4 IP header: |100]82|3925] ( src) Source Port: 49157
509454  PSIF psifUloutput_01 Inside PsifUlOutput () , cid = 0 DT EE Mo SR

— = = Length: 194
599455  PSIF PsifAllocUIPkgMem_2 PsifAllocUIPkgMem alloc success , address 04 Checksum: 0x2d5d [unverified]

599461 IP_PKG_DUMP PsifDumpUIPacket_1 PSIF UL DATA: - [Checksum Status: Unverified]

— — GoTo Ctraam | .
599462 DR CedrDssPktStatsApi_2 CID: 0, count:0 [5. eam index: 0]

= [Timestamps]

599463 DR CedrDssPktStatsApi_4 Total pkts Tx13 [Time since first frame: 0.000000000 seconds]
599464 PS SIG DUMP DUMP FULL SIGNAL Sig = > SIG_CE] . [Time since previous frame: 0.000000000 seconds]
o R _ o -~ . _ _ 5 Constrained Application Protocol, Confirmable, POST, MID:44409
599465 CESM CesmSendEsmUnitDataRe CesmSendEsm| 01. .. = Version: 1
599466  PS_INTER_MSG DUMP_INTERNAL MSG ~ Msg = > Cemm Save Page As Tex .00 Type: Confirmable (0)

599467  CESM CesmSendEsmUnitDataRe UnitDataReqis|  snow ast1 sane = PIED =TT e

599452  TCPIP_LWIP  udp_sendto_if src_chksum udp_send: UDP packet checksum

59944 CEMM CemmEsmUnitDataReque: Current emmSY  insert/Remove Bookmark
599469  PS_INTER_MSG DUMP_INTERNAL MSG ~ Msg = = EsmPj "
599470  PS_INTER MSG DUMP_INTERNAL MSG  Msg = = Cemn L

= = = - All Bookm Opt Des
599472 PS SIG_ DUMP DUMP_FULL SIGNAL Sig = > SIG_CE Bookmark All Same M 1011
599473 CerrcUpdateGuti stmsi ElemType ig e 3 E_)Em -

Add to Favorite Signal

5.4. Export Pcap

Select SigLogger window and click "Export As PCAP File" under the menu of “SigLog”, the Pcap file can

be exported to facilitate analysis via Wireshark. See specifics as described below.

@

Ci\Users\herbert.pan\Desktop\20220425 172752.zip - EPAT *

g View Help
&@E

uniLo [ I ogger - 20220425_123330_File28.ulf

PCTime

Pause Record
Record
Clear Viewer
t

ly Show Protocol Signalling

ow Favarite Signalling
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5.5. Dump Log

Run the following command to start dump. After dump is output, you should stop dumping.

AT+QCFG="faultaction",3 // complete Dump logs into the EPAT and Flash. And take effect after reboot or reset.

AT+QCFG="faultaction",4 //The module is reset directly during Dump. This value is set during mass production.
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6 Notes

1) If the issue that debugging or analysing can be attributed to the event of registration, please run AT
command AT+CFUN=0/AT+CFUN=1 after connecting to EPAT to capture the complete registration
network process, which can be applied for the possible cause of the failure to current registration
network.
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