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1. Description 

This documents desctibe OTA process for Korea network operator. There is no specific english document for 

Korea MNO. 

2. Network Operator for KOREA 

• SK Telecom 

• KT 

• LGU+ 

2.1 OTA Configuration for KR MNOs 

 SK Telecom KT LGU+ 

APN [M2M] 012-XXXX-XXXX  

lte-Internet.sktelecom.com 

[Commecial] 010-XXXX-XXXX 

lte.sktelecom.com 

IMS 

default.ktfwing.com 

lte.ktfwing.com 

ims 

ota.lguplus.co.kr 

Bearer BIP 

SMS 

BIP 

SMS 

BIP 

OTA Trigger Power up EF_IMSI_P(2F24) Specific Envelope Command Specific Envelope Command 

See chapter 3.1 See chapter 4.1 See chapter 5.1 

OTA Start AT+QCOTA  AT+QCOTA AT+QCOTA 

OTA  

Status URC 

+QIND: "OTA",<result> +QIND: "OTA",<result> +QIND: "OTA",<result> 

<result>    0    OTA SEND SUCCESS 

           1    OTA SEND FAIL 

           4    OTA SUCCESS 

           9    OTA failed 

Model EC25/BG770/BG950/EM06 

/AG35/RM500 

EC25/BG770/BG950/EM06 

/AG35/RM500 

EC25/BG770/BG950/EM06 

/AG35/RM500 

 

AT Command Example 
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2.2 Global OTA provision process  

The device shall support proactive commands from UICC. 

See details for ETSI 102.223 and 3GPP TS 31.111 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The Korea Network Provider like SKTelecom, KT and LGU+ follows global standard for BIP. 

But they have some specific rules for the their network. 

The description describe for their own rules for SIM provisioning. 

Also they KR MNOs does not provide English Requirement Documents. 

3. SKTelecom OTA requirements 

OTA (Over The Air Administration) is an interaction between the terminal and UICC for changing subscriber 

information contained in UICC (File management) and downloading applications (Application management). 

 

OTA implementation in WCDMA/LTE mode: It is implemented according to the standards of 3GPP TS23.048 

and TS 31.111. Terminals and USIMs supporting Bearer Independent Protocol must comply with GP v2.2 

Amendment B v1.1, ETSI 102.226/102.223, RFC 2616/2246/4279/3546 standards for BIP USAT command 

and HTTPS protocol. The terminal and USIM must support the HTTPS protocol, and TLS (v1.0 or higher) for 

security is essential. 

should support for the opening process. It should be able to proceed with the internal initialization 

operation so that the parameter can be applied to the NV of the terminal. 

The device should be supported BIP provisioning as follows. 

 

3.1 SKT OTA provision process  

 

UICC card manufacturers must initialize and deliver ADF USIM/EF IMSI_P (IMSI for Personalization: 2F24) to 

the temporary number value stored in our COIS system for OTA Activation provisioning function. Upon 

Proactive Command to support BIP operation. 

• Profile Download 

• SMS-PP Data Download 

• Command Result 

• Proactive UICC: Refresh 

• Proactive UICC: Send Short Message 

• Proactive UICC: Set Up Event List 

• Event: Data Available 

• Proactive UICC: Open Channel 

• Proactive UICC: Close Channel 

• Proactive UICC: Send Data 

• Proactive UICC: Receive Data 
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opening, the company activates the SMS connection using the temporary number in IMSI_P and opens the 

real number for IMSI. ** For detailed USIM card structure, refer to our UICC Profile. 

Device Requirements for OTA 

Terminal requirements to support OTA opening. 

The terminal must have a normal mode and an provisioning mode. 

The initially released terminal maintains the normal mode, and for the activated USIM card, normal call 

processing should be possible using IMSI in WCDMA/GSM mode. The terminal enters the provisioning 

mode by pressing #SKTELECOM#MIN# under any circumstances as long as the card is inserted. 

When entering the provisioning mode, in WCDMA/GSM mode, the temporary number IMSI_P is used to 

register in the network, and the minimum call processing registered in the HLR such as SMS transmission 

and reception must be possible. 

 

When the terminal transmits a Refresh Proactive Command (UICC Reset) using the USIM Application Toolkit 

(USAT) Framework from the USIM card, it should respond normally and initialize the terminal (warm reset). 

 

After entering the opening mode with #SKTELECOM#MIN#, the terminal can be switched to the normal 

mode only when the opening OTA process operates normally and receives Refresh Proactive (Refresh 

Proactive Command (UICC Reset) or power off/on and battery removal). 

 

 

OTA test procedure. 
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1) Power on Device 

2) Swith Temporary IMSI and Registered with Temporary IMSI(EF_IMSI_P: see below table)  

a. Register with PS+CS Mode. 

 

Test Command to Read EF_IMSI_P 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

AT+CSIM=14,"00A40004023F00" 

+CSIM: 4,"6131" 

OK 

 

AT+CSIM=14,"00A40004027FFF" 

+CSIM: 4,"613C" 

OK 

 

AT+CSIM=14,"00A40004022F24" 

+CSIM: 4,"611D" 

OK 

Read IMSI_P 

AT+CSIM=10,"00B0000000" 

+CSIM: 22,"08490550 79598918859000"  //450059795988158 

OK 

AT+CSIM=14,"00A40004026F07" 

+CSIM: 4,"611E" 

OK 

Read IMSI 

AT+CSIM=10,"00B0000000" 

+CSIM: 22,"08490550 21840786879000"  // 4500512487688678 

OK 
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3) Device will try to register with PS mode. (See Figure 3) 

a. must be received Reject code as 7 or 14. 

4) Device will try to register with CS mode. (See Figure 3) 

a. Location update will be completed. 

5) OTA Data will be received from network. 

6) After complete OTA, SIM Refresh is triggered from SIM proactive command. 

7) Warm Reset form SIM 

8) Modem will be registered with IMSI(EF_6F07). (See Figure4) 

 

 

3.2 AT command and Log analysis. 

STEP1. AT+QCOTA 

Restart with IMSI_P(7FFF/2F04) instead of IMSI(7FFF/6F07) 

Figure 1. OTA process with AT command Set 

 

STEP 2. Register to Network with IMSI_P  
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STEP 3. PS fail and CS attach success. 

 

STEP 4. OTA complete after SIM Refresh 



Build a Smarter World                       

 

Website: www.quectel.com    page 9 

 

4. LGU+ OTA requirements 

LGU+ follows global OTA process  

Conditions 

A) Attach type = ‘combined EPS/IMSI attach’ 

B) PDN type = ‘IPv4v6’ 

C) UE’s usage setting = ‘voice centric’ 

D) Voice domain preference = ‘IMS PS voice preferred, CS voice as secondary’ 

E) ESM information transfer flag = ‘0’ (APN = null) 

 

4.1 LGU+ OTA provision process 

[First Provisioning Command] 

Start BIP APDU command with ENVELOPE(SMS-PP DOWNLOAD) Msg. 

80 C2 00 00 36 D1 34 02 02 83 81 06 06 98 33 11 11 11 11 0B 26 E4 0A 98 33 11 11 

11 11 7F 16 0C 01 09 15 57 32 36 14 02 70 00 00 0F 0D 00 01 20 20 B0 00 06 00 00 

00 00 00 00 02  

 

[Reactivation Command] 

Start BIP APDU command with ENVELOPE(SMS-PP DOWNLOAD) Msg. 
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80 C2 00 00 36 D1 34 02 02 83 81 06 06 98 33 11 11 11 11 0B 26 E4 0A 98 33 11 

11 11 11 7F 16 0C 01 09 15 57 32 36 14 02 70 00 00 0F 0D 00 01 20 20 B0 00 06 

00 00 00 00 00 00 05 

 

 

If MSIN starts with 9 on the IMSI values read from UICC at boot time, it is judged as psudo IMSI and LTE 

attach and PDN connection should be attempted with OTA APN to open BIP. OTA APN is 

“ota.lguplus.co.kr”. (referred to as OTA PDN) Multiple PDN terminals must also open only one PDN as 

an OTA APN. 

 

Example MSIN(Not actvated USIM) 

MCC 450 KOREA 

MNC 06 LGU+ 

MSIN 987654321  

4.2 AT command and Log analysis 

STEP 1. AT+QCOTA 

START OTA with USIM Envelope command.(First Provisioning) 

AT+CSIM=118,"80C2000036D1340202838106069833111111110B26E40A9833111111117F160C010915

57323614027000000F0D00012020B0000600000000000002" 

 

STEP 2. Attach with psudo IMSI.(450069029856486) 

 



Build a Smarter World                       

 

Website: www.quectel.com    page 11 

STEP3. OTA is in inprogress afeter envelope command. 

 

 

STEP 4. Check OTA complete with Proactive log analys for OTA 

1. Open channel 

2. Send/Receive Data 

3. Close Channel 

4. SIM Refresh.: OTA Done… 

 

5. KT OTA requirements 

5.1 KT OTA provision process 

The terminal must configure the OTA number registration request message using the SMS-SUBMIT message 

as follows. 

• The RP-DA value should use the SMSC address of the EF_SMSP of the USIM card. 

• For TP-DA value, ‘0x0000001005’ should be used. 

• For PID value, ‘0x7F’ should be used. 

• For TP-DCS value, ‘0x00’ should be used. 

• The value in TP-UD of SMS-SUBMIT must be encoded in GSM 7BIT. 

• The value in TP-UD of SMS-SUBMIT is “IMSI(15Digit)+ICCID(18Digit)+IMEI(14Digit)+EFtype” 

(2Digit)+” must be used. (“+” is SPACE, so total 53 digits) 
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• For EFtype value, ‘00’ (MSISDN) should be used. 

 

 

See below example. 

 

5.2 AT command and Log analysis 

STEP 1. AT+QCOTA 

SMS PDU MODE for OTA trigger. 

1) AT+CMGF=0 

2) AT+CMGS=59 

`>`0001FF0A8100000001507F0035B41A0C86C3D16EB0D84D26ABC540B81C4E3683C16C32180C66CBE

560B118685693C572B3580C0683D96831100C0602 
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   `Ctrl + Z` or `0x1A` 

 

Here for decoding for above example. 

 

## Text message 

- To: 0000001005 

- Message: 450088470172251 898230062000699011 35219311000641 00 

  Format: `IMSI` `ICCID` `IMEI` `SVN` 

IMSI ICCID IMEI SVN 

450088470172251 898230062000699011 35219311000641 00 

 

- USER DATA 

B41A0C86C3D16EB0D84D26ABC540B81C4E3683C16C32180C66CBE560B118685693C572B3580C0683D968

31100C0602 

 

SMS PDU Item DATA 

##Additional information  

PDU type SMS-SUBMIT 

Reference 255 

Val. format None 

Data coding SMS Default Alphabet 

## Original Encoded PDU fields  

SMSC 00 

PDU header 01 

TP-MTI 01 

TP-RD 00 

TP-VPF 00 

TP-SRR 00 

TP-UDHI 00 

TP-RP 00 

TP-MR FF 

TP-DA 0A810000000150 

TP-PID 7F 

TP-DCS 00 

Header *Userdata length*, **Data**(gsm7bit) are as follows (Data needs to be corrected, use 

gsm7bit converter) 

 

0001FF0A8100000001507F00 

*35* 

**B41A0C86C3D16EB0D84D26ABC540B81C4E3683C16C32180C66CBE560B118685693C572B3580C0

683D96831100C0602** 
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TP-UDL 35 

TP-UD B41A0C86C3D16EB0D84D26ABC540B81C4E3683C16C32180C66CB 

E560B118685693C572B3580C0683D96831100C0602 

 

STEP 2. Send to SIMTK envelope command to UIM 

Start triggered OTA by SIMTK envelopment command. 

Start BIP APDU command with ENVELOPE(SMS-PP DOWNLOAD) Msg. 

C> ENVELOPE (SMS-PP Download) 

80C200005DD15B820283818B554406890900007FF6607021210504634502700000401512092 

525B000010000000003002E66CF7A32D297B000A4000C026F4000DC01041EFFFFFFFFFFFFFFFFFFFFFFF

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 

R> SW=6200 

C> GET RESPONSE  

00C0000000 

R> SW=6C18 

C> GET RESPONSE 

00C0000018 

R> 027100001312B000010000000003000223A62572B25EF793 + SW=9000 

 

<Response Packet Analysis> 

02 : UDHL 02h=length of the IEI/RPI + IEIDL fields 

71 : IEI-RPI 71h=presence of SIM toolkit security headers 

00 : IEIDL 00h=Information Element Data Length 

0013 : RPL = Response Packet Length 

12 : RHL=Response Header Length 

B00001 : TAR B00001h=USIM 

0000000003 : CNTR=3 

00 : PCNTR 

02 : RSC 02h=CNTR is too low 

23A62572B25EF793 : Cryptographic Checksum 

 

STEP 3. SMS-SUBMIT Message for OTA trigger. 
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STEP 4. Check OTA complete with Proactive log analys for OTA 

5. Open channel 

6. Send/Receive Data 

7. Close Channel 

8. SIM Refresh.: OTA Done… 
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6. Check Point for SIM Provisioning 

When you get Certification, you have pass for OTA provisioning necessary. 

This is mandatory requirement. 

 

For the OTA provision test, you have to prepare NULL MSISDN SIM card for first activation. 

• You can purchase this in the Card Store. 

• You can trigger OTA and you can download by OTA process. 

• AT Command (Null MSISDN) 

AT+CNUM 

ERROR 

For the reactivation process, the is MSISDN already installed MSISDN number as follows. 

AT+CNUM 

+821012345677 

In this case, you have to visit to each mobile store. (POS provisioning) 

For certification, you have to contact network manager. 

In this case server status is ready to reprovisionging. 

 

 

 


