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1 Introduction

This document will be helpful to connect with websocket based server using AT command of TCP.

Many customers are using websocket, but we don't have direct API's or AT commands for 2G and LTE

modules.

Although we don't have API's or AT command still, we can connect to websocket server over the TCP using
TCP commands.
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2 INFORMATION:

URL:
20.xxx.xxx.144:80

Follow below steps.
Test the URL on postman tool.

First make sure that websocket is working by using postman.

Open the postman and click on new.

Home WDFKSDECES e AP| Network
2, My Workspace Mew | Import
E - = Bon
Collections

» New Collection

[=] > WEBSOCKET

Environments

D

History

(mm]
+0

Select websocket

£

—_ “
i A 3 Q)
HTTP GraphQL gRPC WebSocket Socket.IO
— 9] oo
(W) [=] Q0 = 0o

Collection Environment API Flows Workspace
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Insert the URL, it starts with ws:// or wss:// similar to http:// and https://

R ws://20 GEEER.144/ S ) save

ws://20 SR 4 L m

ssage Params Headers @ Settings

Add header if needed like Authorization, Sec-WebSocket-Protocol.

Message Params Settings
I%d Sec-WebSocket-Key (@ <calculated at runtime>

Sec-WebSocket-Version ® 13

Sec-WebSocket-Extensions @ permessage-deflate; client_max_windo...
Authorization Ay, — o= -
Sec-WebSocket-Protocol ocppl.6

Click on Connect.

:alculated at runtime>

rrmessage-deflate; client_max_windo...

JhbGciOiJlUzITNilsInR5cCl6lkpXViCJ9 |

Please check the connection, if it is connected click on the drop down to see the header.
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Response

All Messages v  |Il] Clear Messages

@ Connected to ws://20.193.178.144/JIOTESTING0O1

JLdaLus woue: 1Yl SwiiLcnling rroLocols
¥ Request Headers
Sec-WebSocket-Version: "13
Sec-WebSocket-Key: "CH5b1UpkUXz2ci9djosmUQ==
Connection: "Upgrade
Upgrade: "websocket

Authorization: "eyl hwa

Sec-WebSocket-Protocol: "ocppl.6

Sec-WebSocket-Extensions: "permessage-deflate; client_max_window_bits

Host: "20. .144
~ U

- Dmmmmim e

The above header is for handshake and same we must use same.

Header creation:
Please refer the below header

GET /Ixxxx001 HTTP/1.1\r\n
Host: 20.xxx.XxX.144\r\n
Upgrade: websocket\r\n
Connection: Upgrade\r\n

Sec-WebSocket-Key: gXWDjiKcOBqyTA2v/vFk6w==\r\n

Origin: http://20.xxX.xxX.144:80\r\n
Sec-WebSocket-Protocol: ocppl.6\rin
Authorization: eyJhXXXXXXXXXXXXXX\r\n
Sec-WebSocket-Version: 13\r\n

\r\n

Note: at the end of header you have to add \r\n
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3 Websocket Data Frames.

Please refer to the below URL to understand the websocket data frames.

https://datatracker.ietf.org/doc/html/rfc6455

Data frame structure:

0 1 2 3
1234567890 123456789012345678901
+ot=t-t-t=c==c=ct=t-c==cccm=cccstmmcmmcscsmem e === =t
|F|R|R|R| opcode|M| Payload len | Extended payload length |

[IISIS|S| (4) |A] (7) | (16/64)

IN[VIV]V] |S| | (if payload len==126/127)

| 112]3] K] I |

B ST T T T T - - - - 4+

| Extended payload length continued, if payload len == 127 |

+ - - - - - - - - - - - = T

| |[Masking-key, if MASK set to 1

+o=c====c=c==c=c===s======s===2===2}=ccc-cscs=c-cs===c====c========+

| Masking-key (continued) | Payload Data

e e e e e e e e e e m e mm e m e m e = = = = = = = = = - = - - - - 4+

Payload Data continued

+ - - - - - - - - - - - - 4 - - - 4 - - - - - - - - - - - - - -+

| Payload Data continued ...

+o=c===-c=s==c=s===s======s==c===========s=======================+
FIN: 1 bit

Indicates that this is the final fragment in a message. The first
fragment MAY also be the final fragment.

RSV1, RSV2, RSV3: 1 bit each

MUST be @ unless an extension is negotiated that defines meanings
for non-zero values. If a nonzero wvalue is received and none of
the negotiated extensions defines the meaning of such a nonzero
value, the receiving endpoint MUST _Fail the WebSocket
Connection_.

Opcode: 4 bits
Defines the interpretation of the "Payload data". If an unknown
opcode is received, the receiving endpoint MUST _Fail the
WebSocket Connection_. The following values are defined.
* %x@ denotes a continuation frame
* %x1 denotes a text frame
*  %x2 denotes a binary frame
* %x3-7 are reserved for further non-control frames
* %x8 denotes a connection close
*  %x9 denotes a ping

* %xA denotes a pong

* %xB-F are reserved for further control frames

FAE_Sharing_Manual 6/9
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Mask: 1 bit

Defines whether the "Payload data" is masked. If set to 1, a
masking key is present in masking-key, and this is used to unmask
the "Payload data" as per Section 5.3. All frames sent from
client to server have this bit set to 1.

For example:

if want to send the data string
[2,"531531531","BootNotification”,{"chargePointVendor":"xxx","chargePointSerialNumber":"123
4","chargePointModel":"xxx test"}] having length of 125 (0x7D) bytes, so for before this string we
have to append 0x81 (FIN, TEXT FRAME) and OxFD(MASK-1 | Length of string) (0x80|0x7D)

FAE_Sharing_Manual 719
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Refer the below logs of EC200U for websocket
AT+CGREG?
+CGREG: 0,5

OK
AT+QICSGP=1,1,"airtelgprs.com”," " 1

oK
AT+QIACT?

OK
AT+QICSGP=1,1,"airtelgprs.com”," "1

oK
AT+QIACT=1

oK
AT+QIACT?

+QIACT: 1,1,1,"100.72.170.162"

OK
AT+QIOPEN=1,1,"TCP","20.xxx.xxx.144",80,0,0

OK

+QIOPEN: 1,0
AT+QISEND=1

> GET /JIOTESTING001 HTTP/1.1

Host: 20.xxx.xxx.144

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Key: gXWDjiKcOBqyTA2v/vFkew==
Origin: http://20.xxx.xxx.144:80
Sec-WebSocket-Protocol: ocppl.6

Authorization: eyJhDXXXXXXXXXXXXXXXXXXXXXX
Sec-WebSocket-Version: 13

SEND OK
+QIURC: "recv",1

AT+QIRD=1,1500
FAE_Sharing_Manual 8/9
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+QIRD: 216

HTTP/1.1 101 Switching Protocols

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Accept: TUNHNYAVKuUHKIr8iSI6bmImvayH4=
Sec-WebSocket-Protocol: ocppl.6

date: Sat, 10 Jun 2023 05:29:19 GMT

server: uvicorn

OK

+QIURC: "recv",1
AT+QIRD=1,1500

+QIRD: 103
=¢[2,"e4e14f97-b503-4c24-8920-
16e2dd330300","TriggerMessage",{""requestedMessage":"StatusNotification"}]

OK

AT+QISEND=1
>ey[2,"531531531","BootNotification”,{""chargePointVendor":"xxx","chargePointSerialNumber":"1
234" "chargePointModel™:"xxx test"}]

SEND OK

+QIURC: "recv",1

AT+QIRD=1,1500

+QIRD: 107

=¢e[2,"fdde7c41-d5h9-424d-a48e-

bef33b7f6c01","TriggerMessage” {""requestedMessage™:"StatusNotification"}] ]° &
OK

ati

Quectel

EC200U

Revision: EC200UCNAAR03A06M08

OK
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