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1 Introduction 
This document will be helpful to connect with websocket based server using AT command of TCP. 

Many customers are using websocket, but we don't have direct API's or AT commands for 2G and LTE 

modules. 

Although we don't have API's or AT command still, we can connect to websocket server over the TCP using 

TCP commands. 
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2 INFORMATION: 
URL: 

20.xxx.xxx.144:80 

Follow below steps. 

    Test the URL on postman tool. 

First make sure that websocket is working by using postman.  

 

Open the postman and click on new. 

 
 

Select websocket 
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Insert the URL, it starts with ws:// or wss:// similar to http:// and https:// 

 

 
 

Add header if needed like Authorization, Sec-WebSocket-Protocol. 

 

Click on Connect. 

 

Please check the connection, if it is connected click on the drop down to see the header. 
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The above header is for handshake and same we must use same. 

 Header creation: 

Please refer the below header 

GET /Jxxxx001 HTTP/1.1\r\n 

Host: 20.xxx.xxx.144\r\n 

Upgrade: websocket\r\n 

Connection: Upgrade\r\n 

Sec-WebSocket-Key: gXWDjiKcOBqyTA2v/vFk6w==\r\n 

Origin: http://20.xxx.xxx.144:80\r\n 

Sec-WebSocket-Protocol: ocpp1.6\r\n 

Authorization: eyJhxxxxxxxxxxxxxx\r\n 

Sec-WebSocket-Version: 13\r\n 

\r\n 

 

Note: at the end of header you have to add \r\n 
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3 Websocket Data Frames. 
 

 

Please refer to the below URL to understand the websocket data frames. 

 

https://datatracker.ietf.org/doc/html/rfc6455 

 

Data frame structure: 

 
 

 

https://datatracker.ietf.org/doc/html/rfc6455
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For example: 

if want to send the data string 

[2,"531531531","BootNotification",{"chargePointVendor":"xxx","chargePointSerialNumber":"123

4","chargePointModel":"xxx test"}]  having length of  125 (0x7D) bytes, so for before this string we 

have to append 0x81 (FIN, TEXT FRAME) and 0xFD(MASK-1 | Length of string) (0x80|0x7D)  
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4 AT LOGS 

Refer the below logs of EC200U for websocket 

AT+CGREG? 

 

+CGREG: 0,5 

 

OK 

AT+QICSGP=1,1,"airtelgprs.com","","",1 

 

OK 

AT+QIACT? 

 

OK 

AT+QICSGP=1,1,"airtelgprs.com","","",1 

 

OK 

AT+QIACT=1 

 

OK 

AT+QIACT? 

 

+QIACT: 1,1,1,"100.72.170.162" 

 

OK 

AT+QIOPEN=1,1,"TCP","20.xxx.xxx.144",80,0,0 

 

OK 

 

+QIOPEN: 1,0 

AT+QISEND=1 

 

> GET /JIOTESTING001 HTTP/1.1 

Host: 20.xxx.xxx.144 

Upgrade: websocket 

Connection: Upgrade 

Sec-WebSocket-Key: gXWDjiKcOBqyTA2v/vFk6w== 

Origin: http://20.xxx.xxx.144:80 

Sec-WebSocket-Protocol: ocpp1.6 

Authorization: eyJhbxxxxxxxxxxxxxxxxxxxxxx 

Sec-WebSocket-Version: 13 

 

 

SEND OK 

 

+QIURC: "recv",1 

AT+QIRD=1,1500 
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+QIRD: 216 

HTTP/1.1 101 Switching Protocols 

Upgrade: websocket 

Connection: Upgrade 

Sec-WebSocket-Accept: TuNHNYAVKuHKr8iSI6bmJmvayH4= 

Sec-WebSocket-Protocol: ocpp1.6 

date: Sat, 10 Jun 2023 05:29:19 GMT 

server: uvicorn 

 

 

 

OK 

 

+QIURC: "recv",1 

AT+QIRD=1,1500 

 

+QIRD: 103 

•e[2,"e4e14f97-b503-4c24-8920-

16e2dd330300","TriggerMessage",{"requestedMessage":"StatusNotification"}] 

 

OK 

 

AT+QISEND=1 

>•ý[2,"531531531","BootNotification",{"chargePointVendor":"xxx","chargePointSerialNumber":"1

234","chargePointModel":"xxx test"}] 

SEND OK 

 

+QIURC: "recv",1 

AT+QIRD=1,1500  

+QIRD: 107 

•e[2,"fdde7c41-d5b9-424d-a48e-

bef33b7f6c01","TriggerMessage",{"requestedMessage":"StatusNotification"}] ]ˆ__ê 

 

OK 

 

ati 

 

Quectel 

EC200U 

Revision: EC200UCNAAR03A06M08 

 

 OK 
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5 References  
1) https://datatracker.ietf.org/doc/html/rfc6455 

2) https://en.wikipedia.org/wiki/WebSocket 
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