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—. Forward

Currently, some customers will connect to Amazon AWS platform through MQTT protocol based on Quectel module;
This document is aimed at the Quectel’s module access to the AWS platform and the use of MQTT application so that
customers or other-relevant can understand docking methods and processes on the platform and module in a quick and

high-effective way.

—. Login to AWS

AWS Platform: https://aws.amazon.com/?ncl=h Is

By the applied login account, click "Sigin In to the Console" to login and enter the home page of the console, as shown below;

aWS ContactUs Supportv Englishw My Accountw Sign In to the Console
\2

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

AWS
cLoubD
INSTITUTE

Level Up and Learn from the Pros

Learn to be an AWS Cloud developer straight from the source

Learn more »

éio\ o:"gz:\?b @ 0 ~—0o8% n':‘ﬁl_'\ (i

aws
Sign in
CUSTOMER ENABLEMENT
° R°°tluiertLﬁmk —_— Join the Get AWS Certified:
— Cloud Practitioner Challenge
N E;:uzian account inat performs daty tasks Uplevel your cloud skills and

save 25% on your exam

Root user email address

Register now »

username@example.com

By continuing, you agree to the AWS Customer
Agreement or other agreement for AWS services, and the
Privacy Notice. This site uses essential cookies. See our
Cookie Motice for more information.

Create a new AWS account
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AWS control console: https://us-east-1.console.aws.amazon.com/console/home?region=us-east-1

Services

Console Home

it Cost and usage info

No cost and usage

You haven't configured AWS Cost Explorer or you do not have permission :© Learn from AWS experts and

Go to AWS Cost Management

el

: i Welcome to AWS

Getting started with
AWS [

Learn the fundamentals and

get the most out of AWS,

Training and
certification &

M advance your skills and

knowledge

What's new with
AWS? [2

i features, and Regions

Reset to default layout

=+ Add widgets

find valuable information to

Discover new AWS services,

i AWS Health info :

Open issues

0 Past 7 days

Scheduled changes

0 Upcoming and past 7 days

Other notifications

0 Past 7 days

Go to AWS Health 4

2 e

& loT

Business Applications
Compute
Containers
Customer Enablement
Database
Developer Tools

" End User Computing
Front-end Web & Mobile

Game Development

Machine Learning

Management &
Governance

Media Services
Migration & Transfer

Networking & Content
Delivery

Quantum Technologies

CloudShel Feedback

loT 1-Click

Trigger AWS Lambda functions from simple devices

loT Analytics

Collect, preprocess, store, analyze and visualize data of loT devices

Connect Devices to the Cloud

loT Device Defender

Secure your fleet of connected loT devices

loT Device Management

Securely Manage Fleets as Small as One Device, or as Broad as Millions of Devices

loT Events

Detect and respend to events from loT sensors and Industrial loT equipment

AWS loT FleetWise

Easily collect, organize, and transfer vehicle data to the cloud at scale.

loT Greengrass

Deploy and run code on your devices

— Herbert Pan —
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it AWS Health info :

Open issues

0 Past 7 days

Scheduled changes

0 Upcoming and past 7 days

Other notifications

0 Past 7 days

Go to AWS Health 4
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aws i Services S 2] L ® ® N. Virginia v

&R 0T Core

AWS loT

AWS IOT Get started with AWS loT

Monitor
Quick connect guides you through connecting
S ecu re I'y CO n nect; testf a n d a device in about 15 minutes. You'll register
‘ N your first device and watch it send MQTT
onnec

manage your IOT deViceS messages to AWS IoT.

» Connect many devices ) of des a I Connect device

Connect one device

Test

P Device Advisor
MQTT test client
Device Location New HOW |t WOI’kS

The AWS loT console supports these common activities. Bold text refers to an entry in the left navigation pane. To learn more
Manage

about a topic, see its overview.
P All devices

P Greengrass devices

E CloudShell Feedback © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

=. AWS IoT Platform Settings

3.1 Device Data Endpoint

As shown below, you can access the Settings page through "Settings" in the control panel on the left side of the AWS
loT page, view the device data endpoint to be accessed and select a security policy (note that the security policy is associated

with the cipher suites,so you need to select the cipher suite and security policy supported by the module).

£ Services | Q Searc/ 2] L ® ® N. Virginia v

loT Core

P All devices “

AWS loT » Settings
P Greengrass devices

P> LPWAN devices Setti ngs o
nfo
Software packages New
B Remote actions . .
Device data endpoint info C
P Message routing
Your devices can use your account's device data GHdEC int to connect tc
Retained messages
P Security
» Fleet Hub Each of your things has a REST API available at this endpoint. MQTT clients and AWS loT Device SDKs [ also use this endpoint
Endpoint X
Device software a%chma2zbim3d5-ats.iot.us-east-1.amazonaws.com access o endpomt
Billing groups [select security policy  Info
Setti 1 To customize your TLS settings, such as TLS versions and supported cipher suites, choose a security policy.
ettings . -
IoTSecurityPolicy_TLS13_1_2_2022_10 v ‘ TLS policy and cipher suites

Feature spotlight

Compare security policies [
Documentation [ i

Tell us what you think Domain configurations info

Create domain configuration

You can create domain configurations to simplify tasks such as migrating devices to AWS loT Core, migrating application infrastructure to AWS loT Core and maintainin

E CloudShell Feedback ® 2023, Amazon Web Services, Inc. or its affiliates. Privacy  Terms Cookie preferences

3.2 AWS loT Policies

As shown below, to enter the policy configuration page through "Manage - Security - Policies" in the control panel

— Herbert Pan —
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on the left side of the AWS IoT page, click "Create Policy", and configure related policy attributes. In the policy statement,

set Policy Effect to Allow, Policy Action to * (all AWS loT operations), and Policy Resource to *.

?_\’_":S., Services Q 1 3] Pay @ & N. Virginia v Herbert v

&2 loT Core

AWS IoT » Security » Policies

Manage /

> All devices AWS loT policies (0) info Create policy

AWS loT policies to the AWS loT Core data plane operations. AWS loT policies are separate and different from IAM po AWS loT policies

apply only to AWS |oT data plane operations.

Greengrass devices

LPWAN devices

Find policie
Software packages New Q Find policies U C]

Remote actions
Policy name v

Message routing

Retained messages No policies

Security You don't have any AWS loT policies in us-east-1.
Intro

Certificates

Policies

Certificate authon‘t\es
Role aliases
Autharizers

b Audit

B Detact h

E CloudShell Feedback ©® 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

2] AN ®@ & N. Virginia v Herbert v

?_\’_":S., Services Q

&2 loT Core

AWS loT » Security » Policies » Create policy

Manage .
Create policy o

AWS loT Core policies allow you to manage access to the AWS loT Core data plane operations.

P All devices

Greengrass devices

LPWAN devices
Policy properties

AWS IoT Care supparts named policies so that many identities can reference the same policy document

Software packages New

Remote actions

Message routing
Policy name

Retained messages
smartKits_policy

Security
A policy name is an alphanumeric string that can also contain period (), comma (,), hyphen(-}, underscore (), plus sign (+), equal sign (=), and at sign (@) characters, but no

Intro spaces.
Certificates

Policies » Tags - optional

Certificate authorities

Role aliases . .
Policy statements Policy examples

Autharizers

b Audit

» Detect Policy document info Builder JSON

E CloudShell Feedback ©® 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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a‘LV'S_‘ 155 Services Q

&2 loT Core

B & @ @

A policy name is an alphanumeric string that can also contain period (), comma (,), hyphen(-), underscore (_), plus sign (+), equal sign (=), and at sign (@)
Manage
P All devices )

P Tags - optional
P Greengrass devices

N. Virginia v Herbert v

racters, but no

LPWAN devices

Software packages Policy statements Policy examples

Remote actions

Message routing R
Policy document info
Retained messages

An AWS loT policy contains one or more policy statements. Each policy statement contains actions, resources, and an effect that grants or denies the actions by th

Builder

¥ Security
Intro
Policy effect Policy action Policy resource
Certificates
‘Allow V| * V| * ‘ | Remove ‘
Policies
Certificate authorities
Role aliases [
Autharizers J
P Audit Cancel Create

» Detact
[ cloudshelt

Feedback
a‘LV'S_‘ Services Q
&2 loT Core

@ Successfully created policy smartKits_policy.

Manage
AWS 10T » Security » Policies

All devices

Greengrass devices

AWS loT policies (1) info

LPWAN devices
AWS loT paolicies all
to AWS laT data plane operations.

Software packages |

Remote actions X -
Q, Find palicies

©® 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms

3] Pay @ & N. Virginia v

ou to control access to the AWS loT Core data plane operations. AWS loT policies are separate and different from IAM policies.

Cookie preferences

Herbert v

View policy X

Create policy

AWS loT policies apply only

1 &

P Message routing
Retained messages O Policy name v
¥ Security
O smartKits policy
Intro F]
Certificates /
Policies

Certificate authorities
Role aliases
Autharizers

b Audit

» Detact
[ cloudshelt

Feedback

a__\’_""s., Services Q

&2 loT Core

@ Successfully created policy smartKits_policy.

Manage
AWS loT » Security > Policies > smartKits_policy

All devices

Greengrass devices

smartKits_policy

LPWAN devices

Software packages |

©® 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms

B & @ @

Cookie preferences

N. Virginia v Herbert »

KEETE -

Edit active version H Delete ‘

P Remote actions Details
P Message routing
Retained messages Policy ARN Active version Created Last updated
vs . arn:aws:iotius-east-1:72696 1 November 09, 2023, 10:13:14 MNovember 09, 2023, 10:13:14
ecurity
v 952183 2:policy/smartKits_polic (UTC+08:00) (UTC+08:00)
Intro y
Certificates
Policies
Certificate authorities Versions Targets Noncompliance Tags
Role aliases
P Audit
Detect - Policy effect Policy action Policy resource

Feedback © 2023, Amazon Web Servi

Privacy Terms Cox
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3.3 Add Tings

Go to the Add/create things by "Manage - All devices - Things" in the control panel on the left side of the AWS loT
page, click "Create things", and create a single thing or multiple things according to actual requirements; Take the following
example of smartKit001, and then fill in and select the specified things properties (optional); to select other configurations

based on actual application requirements, as shown below.

aws 2 Serviees | Q Search ] iy (@] & N. Virginia ¥ Herbert ¥

&GP 0T Core

Test

AWS 10T » Manage » Things

P Device Advisor /

MQTT test client .
& Thlngs (0) Info ‘ @] ‘ | Advanced search ‘ Run aggregations | Create things
Device Location New An loT thing is a representation and record of your physical device in the cloud. A physical device
needs a thing record in order to work with AWS loT
[ Manage Q Filter things by: name, type, group, billing, or searchable attribute. | 1 &
¥ All devices
Name Thing type
Things
Thing groups
g aroup No things

Thing types No things to display in this Region

Fleet metrics
Create things
Greengrass devices

LPWAN devices

Software packages New

Remote actions

Message routing

Retained messages 0 things selected A

Security -
.ou 12 -l C , Amazon Wel ervices, Inc. or its affiliates. riva erms 00KIe pretTerences
CloudShell Feedback ® 2023, A Web Services, I its affili; Privacy Te Cookie prefi

Services Q ] iy (@] & N. Virginia v Herbert ¥

&GP 0T Core

AWS 10T » Manage » Things » Create things

Create things i

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing
resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

Number of things to create

© Create single thing
Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to connect to AWS
loT

(O Create many things
Create a task that creates multiple thing resources to register devices and provision the resources those devices require to
connect to AWS loT

Cancel Next

N

E CloudShell Feedback ©® 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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2] AN ®@ & N. Virginia v Herbert v

&2 loT Core

11l
®

AWS loT » Manage » Things » Create things » Create single thing

Step 1

Specify thing properties i

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing

Specify thing properties

St 2 resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features
ep 2 - op

Configure device certificate
Thing properties info
Step 3 - optional

Attach policies to certificate r
Thing name

smartkit001

S ETTET T e T COMating orty (ETters, TOmers, TypHers, Totons, Or UHerstores. A tHing e Can't Contain any spaces

| Additional configurations

You can use these configurations to add detail that can help you to organize, manage, and search your things.
» Thing type - optional

» Searchable thing attributes - optional

P Thing groups - optional

E CloudShell Feedback ©® 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

Select whether to add "Device Shadow" according to the actual application requirements.To facilitate subsequent

debugging, currently select "Unnamed Shadow (Classic)";

2] AN ®@ & N. Virginia v Herbert v

&2 loT Core

= ®

P Billing group - optional

Ing groups - optional

P Packages and versions - optional

Device Shadow info

Device Shadows allow connected devices to sync states with AWS. You can also get, update, or delete the state information of this thing's
shadow using either HTTPs or MQTT tapics

) No shadow

Named shadow

e multi ad with different names to manage a o properties, and logically group

your de

© Unnamed shadow (classic)
A thing can have only one unnamed shadow.

P Edit shadow statement - opticnal

o

Cancel Next

E CloudShell Feedback ©® 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

You need to configure the device certificate based on the different mode of certificate. Let's take “Auto-Generate a New

certificate(recommended)” as an example.

— Herbert Pan —
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(2] L @ &) N. Virginia » Herbert »

\‘:'; loT Core

Step 1 . . r .
Configure device certificate - optional i

A device requires a certificate to connect to AWS loT. You can choose how to register a certificate for your device now, or you

can create and register a certificate for your device later. Your device won't be able to connect to AWS IoT until it has an active

Specify thing properties

Step 2 - optional
. . . certificate with an appropriate policy.
Configure device certificate b

Device certificate

© Auto-generate a new certificate (recommended)
Generate a certificate, public key, and private key using AWS loT's certificate authority.

) Use my certificate
Use a certificate signed by your own certificate autharity.

(" Upload CSR

Register your CA and use your own certificates on one or many devices.

() Skip creating a certificate at this time
‘ou can create a certificate for this thing and attach a policy to the certificate at a later time.

@ CloudShell Feedback © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

Attach a policy to the current thing, select the policy created above, and obtain the relevant certificate; As shown below;

WS 3 senices | Q B & ® @ Nvignav

&R 10T Core

AWS loT » Manage » Things > Create things » Create single thing

Step 1

Attach policies to certificate - optional .«

AWS loT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to

. L the device.
Step 2 - optional

Configure device certificate

Policies (1/1) | C || Create policy [4

Select up to 10 policies to attach to this certificate

Step 3 - optional

Attach policies to certificate

Q 1 @
Name
smartKits_policy ‘

Cancel Create thing

E CloudShell Feedback © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

On the "Download Certificates and Keys" page, download the CA certificate and key files automatically generated by

the platform and save it.

XXXXXXXXXxx-certificate.pem for clientcert (Client Certificate File) ;
XXXXXXXXXXX-private.pem for clientkey (Client Key File) ;

AmazonRootCAl.pem for cacert (CA File)

— Herbert Pan —
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X

Download certificates and keys

Download certificate and key files to install on your device so that it can connect to
AWS,

Device certificate

You can activate the certificate now, or later. The certificate must be active for a device to connect to

AWS IaT. Y.
L
Device certificate Deactivate certificate ‘ | M pDownload

for clientcert

f16eaf2d664...te.pem.crt

Key files
The key files are unique to this certificate and can't be downloaded after you leave this page.
Download them now and save them in a secure place.

A\ This is the only time you can download the key files for this certificate.

Public key file M Download
f16eaf2d66444e31b7e6d2b.. fa0c76f-public.pem.key

Private key file M Download

for clientke:
f16eaf2d66444e31b7e6d2b...a0c76f-private. pem.key Yy

il

Key files
The key files are unigue to this certificate and can't be downloaded after you leave this page.
Download them now and save them in a secure place.

A\ This is the only time you can download the key files for this certificate.

Public key file M Download
f16eaf2d66444e31b7e6d2b...falc76f-public.pem.key

Private key file M Download
f16eaf2d66444e31b7e6d2b...a0c76f-private.pem.key

Root CA certificates

Download the root CA certificate file that corresponds to the type of data endpoint and cipher suite
you're using. You can also download the root CA certificates later.

Amazon trust services endpoint ] Down’load

RSA 2048 bit key: Amazon Root CA 1 for cacert

Amazon trust services endpoint ¥ pownload
ECC 256 bit key: Amazon Root CA 3

i

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. These root CA certificates and others are available in our developer
guides. Learn more [

You can click "smartKit001" to view the thing details;

— Herbert Pan —
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&2 loT Core

AWS loT

Monitor

Connect

Connect one device

P Connect many devices

Test
B Device Advisar
MQTT test client

Device Location New

Manage
¥ All devices

Things

[ Cloudshell  Feedback

a‘\l_'\l"S_‘ Services Q

&2 loT Core

AWS loT

Monitor

Connect
Connect one device

P Connect many devices

Test
B Device Advisar
MQTT test client

Device Location New

Manage
¥ All devices

Things

a‘\l_'\l"S_‘ 155 Services Q

@ You successfully created thing smartKit001.

@ You successfully created certificate f16eaf2d66444e31b7e6d2b3280f00b57aa8f82658c40ccbc8ba10b3bfadc76f.

AWS lIoT » Manage » Things

2] AN ®@ & N. Virginia v Herbert v

«
View certificate X

Things (1) info ‘ (@] Advanced search Run aggregations ‘ Create things
An loT thing is a representation a rd of your physical device in the cloud. A physical device
needs a thing record in order to work with AWS loT
‘ Q, Filter things by: name, type, group, billing, or searchable attribute. | 1 &
] Name Thing type
O smartKit001 -
3
7

AWS 10T » Manage » Things » smartKit001

smartKit001 e

Thing details

Name
smartKit001

ARN
arn:aws:iot:us-east-1:72656952183 2:thing/smartKit001

©® 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

2] AN ®@ & N. Virginia v Herbert v

Create secure tunnel H Edit H Delete ‘

Type

Billing group

Attributes Certificates Thing groups

Device Shadows (1) info

Device Shadows

Activity Packages and versions Jobs Alarm >

Create Shadow

Device Shadows allow connected devices to sync their state with AWS. You can also get, update or
delete the state information about this thing's Device Shadows by using HTTPS and MQTT topics.

E CloudShell Feedback ©® 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

3.4 Add Ting Groups(Options)

As shown in the figure below, you can enter the thing groups configuration page through "Manage = All Devices -
thing Groups" in the control panel on the left side of the AWS loT, click "Create thing Group",then to select the thing group
type, fill in the corresponding the name of thing group, and configure other options according to requirements, and then to

click "Create thing Group".

— Herbert Pan —
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AWS I Services ) Alt+S N. Virginia v Herbert v
At [Alt+5] g

&2 loT Core

P Connect many devices AWS 10T » Manage » Thing groups

J

Run aggregations | Create thing group

Test

Thing groups (0) info | C H Advanced search |

ces to find and p
nd dynamic thing grou

Thing groups help you organize thing form actions on subsets of your

device fleet. You can create both sta

P Device Advisor

MQTT test client
Q, Filter thing groups |

Device Location New

Name 'y

Manage
¥ All devices No thing groups

You don't have any thing groups in us-east-1

Things
Thing groups ] Create thing gro|
Thing types f

7

Fleet metrics
P Greengrass devices
» LPWAN devices
Software packages New

P Remote actions

E CloudShell Feedback ©® 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

?_\’_":S., Services Q [ ] 3] Pay @ & N. Virginia v Herbert v
&2 loT Core

AWS loT » Manage » Thing groups » Create thing group

Create thing group

Thing groups help you organize devices in a way that makes sense to you. You can create static thing groups and dynamic
thing groups

Thing group type

© Create static thing group
Create a group of thing resources that yt

ct. After you create it, you can add and remove things to and from the group.

() Create dynamic thing group
C e a group of thing resources that are sel
d to the group and things that don't a

Things that match the query are

the query that you specif;

Cancel Next

7

E CloudShell Feedback ©® 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

aws Alt B & ® & FEETEFv  Hebertw

AWS1oT > B ) #5RE > fEWERE ) CREEHTwmEA

BIEEFSImA «

SEEZ—EENAE. fi2ER, 2

YmEEE

48 - T

‘ loT_Devices

BNERER, NEE FE BT T

iR - A

loT_Devices

© 2023, Amazon Web Services, Inc.
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aws i5i2 Services | Q Search [Alt+5] = L ®@ & N. Virginia v Herbert v

&2 loT Core

Parent group - optional

‘ Choose existing thing group v

Thing group name

loT_Devices

Enter a unigue name containing only: letters, numbers, hyphens, colons, or underscores. A thing group name can't contain any spaces

Description - optional

loT_Devices

Additional configurations

You can use these configurations to add details to help you organize, manage and search your thing groups.
P Attributes - optional

P Tags - optional

/
| 4

Cancel Create thing group

rivacy Terms Cox

Services arch N, Virginia ¥ Herbert v
Q ] g

&R 10T Core

AWS loT % ® You successfully created thing group loT_Devices. X

AWS IoT » Manage » Thing groups

Monitor
Thing groups (1) info C | ‘ Advanced search | Run aggregations | Create thing group
Connect Thing groups help you organize thing resources to find and perform actions on subsets of your
device fleet. You can create both static and dynamic thing groups.
Connect one device
» Connect many devices Q Filter thing groups | 1 &
O Name A
Test
O loT Devices
P Device Advisor 4
MQTT test client /

Device Location New check the thing group details

Manage

¥ All devices

Things

Feedback © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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AWS I Services ) Alt+S N. Virginia v Herbert v
At [Alt+5] g

&2 loT Core

AWS loT » Manage » Thinggroups » loT_Devices

Connect

loT_Devices e

Connect one device
» Connect many devices

Thing group details

Test
Name Parent group Date created
P Device Advisor
loT_Devices - November 09, 2023, 11:16:08 (UTC+08:00)
MQTT test client
Device Location New ARN Description Type
loT_Devices Static

arn:awstiotius-east-

Manage 1:72696952183 2:thinggroup/loT_Devices

¥ All devices

Things Attributes Child groups Things Policies Jobs Security profiles Tags

Thing groups
Thing types
Attributes (0) info

Attributes store metadata about the thing group. Attributes can be used to filter lists of thing groups.

Fleet metrics

P Greengrass devices -

Feedback ©® 2023, Amazon Web Services, Inc. or its & X Privacy Terms Cox

By the configuration item in the thing group details, you can associate the above created "Policies" and "Things", as

shown in the following figure;

aws Services ] Alt+S; N. Virginia v Herbert v
Sk [ ] g

&2 loT Core

AWS loT » Manage » Thinggroups » loT_Devices

Connect

loT_Devices e

Connect one device
» Connect many devices

Thing group details

Test
Name Parent group Date created
P Device Advisor
loT_Devices - November 09, 2023, 11:16:08 (UTC+08:00)
MQTT test client
Device Location New ARN Description Type
loT_Devices Static

arn:awstiotius-east-

Manage 1:72696952183 2:thinggroup/loT_Devices

¥ All devices

Things Attributes Child groups Things Policies Jobs Security profiles Tags

Thing groups

Thing types
Fleet metrics Things (0) info Add things
P Greengrass devices = You can apply permissions and apply bulk actions and other functions to the things in this thing group.

loudShell Feedback , Amazon Web Services, Inc. or its affiliates. Privacy Terms Cox
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a‘LV'S_‘ 155 Services Q

&2 loT Core

Connect
Connect one device

» Connect many devices

Test
P Device Advisor
MQTT test client

Device Location New

Manage

¥ All devices
Things
Thing groups
Thing types
Fleet metrics

P Greengrass devices

[ Cloudshell  Feedback

a__\’_""s., Services

&2 loT Core

Connect
Connect one device

» Connect many devices

Test
P Device Advisor
MQTT test client

Device Location New

Manage

¥ All devices
Things
Thing groups
Thing types
Fleet metrics

P Greengrass devices

Feedback

Add things to thing group loT_Devices

Things
Choose ti

things to add to this thing group.

| Choose existing things

smartKit001 X

/

Cancel Add thing

N. Virginia v Herbert v

ARN Description Type
loT_Devices Static
arn:aws:iot:us-east-

1:726969521832:thinggroup/loT_Devices

Attributes Child groups Things Policies Jobs Security profiles Tags

Things (1) fe

You can apply permissions and apply bulk actions and other functions to the things in this thing group.

Q

Name

smartKit001

Add things

©® 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

AWS loT » Manage » Thinggroups » loT_Devices

loT_Devices e

Thing group details

B & @ @

N. Virginia v Herbert »

Name Parent group Date created

loT_Devices - November 09, 2023, 11:16:08 (UTC+08:00)
ARN Description Type

loT_Devices Static

arn:awsiotius-east-

1:72696952183 2:thinggroup/loT_Devices

Attributes Child groups Things Policies Jobs Security profiles Tags

Policies (0) info

Policies grant or deny access to the thing group and the things in the thing

group.

©® 2023, Amazon Web Services, Inc. or its & X Privacy Terms Cox
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Manage policies X

Policies grant or deny access to AWS loT resources. You can choose up to two policies.

No pnl\ci?‘wa\"e been attached to this thing group

Add policy

¥ an add up to 2 more policies.

Cancel Update policies

Manage policies X

Policies grant or deny access to AWS loT resources. You can choose up to two policies.

Policy

smartKits_policy A
Q|

smartKits_policy

Add policy
¥ an add up to one more policy /

Cancel Update policies

aws T ; [Al+5] & N. Virginia v Herbert v

&2 loT Core

Connect

Connect one device ARN Description Type
loT_Devices Static
arn:awsiot:us-east-

1:726969521832:thinggroup/loT_Devices

» Connect many devices

Test

» D Advi
evice Advisor Attributes Child groups Things Policies Jobs Security profiles Tags

MQTT test client

Device Location New

Policies (1) info Manage policies

Policies grant or deny access to the thing group and the things in the thing group,

Manage

¥ All devices Q
Things
Thing groups Policy name v Action v Permission v
Thing types

smartKits_policy * @ Allowed
Fleet metrics

P Greengrass devices -

Feedback ® 2023, Amazon Web Servi . or i . Privacy Terms Cox
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4. MQTT Test

4.1 MQTT.fx Configuration and Access to AWS loT

The following tests are based on the MQTT.fx tool: https://softblade.de/en/download-2/;

the detailed configuration as shown below;

- X

[#7 Edit Connection Profiles

Profile Name | AWS_TEST

J
WMATE

Profile Type  MQTT Broker -

MQTT Broker Profil

[ eokeradiress | 29 i 3d15-ats ot us-2ass-1 ] | device data endpoint

ot o

| MQrT server port

|| Generate | the thing added

User Credentials LWT  Proxy
default settings Enable SSLITLS v/
Protocol  TLSv1.2 -
Key Algorithm  RSA -
Trustall hostnames
Default CA certificate
CA certificate file
CA certificate Keystore
® Certificate Files
Certificates from trusted Keystore
-
CA File [ C\AmazonRootCAl.pem ; ] -
1 3
Client Certificate File [ Chfléeaf2ds6444e31b7e6d2b3280f00b572a8f826580400cbe8bal0babfa0c 76fcertificate pem.crt ] -
o

Client Key File | C:\f16eaf2ds6444e31b726d2h3280100h57a8182658c4Dec bcBbal 0bbTa0c 61 private pem key ]

Client Key Password [

Revert

@ mQTTfx - 5.3.0 - Standard Edition
MQTTfxc  Extras  Help

AWS_TEST - Disconnect

2150 Subscribe  Sparkplug Explorer  Sparkplug Editor (beta)  Scripts  Broker Status  Log
®»  aws/smartKit001/data/report/message - o
User Properties B o1 o2 e
Content Type | text/plain i
Payload Editor - ‘Open Editor

— Herbert Pan —
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@ MQTT 4x - 5.3.0 - Standard Edition

MQTT.fx  Extras  Help

m Subscribe  Sparkplug Explorer  Sparkplug Editor (beta)  Scripts

aws/smartKit001/data/report/message

User Properties Name

Content Type | text/plain

Payload Editor -

4.2 Client Publish

As shown below, "MQTT test client"based on AWS loT platform,you can verifie and debug the connected terminal;

"MQTT test Client" displays "Connected", customizing the relevant subscribed topic, MQtt.fx virtual terminal can publish

Indicating successful connection

Disconnect MQTT 5 [

Broker Status  Log

w Qes1 Qes2

Right click to add properties

messages to the topic, and the platform can view the messages published by the terminal;

aws

i Services | Q

&R 10T Core

AWS loT X

Monitor

Connect
Connect one device

P Connect many devices

Test
P Device Advisar
MQTT test client

Device Location New

Manage
P All devices

P Greengrass devices

(3 Cloudshell  Feedback

B 4 O @

N. Virginia v

MQTT test client i«

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are identified by
topics to communicate their state to AWS loT. AWS loT also publishes MQTT messages to inform devices and apps of changes and events. You can subscribe
to MQTT message topics and publish MQTT messages to topics by using the MQTT test client.

» Connection details ® Connected

You can update the connection details by choosing Disconnect and making updates on the Establish connection to continue page.

MQTT.fx

Retained

Herbert v

Subscribe to a topic Publish to a topic

Topic filter  Info
The topic filter describes the topic(s)

which you want to subscribe. The topic filter can include MQTT wildcard characters.

aws/smartKit001/data/report/message Customize a subscribed topic

P Additional configuration

Subscribe

© 2023, Amazon Web Services, Inc. or its affiliates. Terms

Privacy
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@ MQTT 4 - 5.3.0 - Standard Edition - X
MQTT.fx  Extras  Help

i Disconnect LA a o M Q". fx

Subscribe  Sparkplug Explorer ~ Sparkplug Editor (beta) Scripts  Broker Status  Log

aws/smartKit001/data/report/message - o

User Properties . me Value QL ®51 | Qos? Retsined

Right click to add properties

Content Type | text/plain v
Payload Editor -

{"temp":18.6, "humi":65}

aws i Services | Q Search ®@ & N. Virginia v Herbert v

&2 loT Core

AWS loT X Subscriptions aws/smartKit001/data/report/message
| Pause ‘ ‘ Clear | ‘ Export | ‘ Edit |
Monitor aws/smartKit001/data/report/message D X ‘
Message payload
Connect {
"message”: "Hello from AWS loT console”
Connect one device }

P Connect many devices
» Additional configuration

Test Publish

B Device Advisar

MQTT test client

v .45
Device Location New aws/smartKit001/data/report/message November 09, 2023, 11:45:16 (UTC+0800)

Manage {
"temp”: 18.6,
P All devices “humi®: 65
P Greengrass devices }
DAL oo h
E CloudShell Feedback ©® 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences |

4.3 Client Subscription

As shown below, based on the publication of "MQTT test client" to the Topic, the terminal subscribs to the defined Topic.

After the test client clicks "Publish", the MQTT.fx terminal can receive the message of the subscribed Topic.
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@ MQTT4x - 5.3.0 - Standard Edition

MQTT.fx  Extras Help

Disconnect

Publish m Sparkplug Explorer  Sparkplug Editor (beta) Scripts  Broker Status  Log

toaws/smartKit001/update/message

toaws/smartKit001/update/message

Dump Messages {ISON)

4

[ 0] Topic Filter
LU Unsubscribe )

Mo content in table

MQTT 5

Topics Collector (0)

a‘LV'S_‘ 155 Services

&2 loT Core

AWS loT X

Monitor

» Connection details

You can update the connection details by choosing Disconnect and making updates on the Establish connection to continue page.

@ @

N. Virginia v Herbert v

@ Connected

Connect
Connect one device

P Connect many devices

Test
B Device Advisar
MQTT test client

Device Location New

Manage
B All devices

P Greengrass devices

Subscribe to a topic Publish to a topic

Topic name
The topic name identifies the message. The message payload will be published to this topic with a Quality of Service (QoS) of 0

Q toaws/smartKit001/update/message x

Message payload
{

"message™: "Hello from AWS loT console”

}

» Additional configuration

Publish

Feedback

©® 2023, Amazon Web Services, Inc. or its affiliates.
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@ MQTT4x - 5.3.0 - Standard Edition - pd

MQTT.fx  Extras  Help

[ 7 Disconnect MOTT 5 a0 w

Publish m Sparkplug Explorer  Sparkplug Editor (beta) Scripts  Broker Status  Log

toaws/smartKit001/update/message - | Autoscrol S
toaws/smartKito01/update/message | o Filter it (@D
Dump Messages (SON) | Mute . (QEULISESD | NI & 11:49:16.42556373  toaws/smartKit001/update/message
Topics Collector (0) Scan v toaws/smartKit001/update/message

1
"message”: "Hello from AWS IoT comsole” Qeso

09-11-2023 11:49:16.42556373

Name Value

Mo content in table

Content Type

Payload decoded with Plain Text Decoder

FA. Module Access to AWS IoT

5.1 Example for CAT1&CAT4 Module
The following routines for connecting to AWS loT platform based on Quectel’s CAT1&CAT4 modules are as follows:

>> AT+CEREG? // Check the network registration status of the terminal
>>

>>+CEREG: 0,1 // Successful registration network

>>

>> 0K

>> AT+QENG="servingcell" // Check the network registration status of the terminal
>>

>>+QENG: "servingcell","NOCONN","LTE","FDD",460,11,690843E,314,1850,3,5,5,DF5C,-94,-11,-62,6,34
>>

>> 0K

>> AT+QIACT=1 // Activate PDP

>>

>> 0K

>> AT+CGPADDR=1 // Query the obtained IP address

>>

>> +CGPADDR: 1,"100.69.28.0,36.14.4.91.4.152.81.115.0.0.0.0.0.0.0.1"

>>

>> 0K

>> AT+QPING=1,"a90hm2zbim3d5-ats.iot.us-east-1.amazonaws.com" // PING the endpoint to verify the connectivity

>>
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>> 0K

>>

>>+QPING: 0,"54.172.40.244",32,233,255
>>

>>+QPING: 0,"54.172.40.244",32,234,255
>>

>>+QPING: 0,"54.172.40.244",32,236,255
>>

>>+QPING: 0,"54.172.40.244",32,243,255
>>

>>+QPING: 0,4,4,0,233,243,236

>> AT+QFLST="RAM:*"

>>

>> 0K

>> AT+QFUPL="RAM:cacert.pem",1187,10
>>

>> CONNECT

>>+QFUPL: 1187,2d19

>>

>> 0K

>> AT+QFUPL="RAM:client.pem",1220,10
>>

>> CONNECT

>>+QFUPL: 1220,2a

>>

>> 0K

>> AT+QFUPL="RAM:user_key.pem",1679,10
>>

>> CONNECT

>>+QFUPL: 1679,6568

>>

>> 0K

>> AT+QFLST="RAM:*"

>>

>> +QFLST: "RAM:cacert.pem",1187

>> +QFLST: "RAM:client.pem",1220

>> +QFLST: "RAM:user_key.pem",1679

>>

>> 0K

>> AT+QMTCFG="recv/mode",0,0,1

>>

>> 0K

>> AT+QMTCFG="ssl",0,1,2

>>

>> 0K

>> AT+QSSLCFG="cacert",2,"RAM:cacert.pem"

// Check whether a certificate or key file has been stored in RAM

// Upload the RootCA.pem to the RAM

// The file size must be the same as the certificate size

// Upload the certificate.pem.crt to RAM

// The file size must be the same as the certificate size

// Upload the private.pem.key to RAM

// The file size must be the same as the certificate size

// Check the certificate file and size in RAM

// Configure receiving mode

// Configure MQTT connections in SSL mode

// Configuring the CA Certificate

Herbert Pan —
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>>

>> 0K

>> AT+QSSLCFG="clientcert",2,"RAM:client.pem" // Configure the clientcert certificate
>>

>> 0K

>> AT+QSSLCFG="clientkey",2,"RAM:user_key.pem" // Configure the clientkey certificate
>>

>> 0K

>> AT+QSSLCFG="seclevel",2,2 // SSL authorization mode:server authentication
>>

>> 0K

>> AT+QSSLCFG="sslversion",2,4 // SSL authorized version

>>

>> 0K

>> AT+QSSLCFG="ciphersuite",2,0xFFFF // SSL cipher suite

>>

>> 0K

>> AT+QSSLCFG="ignorelocaltime",2,1 // Ignore authorization time

>>

>> OK

>> AT+QMTOPEN=0,"a90hm2zbim3d5-ats.iot.us-east-1.amazonaws.com",8883 // Open the MQTT SSL connection

>>

>> 0K

>>

>>+QMTOPEN: 0,0

>> AT+QMTCONN-=0,"smartKit001" // Initiate the MQTT server connection
>>

>> 0K

>>

>>+QMTCONN: 0,0,0

>> AT+QMTSUB=0,1,"toaws/smartKit001/update/message",1 // Subscribe to related topic

>>

>> 0K

>>

>>+QMTSUB: 0,1,0,1

>> AT+QMTPUBEX=0,1,1,0,"aws/smartKit001/data/report/message",23 // Publish messages to related topic
>>

>> > {"temp",22.5,"humi",68}

>>

>> OK

>>

>>+QMTPUBEX: 0,1,0

>>

>>+QMTRECV: 0,0,"toaws/smartKit001/update/message",42,"{ "message": "Hello from AWS loT console"}"

>> AT+QMTCLOSE=0 // nitiating MQTT connection disconnected
>>

>> OK
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>>
>>+QMTCLOSE: 0,0

2] L @ & SEHEALE v

“ T aws/smartKit001/data/report/message
| me || = || s || wa
3= aws,ﬂ'smartKltOUT/data,n’reportfmessageO X ‘
EE e
EERHE

b EEESRE

{
"message": "Hello from AWS loT console"

}

il ¥

» Device Advisor b HithEiE
MQTT MitE iz

w0 wav

== ¥ aws/smartKit001/data/report/message November 07, 2023, 14:11:13 (UTC+0800)
v RS
#5a
HIERE ‘ ® FEMEEETETIET.
HpaaseRy
EfFIEST
P Greengrass 2% {"temp”,22.5, "humi"”, 68}
B LPWAN & -

(3 Cloudshell  E=i © 2023, Amazon Web Services, Inc. BEESERENE], BfA &3 Cookie iR

5.2 Example for NB-loT Module(BC660K)

The following routines for connecting to AWS loT platform based on Quectel’s NB-loT modules are as follows:

>> AT+CEREG? // Check the network registration status of the terminal
>>

>> +CEREG: 0,1 // Successful registration network

>>

>> 0K

>> AT+CGPADDR? // Query the obtained IP address

>>

>>+CGPADDR: 0,"10.5.29.72","2409:8d30:0104:02e2:17b5:74f2:a402:e8be"

>>

>> 0K

>> AT+QIDNSCFG=0,"8.8.8.8","8.8.4.4"
>>

>> 0K

>> AT+QPING=0,"a90hm2zbim3d5-ats.iot.us-east-1.amazonaws.com"  // PING the endpoint to verify the connectivity
>>

>> OK

>>

>> +QPING: 0,54.163.74.32,32,336,237
>>

>>+QPING: 0,54.163.74.32,32,354,237
>>

>>+QPING: 0,54.163.74.32,32,394,237
>>
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>>+QPING: 0,54.163.74.32,32,431,237
>>

>>+QPING: 0,4,4,0,336,431,378

>> AT+QSSLCFG=0,0,"cacert" // Upload the RootCA.pem to the FILE system
>>

>> +QSSLCFG: 0,0,"cacert",1187

// The byte size of the indication must correspond to the byte size of the content of AmazonRootCA1l.pem

>>

>> 0K

>> AT+QSSLCFG=0,0,"clientcert" // Upload the certificate.pem.crt to the FILE system

>>

>>

>> +QSSLCFG: 0,0,"clientcert",1224

// The byte size of the indication must correspond to the byte size of the content of xxx-certificate.pem.crt

>>

>> 0K

>> AT+QSSLCFG=0,0,"clientkey" // Upload the private.pem.key to the FILE system
>>

>> ----- BEGIN RSA PRIVATE KEY-----
>> MIIEowIBAAKCAQEA3rCImNdAS6x43he0Zn0hq7BGHrdt3ttljYmTsCVitkcdGX3+

>> cnEBCR2U3DpU1gNrn0D8r8qCJjWbYJwzEbEoFaKi8zHuhLLVuuus

>> --—-- END RSA PRIVATE KEY-----

>>

>> +QSSLCFG: 0,0,"clientkey",1675

// The byte size of the indication must correspond to the byte size of the content of xxx-private.pem.key

>>
>> 0K

>> AT+QSSLCFG=0,0,"seclevel",2 // SSL authorization mode:server authentication

>>

>> 0K

>> AT+QMTCFG="ssl",0,1,0,0 //Enable SSL and configure SSL context/connect index

>>
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>> 0K

>> AT+QMTCFG="version",0,1 //Configure the MQTT version
>>

>> 0K

>> AT+QSSLCFG=0,0 //Query and validate the results of the current configuration
>>

>> +QSSLCFG: 0,0,"seclevel",2

>> +QSSLCFG: 0,0,"sslversion",4

>> +QSSLCFG: 0,0,"dataformat",0,0

>> +QSSLCFG: 0,0,"timeout",90

>> +QSSLCFG: 0,0,"debug",0

>> +QSSLCFG: 0,0,"cacert",1187

>> +QSSLCFG: 0,0,"clientcert",1224

>> +QSSLCFG: 0,0,"clientkey",1675

>> +QSSLCFG: 0,0,"dtls",0

>> +QSSLCFG: 0,0,"dtIsversion",2

>>

>> 0K

>> AT+QMTOPEN=0,"a90hm2zbim3d5-ats.iot.us-east-1.amazonaws.com",8883 // Open the MQTT SSL connection
>>

>> 0K

>>

>>+QMTOPEN: 0,0

>> AT+QMTCONN=0,"smartKit001" // Initiate the MQTT server connection
>>

>> 0K

>>

>>+QMTCONN: 0,0,0

>> AT+QMTSUB=0,1,"toaws/smartKit001/update/message",1 // Subscribe to related topic

>>

>> 0K

>>

>>+QMTSUB: 0,1,0,1

>> AT+QMTPUB=0,1,1,0,"aws/meter001/data/report/message",23,"{"temp",22.5,"humi",68}"

// Publish messages to related topic

>>

>> 0K

>>

>>+QMTPUB: 0,1,0

>>

>>+QMTRECV: 0,0,"toaws/smartKit001/update/message","{ "message": "Hello from AWS loT console"}"

>> AT+QMTCLOSE=0 // nitiating MQTT connection disconnected
>>

>> OK

>>

>>+QMTCLOSE: 0,0
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7%. Troubleshooting Abnormal Issues

1)
2)
3)
4)
5)

6)

If your device fails to connect to the AWS loT platform, please refer to the following troubleshooting advice:

For details, see the procedure and methods in the document.

Check whether your device or module is successfully connected to the radio network.

Check whether your device or module successfully activates PDP and obtains IP address.

Please first verify whether the device data endpoint PING is successful.

Check whether the security policy, including TLS version and cipher suite, matches the module configuration parameters.

Check whether your CA certificate and key files are completely loaded into FILE.
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