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1. Microsoft Azure:
1.1. Create a Free Account
Create a free Azure account in https://azure.microsoft.com/en-gb/free/.
1.2. Enter Azure Portal
Enter Azure Portal via link https://portal.azure.com/#home.
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1.3. Create a Resource Group
a) In the left navigation bar, move your mouse cursor to "Resource groups",
and then click "Create" to
create a resource group.
b) Fill a resource group name in the box after "Resource group".
c) Click "Review + create".
d) Click "Create", and then check whether the resource group has been
created successfully through
clicking "Resource groups" button in the homepage again.
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Microsoft Azure P search resources, services, and docs (G+/)
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Create a resource group
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Resource group - A container that holds related resources for an Azure solution. The resource group can include al the
resources for the solution, or only those resources that you want o manage s a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more (2
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1.4. Create an loT Hub Resource
a) Click the name of the newly created resource group, and then click "Add".
b) Afterwards, there will be a search box indicating "Search the
Marketplace". Input "loT Hub" in the
search box to enter loT Hub page.
c) Click "Create" in loT Hub page.
d) Name your loT Hub in the box after "loT Hub Name", and then click
"Review + create".
e) Finally click "Create" to finish the operation.
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1.5. Get Azure Root CA certificate
The Azure root CA certificates can be got with Google Chrome as follows
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] Certificate ‘ a ] Certificate
General Details Certification Path ’/ﬂm ﬁﬁmh’on Path
Certification path: Bless  ghow: <All> et
(=] DigiCert Baltimore Root
~ip) Microsoft ITTLS CA 4
= Field Value (2}
5 portal.azure.com —
. | |Version v3
S |- |serial number 02000009
ISEI [_|Signature algorithm shalRSA
|- |signature hash algorithm shal
I _|tssuer Baltimore CyberTrust Root, Cy...
Jevic| | [=/valid from Saturday, May 13, 2000 2:46:...
;:-Va\\d to ay, May 13, 2025 7:59:...
Sihiect s CvharTrict Bant Cu
View Certificate
Certificate status:
’Tms certificate is OK.
L
Edit Properties. Copy to File...
oK oK
X X
€ £* Centificate Export Wizard & B Cestificate Export Wizard
Export File Format File to Export

Certificates can be exported in a variety of file formats. Specify the name of the file you want to expart

Select the format you want to use:

e name:
Er\matt\azure \ew_xS09_seifkzureCA, cer

Cancel best Cancel

Or please refer to https://github.com/Azure/azure-iot-sdk-
c/blob/master/certs/certs.c

2. Communicate with Azure via X.509 Self-Signed Certificate

This document takes X.509 certificate as an example. Create customized X.509
certificates using a

third-party tool such as OpenSSL. This technique is ideal for test and
development purposes.
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2.1. Generate X.509 Self-Signed CA Certificate
The X.509 self-signed CA certificate can be generated with OpenSSL

#Generate ca certificate private key (pem file)

openssl genrsa -out mycakey.pem 2048

#Generate the ca certificate sign application file (csr file)

openss/ req -new -key mycakey.pem -out myca.csr -subj

"/C=CN/ST=myprovince/L=mycity/O=myorganization/OU=mygroup/C
=myCA"

#Self-signed ca certificate

openss/ x509 -req -days 365 -shal -extensions v3 ca -signkey

mycakey.pem -in myca.csr -out mycacert.pem

[appesssc04s /app/quectel/azure; 15095e'\f11 Openss'\ genrsa -out mycakey.pem 2048
Generating RSA private key, 2048 bit long modul

53585537 (oxa0001)
[2pp@sB86048 /app/quectel/azure/x509se1f]3 upenss'\ req -new -key mycakey.pem -out myca.csr -subj "/C=CN/ST=miyprovince/L=mycity/o=myorganization/ou=mygroup,/ ChmmyCA"
l[agpiwgasms /app/quectel/azure/x5095e1F13 15 -

ota

“FW=F W=l == 1 app app 1675 Sep 20 11: 16 mycakey pem

—rw-rw-r—— 1 app app 1013 Sep 20 11:2

app@ssasu-m /app/quecte] /azure/ \abese1r]s

anp@ssasﬁg Japp/quectel /azure/x509s5e]f 1

appasB86048 /app/quectel /azure xsogsequ
app@ssabms /app/quectel/azure/x509se1f]3 openss] x509 -req -days 365 -shal -extensions v3_ca -signkey mycakey.pem -in myca.csr -out mycCacert.pem
signature ol

subject=/ C{N ST=myprovince/L=mycity/O=myorganization/Ou=mygroup/CN=myCA
Gerting Priu\(e key
apPASBBE04E /app/ quecte]/azure/x5095e]F
app%SBEISD-IE /app/quectel /azure/ xsogsen‘% 15 -ler
Tota
~rw-rw-r-- 1 app app 1675 sep 20 11:26 mycakey.pem
SrH-ru-r- 1 app app 1013 Sep 20 11:26 myca.csr
app app 1216 Sep 20 11:26 mycacert.pem
[appesaasoda /app/quectel/azure/ xSOQseTH’S []

2.2. Add X.509 Self-Signed CA Certificate
Follow the steps below to add the generated X.509 self-signed CA
certificates into Azure loT Hub.
a) Click the name of "quectel-iot-hub" resource.
b) Click "Certificates", and then click "Add" to add a certificate.
c) Fill the certificate name (mycacert for instance) and then upload the
certificate mycacert.pem.
d) Click "Save" to save the operations.
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2.3. Verify X.509 Self-Signed CA Certificate
Follow the steps illustrated in the chapters below to verify the X.509 Self-

signed CA certificate.
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2.3.1. Generate Verification Code

a) Select "mycacert" certificate.

b) Click "Generate Verification Code".

c) After the "Verification Code" is generated successfully, click "Copy"
button to copy the code to

clipboard.

7 Certificates

All resources | B quectel | Certificates

2.3.2. Generate Verification Certificate
Here are the details about how to generate verification certificate.
#Generate verificationCert.csr

openss/ req -new -newkey rsa.2048 -nodes -subj '/CN= (the
Verification Code Gengrated) /" -keyout ./verificationCert.key -sha256

-days 365 -out ./verificationCert.csr

#Self-signed verificationCert

openssl x509 -req -in ./verificationCert.csr -CA ./mycacert.pem -CAkey
/mycakey.pem -CAcreateserial -out ./verificationCert.cer -days 365 -

sha256

2.3.3. Verify Verification Certificate

a) Click "Upload" button to upload file verificationCert.cer.

b) Click "Verify" to verify the certificate.

c) Click "Refresh" to check whether the verification certificate has been Verified.
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2.4, Generate X.509 Self-Signed Client Certificate
#Generate client certificate private key (pem file)

openssl genrsa -out clientkey.pem 2048
#Generate client certificate sign application file (csr file)

openssl req -new -key clientkey.pem -out client.csr -subj
"/C=CN/ST=myprovince/L=mycity/O=myorganization/OU=mygrou

p/CN=myClient"
#Self-signed client certificate

openssl x509 -req -days 365 -shal -extensions v3 req -CA
./mycacert.pem -CAkey ./mycakey.pem -CAcreateserial -in client.csr

-out clientcert.pem

#verify

openssl verify -CAfile ./mycacert.pem clientcert.pem
#convert PEM to CRT format

openssl x509 -outform der -in ./clientcert.pem -out ./clientcert.crt

2.5. Create X.509 Self-Signed Device
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Please create X.509 self-signed device in Azure IoT Hub as follows:

a) Click "loT devices" and then click "New".

b) Select "X.509 Self-Signed".

¢) Open clientcert.crt to get "Thumbprint".

d) Input "Device ID", "Primary Thumbprint" and "Secondary Thumbprint".
e) Click "Save".

f) Check the creation result.

All resources @ aquectel | loT devices #

o s LBTACTRIY TN R LASTSOAPVMAPEATEL.  AUTMEWTICOTGNTYRL  CLOWE 10 DEVICH MIMAAGE CoUMY

3. Usage of Device Explorer Tool
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The Device Explorer tool can be used to manage devices connecting to

customer's loT hub, for example,

registering a device with customer's loT hub, monitoring messages from the

devices, and sending

messages to the devices.

This chapter describes the usage of the Device Explorer tool which will be used

as Azure server tool.

3.1. Download/Install

The Device Explorer tool can be downloaded from link:
https://github.com/Azure/azure-iot-sdk-cshar
p/releases/download/2019-1-4/SetupDeviceExplorer.msi.
More details about downloading and installation can be reached from link:
https://github.com/Azure/
azure-iot-sdk-csharp/tree/master/tools/DeviceExplorer.

3.2. Configuration
a) Get "Connection string—primary key" from Azure iothubowner, and copy
the connection string to
clipboard.
b) Click the "Configuration" tab in the Device Explorer Twin window, and
then paste the connection
string to the input box of "loT Hub Connection String". After that, click
“‘Update” > “OK” to finish the operation.

¥ .y iothubowner
All resources A quectel | Shared access palicies @
- o
a1 ] o T— - e . = -
¢
= =@
» -

Device Explorer Configuration (Step a)
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Device Explorer Configuration (Step b)

W2 Device Explorer Twin _ o ”
Configuration Manag Data Messages ToDevice Call Method on Device

Actions

| Create | Refresh | Update | Delete SAS Token... Twin Props.

Devices

Toat [i ]

Fiter: |

Use Device Explorer

4. Usage of MQTT.fx Tool

MQTT.fx is a MQTT Client written in Java based on Eclipse Paho. This chapter
describes the usage of the

MQTT.fx tool which will be used as a MQTT client.

4.1. Download/Install

MQTT.fx tool can be downloaded from
http://mqttfx.jensd.de/index.php/download.

4.2. Edit Connection Profiles

® MQTT Broker Profile Settings

Broker Address: {customized hub name}.azure-devices.net

Broker Port: 8883

Client ID: {device_id}

® General

Use the default setting
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@ MOTT - 1.7 - o x

File Extras Help

LIRS Subscribe  Scripts

» - @D oos1 aesz Retsined -

[ Edit Connection Profiles C

Profile Name | quectel-device-x509selt
Profile Type  MQTT Broker - .M

MQTT Broker Profile Settings

Broker Port | 8883

Clent 1D | quectel-device-x509selt | | cenerate

User Credentials  SSL/TLS  Proxy LWT

Connection Timeout | 30
Keep Alive Interval | 60

Clean Session v/
Auto Reconnect

.

MQTT Version v/ Use Default

Clear Publish History

Clear Subscription History

User Credentials

User Name: {customized hub name}.azure-devices.net/{device id}/?api-
version=2018-06-30

Password: no password required.
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File Extras Help

B subscribe  Scripts  Broker Status  Log

» - =3 CEOP o5t Gs2 Retind

|8 Edit Connection Profiles = T

e =23
~ UserCredentials Configuration
SSL/TLS
Select "Enable SSL/TLS" option
Check "Self signed certificates"
CA File: AzureCA.cer
Client Certificate File: clientcert.pem
Client Key File: clientkey.pem
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| Edit Connection Profiles 0O X

AzureDemo

AzureloT Profile Name = quectel-device-x509self

Leslberms Profile Type  MQTT Broker SMOTT
Lokal

M2M Eclipse MQTT Broker Profile Settings

local mosquitto Broker Address | quectel.azure-devices.net

Broker Port | 8883

ClientID | quectel-device-x509self Generate

General User Credentials BEEIFAIEN Proxy LWT

Enable SSL/TLS v Protocol TLSv1.2 -

CA signed server certificate
CA certificate file
CA certificate keystore

®  Self signed certificates

CAFile | E:\Random‘\Azure\1\AzureCA.cer
Client Certificate File | E:\Random\Azure\1\clientcert.pem
Client Key File | E:\Random\Azure\1\clientkey.pem
Client Key Password
PEM Formatted

Self signed certificates in keystores

+ ) Revert oK Apply

[55 AzureCA.cer

[ clientcert.crt

[ clientcertpem

[ clientkey.pem

D mycacert.pem

5 verificationCert.cer

4.3. Send Device-to-Cloud Messages

a) Click "Data" of Device Explorer tool, and then click "Monitor".

b) Click "Connect" of MQTT.fx tool and then input the topic
devices/{device_id}/messages/events/.

Finally click "Publish".

5. Using Azure service on Module

5.1. AT Command Example
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AT+QFLST command will list all the files in cert storage
AT+QFDEL="*" command will delete all files in cert storage
AT+QFUPL="UFS:AzureCA.cer",2818
AT+QFUPL="UFS:clientcert.cer",1258
AT+QFUPL="UFS:client.key"”,1702

AT+QSSLCFG="seclevel",1,2
AT+QSSLCFG="cacert",1,"UFS:AzureCA.cer"
AT+QSSLCFG="clientcert",1,"UFS:clientcert.cer"
AT+QSSLCFG="clientkey",1,"UFS:client.key"
AT+QSSLCFG="session_cache",1,0

AT+QMTCFG="ssl",0,1,1

AT+QSSLCFG="ignorelocaltime",1,1
AT+QICFG="tcp/keepalive",1,1,25,3

AT+QMTCFG="version",0,4

AT+QMTCFG="will",0,0,0,0

AT+QMTCFG="timeout",0,5,3,0

AT+QMTCFG="session",0,1

AT+QMTCFG="keepalive",0,60

AT+QMTCFG="recv/imode",0,1,1

AT+QMTOPEN=0,"mylotquectel.azure-devices.net",8883
AT+QMTCONN=0,"quectel-device-x509self","mylotquectel..azure-
devices.net/quectel-device-x509self/?api-version=2018-06-

8 Device Explorer Twin — O *
Configuration Management Data  Messages To Device Call Method on Device

Manitoring

Event Hub: |CIU9€T-9| ‘

Device ID: | quectel-device-xb09self

Start Time: |]04/18/2021 194551 - |
Consumer Group:  $Default [] Enable
Monitor Cancel [] Show system properties

Event Hub Data

2021/4/18 20:58:58> Device: [quectel-device-x509self, Data:[123456/59] |
2021/4/18 20:59:14> Device: [quectel-device-xb09self] W
I

30"
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