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—. tH3X15%BB (Foreword)

1.1 EHSH (Suitable Condition)

T El/Tools I kR4S /Manufacturer Revision & AELE 2B /Applicable Module Type
Coolwatcher AT+CGMI/RDA_89xx BC25/BC32/BC35-GR/BC95-B5R/BC95-B8R/BC65/BCI2

1.2 #8XTF%% (Related to Download)

https://quectel123-my.sharepoint.cn/:u:/g/personal/ae-

Coolwatcher )
fae_dom_quectel_com_cn/EUj4DJBPD9VJrsdRa-DulFYBTcNyLMrxoyulEQgTvGShTA?e=QAqe4H

1.3 18&&IE (Device Connection)

INEHELHE e RE A BRI RIEIHRBH T, BINSE NEERITTUER Coolwatcher FHEX log; iR, i@IMR

ABIE BC65/BCI2, Tx/Rx 5 TTL_Tx/TTL_Rx TR Y, EIERIH;

If the module has been welded or debugged separately, it is recommended that you connect to the Coolwatcher and grab

the log as shown below. Note that the BC65/BC92 for overseas type, Tx/Rx and TTL_Tx/TTL_Rx directly connect, do not need

to cross;

DBG_TXD
DBG_RXD
ND

DBG_TXD -> TTL:RX
DBG_RXD -> TTL:TX
GND - TTL:GND

Coolwatcher
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DBG_TXD -> TTL:RX
DBG_RXD -> TTL:TX
GND - TTL:GND

Coolwatcher
BC35GR

BC95B5R

DBG_TXD - TTL:RX
DBG_RXD - TTL:TX
GND - TTL:GND

Coolwatcher

o
>
o
(L]
(=]
o

DBG

ANER{EFE RDA TRAAXTRIAY TE-B, B1E "IRFBEIRES—Im[" FEEE A COM ix[(XR21V1412 USB UART ChB);
If TE-B corresponding to RDA module is used, from “Device Manager - Ports” to select the second COM port(XR21V1412

USB UART ChB).
—. Coolwatcher &% (Installation)

Coolwatcher L%, MBIERFEN T {f H ; 7E \cooltools-win32_custom_P3.R2.0.0005 BHRX T, =17

coolwatcher_debughost.exe.

Coolwatcher is installation-free and can be used after decompression. Run coolwatcher_debughost.exe in the \cooltools-

tJ
coolwatcher_de
bughost

win32_custom_P3.R2.0.0005 path.

Coolwatcher icon
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=. Coolwatcher #&E#% (Connection)

EEIR R, BT FH O UART KIX1E<S ATATRACECTRL=1, {§8E Debug it ; EISUMEN Log [, 11T ATATRACECTRL=0
xi7;

Before connecting the device, run the ATATRACECTRL=1 via the main UART to enable debugging output. After capturing logs,

to run ATATRACECTRL=0 to disable debug output.
ATATRACECTRL=1

Mt EIR Coolwatcher BliR, AR FEFIRECER, Profiles EHE “8910", lastcomport IEIEXTMAY debug
port, BJAJ;

Click the Coolwatcher icon above, and then the configuration window as shown below pops up. Select "8910" for Profiles

and the corresponding Debug port for lastcomport,then to click ”OK";

@ P3.R2.0.0005 by 2020-07-23

7 X

Profiles The following list displays the pairs of key/values contained in each of the available profiles.

B908L Five of them are mandatory :

8909L_fpga

[[8910 * softDir : basic directory of your software environment.

Blank * hardXmd : root XMD file describing the hardware memory map of the chip.
* softXmd : root XMD file describing the software memory map of the target's code.
* project : name of the project you're working on.
* mainScript : main ruby script. Put 'CoolWatcher/cwuserrb' if you're puzzled.

Key Value "
chipDie 8910
elfdumpSetting chipgen/Maodem2G/toalpool/map/elfdump/8910.ml
gdbExe E:/NB_Firmware/EC200UCNAAROTA04MOB/EC200UCNAARD1A04MOB/8915DM _catl_EC200UCNAAROTAD4MOB.pac
lastBlueScreenDumpDirName BlueScreen
lastBlueScreenDumpMode  STUB_PERI
lastElfFileName E:/NB_Firmware/EC200UCNAARO1A04MO08/EC200UCNAARO1A04M0O8/8915DM _catl.elf
lastElfForDebug E:/NB_Firmware/EC200UCNAAROTA04MO8/EC200UCNAARODTA04MO8/8915DM _catl.elf
lastFlashProgForFastpf E:f???/cooltools-win32_custom_P3.R2.0.0005/chipgen/Modem2G/toolpool/plugins/fastpf/flash_programmers/h...
lastLodForRomburn
|lastParsePrfForRecord Ei/LOG/day0409.prf
pathToGDB ../eygwin/coolgdb/bin
restartAfterCrashDump 0
New tracerSetting rbbase/common/plugins/tracer/default2g.ini \ o

PINERRE R FTERNES.

The message shown below is output after the device is successfully connected.
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# CoolWatcher Developer with profile 8910

File View Plugins Chip Flash Tools Help
CIUNER "I U

Main
Ruby Script  General Desc HWLb SWlLib

& X | Buffer Watcher & X

Regroup [] 32 [] 16 @[] Auto |Poll

Address | 0x Size

include CoolWatcher
" /rbbase"”

» . /rbbase/common”

$LOAD_PATH /Tools/cooltools-wind2_custom P3.R2.0.0005/profiles”
> load 'CoolWatcher/cwuser.rh'

[Project set to 8803 for [CTEB51]]

Loading common plugin BufferProfile...

Loading common plugin disassembly. ..

Loading common plugin flamulator. ..

Loading common plugin keypad. ..

Loading common plugin tracer...

Loading plugin Calib...

Loading plugin cwmodemZggui. ..

Loading plugin fastpf...

Loading plugin romburn. .. iEEEER

ening Chip on COM43

oV v v

° Connection $CURRENTCONNECTION (CCM43) opened (#CURRENTCONNECTICN) .

||° Connection RegWatch Connection (COM43) opened.

||° Connection Event Sniffer (COM43) opened.

||° Connection BufWatch Connection (CCM43) opened.

Done .

° [COM OPEN CK]

Event sniffer (re)starting. (Connection: Event Sniffer (COM43))
Loading profile script : 8510.rb
OR: CONNECTION BROKEN?

FEIEIM=IEEE "Plugins—Activate Tracer” SN TNERT/R, 1THHEIREFEO;

Select "Plugins—>Activate Tracer" from the menu bar, as shown below, and open the log trace window.

# CoolWatcher Developer with profile 8310

File View | Plugins Chip Flash Tools Help

th | ¥ Activate BufferProfile
Main Activate Flamulator

Ruby Script SRl =T SW Lib

& X Buffer Watcher & X

Address | Ox Size

Regroup [] 32 [] 16

@[] Auto | Pall

Activate CalibrationTool

* include K
* 5LOAD_PA| Activate RomBurn

= $LOAD PAIH™= T IDDESE CONmOT

= 05/profiles”

$LOAD_PATH /Tools/cooltools-win32_custom P3.R2.
> load 'CoolWatcher/cwuser.rb'

[Project set to 830% for [CTES511]

Loading common plugin BufferProfile...

Loading common plugin disassembly. ..

Loading common plugin flamulator. ..

Loading common plugin
Loading common plugin
Loading plugin Calib...
Loading plugin cwmodemZggui. ..
Loading plugin fastpf. ..
Loading plugin romburn...
Opening Chip on COM23...

||° Connection $CURRENTCONNECTION (COM43) opened ($CURRENTCONMECTION) -

||° Connection RegWatch Connection (COM43) opened.

||° Connection Event Sniffer (COM43) opened.

”o Connection BufWatch Connection (COM43) opened.

Done .

° [COM OFEN OK]

Event sniffer (re)starting. (Connection: Event Sniffer (COM43))
Loading profile script : 2510.rb

EVENT SNIFFING ERROR: CONNECTION BROKEN?

NT SNIFFING RESURRECT
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#® CoolWatcher Developer with profile 8310
File View Plugins Chip Flash Tracer Tools Help

CIUREN "N U
Main & X Buffer Watcher & x

Ruby Script  General Desc  HWLb  SWlLib Address Siza Regroup [] 32 [] 16 [ 8 5[] Auto |Poll

include CoclWatcher @
$LOAD_DATH << ™.

$LOAD_PATH
$LOAD_FATH <=

> load 'CoolWatcher/cuwuser.rb'
[Project set to 880% for [CT88511)
Loading common plugin BufferProfile...
Loading common plugin disassembly. ..
Loading common plugin flamulator. ..
Loading common plugin keypad. ..
Loading common plugin tracer.. .

=
>
=
=

Trace tool

reEE DS I3

Index Received Tick Level

Description

FEETU=IESE “Tracer—Set Trace levels” BN FERFE R, EFFAERERE, HENAME “Save Pcap” ;

’

Select "Tracer->Set Trace Levels" from the menu bar, or select all log types, and to select "Save Pcap". Then to click OK;

@ CoolWatcher Den profile 8910 - x
CIUREN "N U

Main & X Buffer Watcher 8 X

. . [— O D — = =
Ruby Script ~ General ~ Desc  HW Lib ©[] Auto |Poll
# Set Trace Levels ? X

* include CoolWatcher

= LOARD PRTH << " _/rbbase"

= $LOAD_PATH ./rbbase/comman® [0 )(None) Ci SR e

* $LOARD_PATH << "E:/Tools/cooltools-win

Bin trc

Row Limit  |500000 5

> load 'CoolWatcher/cwuser.rb'
[Project set to §30% for [CTES511]
Loading common plugin BufferProfile...
Loading common plugin disassembly. ..
Loading common plugin flamulator. ..
Loading common plugin keypad. ..
Loading common plugin tracer.. .

Trace tool DB file name |/2gTraceDB/traceDb.yaml| | g x
e EED - Auto reapply trace levels on reset o
Index Received Tick [ Tick in flow ID 0x80

Receive Event

(one )
(None )
Al

Save \ Ck Cancel

TEILIIA=r%E "Tracer—Start Tracer/Stop Tracer” B4 NEIFER, FHARERHEEISIEIRER;

Choose "Tracer->Start Tracer/Stop Tracer" in the menu bar, or the icon as shown below, to Start tracing logs or Stop tracing.
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¥ CoolWatcher Developer with profile 8910 - X
Fle View Plugins Chip Flash Tracer Tools Help
CIUNEN I U
Main & X | Buffer Watcher & X
Ruby Seript ~ General Desc HWLb SWLib Address | 0x Size Regroup [] 32 [] 16 8 @[] Auto |Poll
> include CoolWatcher 2
> $LOAD_PATH . /rbbase”
> $LOAD_FATH /rbbase/cormon™
> $LOAD_DATH /Tools/eooltools-windZ_custom P3_RZ.0.0005/profiles™
> load 'CoolWatcher/cwuser.rk’
[Project set to B80% for [CTEAS51]]
Loading common plugin BufferProfile. ..
Loading common plugin disassembly. ..
Loading common plugin flamulator. ..
Loading common plugin keypad...
Loading common plugin tracer... v
Start
Tracgstool Stop & X
rEERED O
Index Received Tick Level pescription L)
5244 14:17:37.161 ELEEL] Longterm: SNR 12, signal 12, noise -7, Md @, Cnt @, Tirto 1248, @x38208=2,8x38208=18363,0x38204=50376
5245 14:17:37.172 38624 Longterm: SNR 12, signal 12, noise -7, Md @, Cnt @, Tirto 1248, @x38208=2,8x38208=18363,0x38204=50376
5246 14:17:37.172 38788 Longterm: SNR 18, signal 12, noise -7, Md @, Cnt @, Tirto 1248, @x38208=2,2x38208=18363,8x38204=50376
5247 14:17:37.182 38788 Longterm L1IF_FINE_TM_RSP: ssTmErr=-13, adjTimeErr=e, usSfn =893, ucSf =8, adjcnt = 255
5248 14:17:37.182 38952 Longterm L1IF_AFC_CAL_RSP: ssafcval=6, adjFreqErr = @, count = 76 255 255, usSfn = 894, Calbur = 4, AGC -71
5249 14:17:37.187 38952 Longterm: SWR 18, signal 12, noise -7, Md @, Cnt @, Iirno 1248, @x32208-2,@x38208-18363,8x38204-50376
5258 14:17:37.191 31066 DL: MEAS_SPECIAL_COM_CFG, func=2, SssGenen=@, Mibsenen=e, pbchrayload[e]-exes
5251 14:17:37.202 31116 Longterm: SWR 18, signal 12, noise -7, Md @, Cnt @, Iirno 1243, @x38208-2,8x392C3-18363,0x38204=50376
5252 14:17:37.202 31279 Longterm: SWR 18, signal 12, noise -7, Md @, Cnt @, Iirno 1243, @x38208-2,8x392C3-18363,0x38204=50376
5253 14:17:37.202 31288 TIMING(rRX_GLE_CNT,rTX_GLB_CNT,rTX_RF_DELAY):(@x85e9,8xc5e9,8x12f@)
5254 14:17:37.211 31296 DL: L1IF_RS_SF_CFG(896,9), cur @x3df, next exldf
5255 14:17:37.212 31443 Longterm: SNR 18, signal 12, noise -7, Md @, Cnt @, IirNo 1248, ©x38208=2,8x382(8=18369,8x382(4=50376
5256 14:17:37.222 31442 Longterm L1IF_FINE_TM_RSP: ssTmErr=-13, adjTimeErr=2, usSfn =837, ucSf =&, adjCnt = 255
5257 14:17:37.222 31587 Longterm L1IF_AFC_CAL_RSP: ssAfcvals=6, adjFreqErr = @, count = 77 255 255, usSfn = 898, Calbur = 4, AGC -71
5258 31508 Longterm: SNR 12, signal 12, noise -7, Md @, Cnt @, Tirto 1248, @x38208=2,8x38208=18363,0x38204=50376

Longterm: SNR 18,

4. BERTE (Save Log)

4.1 BE{#TFE(Auto Save)

TEIRIA=HIERE “Tracer—Set Trace levels” |, E{AI FEFTRENR, QAiEENRT, FIREFRFERRZR;, BABFRRT log

&4 \cooltools-win32_custom_P3.R2.0.0005\logs; EH\cooltools-win32_custom_P3.R2.0.0005\logs\cap TR1FEA Pcap

A5

Select "Tracer->Set Trace Levels" in the menu bar, or the icon as shown below, select Auto Save, and Set the save path. By

default, log path \coolTools-win32_custom_p3.r2.0.0005 \logs; Where \ cooltools-win32_custom_p3.r2.0.0005 \logs\cap is

saved as Pcap file;

— Herbert Pan —
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— *
CIUNEN I U
Main & X Buffer Watcher g X
Ruby Script ~ General = Desc = MalLie | curih add v Siza |22 Bearnun[1 22 [ 16 [l & @[] Auto |Poll
N @ Set Trace Levels 7 >
> include CoolWatcher
> *_/rbbase”
> /rbbase/comm| Auto Save Trace
> ) :/Tools/cool
> load 'CoclWatcher/cwuser.zb' Bin
[Froject set to 8803 for [CTEH
Loading common plugin BufferPr| Split Size KB
Loading common plugin disassen]
Loading common plugin flamulat Directory |logs
Loading common plugin keypad..
N ; .
Row Limit 00000 -
Trace tool I Wone | g X
DB file name |/2gTraceDB/traceDb.yaml| |-
rOEEPD - Auto reapply trace levels on reset o
Index Received [ Tick in flow ID 0x80 fal
37425 14:20:22.841  § N
ceive Even
37436 14:20:22.841  §
37487 14:20:22.841 q Save Pcap
37488 14:20:22.842  §
37489 14:20:22.842  §
37490 14:20:22.842  §
37491 14:20:22.842  §
37492 14:20:22.842
37493 14:20:22.842
37454 14:20:22.842
37485 14:20:22.851  §
37496 14:20:22.851  §
37457 14:28:22.%68  §
37438 14:20:22.871  §
37459 14:20:22.871  §
Load Cancel
37500 14:20:22.881 “
< >
4.2 Fg
.2 FrFRIFE(Manual save)
AV \_J_\ 22 \5‘6 52 I ” \ﬁ \_J_ o L3 .
RTLABISIET =it “Tracer->Save Trace”, EGiEIY NEFRIZURTE,
“ ”
You can also choose“Tracer->Save”Trace from the menu bar, or Save the log as shown below.
¥ CoolWatcher Developer with profile 8310 — X
File View Plugins Chip Flash Tracer Tools Help
th b R ah T8
Main & X Buffer Watcher 8 x
Ruby Script ~ General Desc HWLb SWlib Address | 0x Size Regroup [] 32 [] 16 @[] Auto |Pall
= include CoolWatcher D
= $LOAD_PATH *_/rbbase”
> $LORD_DATH frbbase/common”
= 3LOAD_PATH :/Tools/cooltools-win3Z_custom P3.R2.0.0005/profiles”
> load 'CoolWatcher/cwuser.rb'
[Project set to £80% for [CTES51]]
Loading common plugin BufferProfile...
Loading common plugin disassembly. ..
Loading common plugin flamulator. ..
Loading common plugin keypad. ..
Loading common plugin tracer... ¥
Trace tool Save Log 8 X
8 EED S |
Index Received Tick Level Description "~
37485 14:20:22.841 57976 MLIC_MEAS: RSRP CFG @, MeasType &
37486 14:20:22.841 57979 Longterm LLIF_AFC_CAL_RSP: ssafcval=-1, adiFregerr = @, count = 255 3255 255, ussfn = 51, CalOur = 4, AGC -71
37487 14:20:22,841 57979 Longterm: SNR 15, signal 12, noise -3, Md @, Cnt 8, TirNo 1243, @x302D8=2,8x382CB=18369,0x30204=50469
37488 14:28:22,842 57982 err curState and optype 2 44ed
37489 14:28:22,842 57982 8sn28_28@setRrcMemory v_ssn_memStartIndexRrc 8, v_asn_memIndex &
37450 14:28:22.842 57982 errce3_21EL1_IDLE_MEAS_RESULT_IND
37431 14:28:22.842 57983 errc33_182isIdlevieasResultvalid
37433 14:20:22.842 57984 errc33_1@1savehblteFreqreasResult
37454 14:20:22.842 57985 asn28_lefreeallRrcMemory v_asn_memStartIndexRrc @, v_asn_memIndex @
37495 14:20:22.851 58135 Longterm: SNR 14, signal 12, noise -3, Md @, Cnt @, IirNo 1248, @x39208-2,0x382CB-18369,0X302C4-50469
37496 14:20:22.851 58299 Longterm: SNR 15, signal 12, noise -3, Md @, Cnt @, IirNo 1248, @x39208-2,0x382CB-18369,0X30204-50469
37497 14:20:22.868 58299 Longterm L1IF_FINE_TM_RSP: SSTWEPr=7, adjTimeErr-e, ussfn =53, ucsf -8, adjnt = 255
37498 14:20:22.871 58462 Longterm: SNR 15, signal 12, noise -3, Md @, Cnt @, IirNo 1248, @x30208-2,0x382CB-13369,0X302C4=50469
37499 14:20:22.871 58626 Longterm LLIF_AFC_CAL_RSP: ssafcvel=-2, adiFregerr = @, count = 255 3255 255, ussfn = 55, CalOur = 4, AGC -71
37500 14i20:22.881 58627 Longterm: SNR 15, signal 12, noise -3, Md @, Cnt @, Iirho 1242, @x30208=2,8x382CB=18369,0X30204=50469 v
< >
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. ERSARA (Common Analytical Application)

5.1 LOG & A (Import Log)

BEI&E F3 Notepad++8f, Ultrakdit XI3KENEY Log BRSO T ; 2T LUEIY Coolwatcher SN Log, A1 If=174%E Tracer

—Load trace(bin)”, FEIEXIRAY xxx.bin 3Z{4;

Currently Notepad++ or UltraEdit is commonly used to view or analyze the Log;You can also import logs using Coolwatcher;

On the menu bar, choose “Tracer->Load Trace (bin)” and select the corresponding xxx.bin file.

#® CoclWatcher Developer with profile 8310 x
File View Plugins Chip Flash | Tracer | Tools Help
th b HR e T A Start Tracer
Main Stop Tracer & X Buffer Watcher 8 X
Ruby Script  General  Desc Clear Trace Address | Size Regroup [] 32 [] 16 8 @[] Auto |Pell
= include CoolWatcher Clear Search ~
> $LORD PRTH << "./rbbase" B
)_] »
= $LOARD PRTH /rbbase/commc ShOWfH\dE
> $LOARD_PATH /Tools/coolt 0005/profiles™
> load 'CoolWatcher/cwuser.zh' Set Trace Levels ..
[Project set to 820 [CTe3¢ Reapply Trace Levels
Loading common plugin BufferPrc
Loading common plugin disassenk Reload DB
Loading common plugin flammlatc Load Settings
Loading common plugin keypad. ..
Loading common plugin tracer. . Save Settings v
Load TFG
Trace tool & X
Save TFG
> 8= B i
BER Load Trace (bin)
Index Received Save Trace (binftrd) pescription ~
1 15:43:28.724 59937 T—— Longterm: SNR 17, signal 12, noise -6, Md @, Cnt @, IirNo 1248, ex3@200=2,0x382C8=18369,0x302C4=50459
2 15:43:28.724 sale1 Longterm: SNR 17, signal 12, noise -5, Md @, Cnt @, Iirko 1248, @x32200-2,8x¥382C8-18369,8X30204-50453
3 15:43:28.724 68181 TIMING(rRX_GLE_CNT, FTX_GLE_CNT,FTX_RF_DELAY) : (BX857 ,8XC5E7,8X12F8)
4 15:43:28.724 58264 Longterm: SWR 17, signal 12, noise -5, mMd @, Cnt @, IirNo 1248, @x38208=2,8x3082(8=18369,8X30204=50469
5 15:43:28.724 68265 Longterm L1IF_FINE_TM_RSP: ssTmErr=7, adjTimeErr=e, usSfn =455, ucsf =8, adjcnt = 255
3 15:43:28.724 cas28 Longterm: SNR 17, signal 12, noise -6, Md @, Cnt @, Iirko 1248, @x32200-2,8x382C8-18369,8X302C4-50453
7 15:43:28.724 cas92 Longterm L1IF_AFC_CAL_RSP: ssafcval-1, adjFreqErr = @, count = 255 255 255, usSfn = 467, Calbur = 4, AGC -71
H 15:43:28.724 68593 Longterm: SNR 17, signal 12, noise -6, Md @, CNt @, Iirho 1248, @x38208=2,8¥382(8=18369,8X382(4=50469
£l 15:43:28.724 68756 Longterm: SNR 17, signal 12, noise -5, Md @, Cnt @, IirNo 1248, @x38208=2,8x382(8=18369,Bx382C4=50459
18 15:43:28.724 658928 Longterm: SNR 17, signal 12, noise -5, Md @, Cnt @, IirNo 1248, @x32208=2,8x382C8=18359,8x38204=58459
11 15:43:28.724 68320 Longterm L1IF_FINE_TM_RSP: ssTmErr=7, adjTimeErr=e, ussfn =259, ucSf =8, adjcnt = 255
12 15:43:28.724 cless Longterm: SNR 17, signal 12, noise -6, Md @, Cnt @, Iirko 1248, @x32200-2,8x382C8-18369,8X302C4-50453
13 15:43:28.724 61247 Longterm L1IF_AFC_CAL_RSP: ssafcval-e, adjFregerr - @, count = 255 255 255, usSfn = 471, CalOur = 4, AGC -71
14 15:43:28.724 s1248 Longterm: SNR 17, signal 12, noise -6, Md @, CNt @, Iirho 1248, @x38208=2,B8X382C8=18369,8X38204=50469
15 15:43:28.724 61411 Longterm: SWR 17, signal 12, noise -5, mMd @, Cnt @, IirNo 1248, @x38208=2,8x3082(8=18369,8X30204=50469
16 15:43:28.724 61575 Longterm: SNR 17, signal 12, noise -5, Md @, Cnt @, TirNo 1248, @x32208=2,8x382C8=18359,8x38204=50459 "
< >

5.2 LOG iHjE(Filter Log)

Coolwatcher F Log IS NEIFR, WMINTIRXEFEEZERT, IFERAREL " ENSIDIE,

Coolwatcher Log filter as shown below, input filtering keywords then press Enter,and support the use of a single vertical bar

"|" the regular filtering;
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- X
CHUNE "1 e
Main & X Buffer Watcher 8 X
Ruby Script ~ General Desc HWLb SWLb Address | 0x Size Regroup [] 32 [] 16 @[] Auto |Poll
» include CoolWatcher @
= = "_/rbbase"
> ./rbbase/common™
= ) ] /Tools/cooltools-win32_custom P3.R22.0.0005/profiles”
> load 'CoolWatcher/cwuser rh’
[Project set to 880% for [CT88511)
Loading common plugin BufferProfile...
Loading common plugin disassembly. ..
Loading common plugin flamulator...
Loading common plugin keypad...
Loading common plugin tracer. .. v
Trace tool input keywords then press Enter 8 x
e EED - [ ‘Eventr|nas\servingceH | ‘D’
Index Received Tick Level Description ~
1 15:59:27.348 45437
2 15:59:27.348 45441 NAS fsmmmc mmc curS 1, curS 1, pres 1, opT @x@@ee1732
3 15:59:27.348 45242 NAS:mmcB2_g1MOBI_SAP_BINARY_READ_CNF: index=ex@125, len=1
4 15:59:27.348 45245 MOBI_SAP_BINARY_READ_CNF Data:5@
5 15:59:27.348 45447 Nas:sdb plmnstoretpplmnTimer: timerInterval-ge. HolmnTimerLen-gc4eeeees ¥
< >
Index Received Tick Level pescription L)
231 15:59:27.342 48367 NAS fsmmmc mmc cursS 1, curS 1, preS 1, opT @x@eeel72s
232 15:59:27.342 48367 NAS: mmce2_@3MOBI_SAP_RECORD_READ_CNF: index=Ex@171, rechNum=1, len=18@
234 15:59:27.342 4z328 NAS:sdb_simStoreEpshsc: invalid nas sec cix!
235 15:59:27.342 4z328 NAS:mmcIE_l@lreadoptiontardFile: optionalCardFile-2x@eeeesns, index=369
236 15:59:27.342 4z328 NAS:mmcIE_194RestoreTimerBakupInfo: duration=
237 15:59:27.342 48381 NAS:esmll_7SrecoverT3336: num=8, duration=@, powernon=1
238 15:59:27.342 48381 NAS:mmc39_glcreateEMM_STATUS_REQ: status=12
241 15:59:27.342 48386 NAS:mmcS6_g3traceInformation
242 15:59:27.342 48386 Mas:sdb_plmnTracerlmnListInfo: EhplmnNum=5, HplmnWacthum=e, uplmnhum=2, OplmnNum=%, FplmnNum=2 v
< >
[—] ‘j-: = . .
5.3 =R F(Common filtering keyword)
Camp Cell cell search|Servcell frequency|ServingRSRP
AT Command AT CMDO
NAS/AS message EventReport| NAS:data
. AT CMDO | RAB:rab03 | NAS:esm03 | NAS:esm11|NAS:esm10| NAS:emmOO0 | EventReport|NAS:data
Data Analysis
|errc06_26|errc00_32|cpDataCnfCount|CFN:
1 AT CMDO|RAB:rabO3|NAS:esm03|NAS:esmll|NAS:esml0|NAS:emm00|EventReport |NAS:data|errc06_26|errc00_32|cpDataCnfCount |CFN: igt:}g%':fﬁ
HEER - (LERIER) =
[0x30c0] [D] ATEN/I CMDO line: AT+QISEND=0,10,"helloworld" A
[0x30cl] [D] ATEN/I CMDO run +QISEND type=0 param=0,10,"helloworld"
[0x30c7] [D] : RAB:rab03_l9ocreateRABMESM DATA REQ Ebi[5] |Sn[29]|FreePdu[00000000]
[0x30c7] [D] ¢ NAS:esm03_OSRABMESM DATA REQ: ebi=5, pti=0, sn=23, datalen=50, rai=0, exceptionData=0
[0x30c7] [D] 78getCpUpliot: cpOnlyIndiFlag=1
[0x30c7] [D] H _T9sendUlCpData: datalen=50, rai=0, sn=2%, typeCflata=0, cplataReqCount=30, cpDataCnfCount=2%
[0x30c7] [D] : NAS:esmll T79sendUlCpData: datalen=50, rai=0, sn=29, typeOfData=0, cpDataReqCount=30, cpDataCnfCoun
[0x30c7] [D] esmll_36assembleEsmDataTransfer: ebi=5, pti=0, rabmDatalLen=50, relAssistInd=0, sn=2%
[0x30c7] [D] H _llcreateEMMESM DATA REQ: MessageType=UOxeb, sn=238
[0x30c8] [D] i NAS:emm00 1SEMMESM DATA REQ: cur5=0x07, msgType=0Oxeb, length=€l, sn=29
[0x30c8] [D] : EventReport: NAS Send ESM DATA TRANSPORT
[0x30c8] [D] H emm00_1SEMMESM DRTA REQ: OP_EMMAS DATA REQ, emmMsgSn=36
[0x30cS] [D] H data (55 bytes): 5200eb003245000032001d0000ff06afe76466dbo1ldcb4efd4e7861£7a0000245c8f5c223550185a004bce000068656cocEETTEE726C64
[0x30c8] [D] : NAS:data (€l bytes): 2708683el4225200eb003245000032001d0000£f06af67€466db51dcbd4efd4e7861£7a000024fc8£5c223950185a004bce000068E656cEcELTTELT2E6cEL |
[0x30d0] [D] i =zzc06 DeEMMAS DATA REQ NS decoderaTBEITNASIEE

[0x30d0] [D] :
[0x3040] [D] :
[0x30d1l] [D] H
[0x30d4] [D] ATEN/I :
[0x30d4] [D] ATEN/T : CMDO set line mode

[0x30d5] [D] ATEN/T : CMDO info text len=7: SEND OK

[0x3aB85] [D] ¢ CFN: epdc_creat CPDCP_DATAR CNF, cfn sn[3€]

[0x3aB&] [D] 00 2Z1EMMAS DATA CNF: emmMsgSn=36, v_cnfNUm=1

[0x3aB€] [D] 110_15reateRABMESM DRTA CNF: ebi=5, transStatus=0, sn=29, cpDataRegCount=30, cpDataCnfCount=30
[Ox3aB€] [D] NAS:esml0_lS5reateRABMESM DATA CNF: ebi=5, transStatus=0, sn=2%8, cpDataRegCount=30, cpDataCnfCount=30

errc Send UL INFORMATION TRANSFER (&3 bytes): 303d2708683el4225200sb003245000032001d0000ff06afeTe466db51dchb4efd4e7861£7a000024Ec8E5C
CMDO CK

HAS: emm

[0x3a87] [D] : RAB:rab03 23createRABMAPI DATA CNF,5,0,0.
[0x3b31] [D] : EventReport: errc Recv DL INFCMATICN TRANSFER (54 bytes): 040ccS5d2dSeSel88d4£03ac00all4l000alal450001cE81la51e772d3bi51915b6d447deb521a3d7088e40000
[0x3b32] [D] [ WAS:data(51 bytes): 274b575786235200eb002845040028661140007206547%dcb4efd46466db511f7aeT868£5c22350000250650100401c1£50000 |

[0x3b33] [D] : NAS:data (45 bytes): 5200eb0028450400286811400072069479dcb4efd46466db511f7aeT7868f5c22390000250650100401c1£50000 decoderﬂ'?_ﬁﬁ-NAS;“%"%
[0x3b33] [D] : EventReport: NAS Recv ESM DATA TRANSPORT

[0x3b34] [D] : NAS:esm03_O2EMMESM DATA IND: MessageType=235, PTI=0,EBI=S

[0x3kB34] [D] i HAS:esml0_lSreateRABMESM DATA IND: ebi=5, datalen=40

[0x3b34] [D] H rab03_22createRABMAPTI DATA IND
rox10dsl D1 ATEN/I : AT CMDO line: AT+0ISEND=0.10."helloworld"” i
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5.4 & Pcap(Output Pcap)

It LR " Tracer — Set Trace levels” FF A 3% " Save Pcap " ; ERIA R F & 12 . \cooltools-

win32_custom_P3.R2.0.0005\logs\cap; Pcap MA4RTLUEIT Wireshark XIEHERZ B/ TOMT;

Select "Tracer-»Set Trace Levels" from the menu bar, and to select "Save Pcap". Then to click OK; Pcap Default save

path\cooltools-win32_custom_P3.R2.0.0005\logs\cap; Pcap can be analyzed using Wireshark for data interaction.

M \og_pubendyn_-1_220504-160837.pcap - x
fle Edit View Go Capture Analyze Statisics Telephony Wireless Tools Help
PLEEC RE_===7F35Eaaan
[N ]#eply = display filter = <Cirl/> ME;
Wa. Time Sewrce Destination Frotocel  Length Fayload Info
1 2022-85-04 16:08:37.060000 10.163.3.289 211.136.17.1687 DNS 73 Standard query @x3aca A www.baidu.com
2 2022-85-04 16:08:37.501600 211.136.17.107 10.163. 1DNS 132 Standard query response @x3aca A wwmw.baidu.com CNAME www.a.shifen
3 2022-85-84 16:08:37.568000 10.163.3.209 39.156. ¢ T IcMe 66 Echo (ping) request id=8x@@02, seq=1/256, ttl=255 (reply in 4)
4 2022-05-04 16:08:37.789908 39.156.66.14 10.163.3. ICMP 66 Echo (ping) reply  id=8x@802, seq=1/256, ttl=52 (request in 3)
5 2022-85-04 16:08:37.918000 10.163.3.209 39.156. P 56 Echo (ping) request id=8x@083, seq=2/512, ttl=255 (reply in 6)
6 2022-85-04 16:08:38.139000 39.156.66.14 10.163.3. P 56 Echo (ping) reply  id=8x@083, seq=2/512, ttl=52 (request in 5)
7 2022-05-04 16:08:38.227008 10.163.3.2@89 39.156. ICMP (133 Echo (ping) request id=@x0@04, seq=3/768, ttl=255 (no response i
< >
Frame 2: 132 bytes on wire (1056 bits), 132 bytes captured (1856 bits)
Ethernet II, Src: GalilMot_le:38:cl (0@:58:4c:le:3B8:cl), Dst: Infolibr 2c:10:58 (00:50:48:2c:10:58)
Internet Protocol Version 4, Src: 211.136.17.167, Dst: 10.163.3.209
User Datagram Protocol, Src Port: 53, Dst Port: 21158
Domain Name System (response)
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