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1 Introduction

This document introduces how to integrate the USB driver (including USB serial option driver, ECM and
RNDIS) for Quectel EC200S module in Linux operating system, and how to test the module after the USB
driver is loaded successfully.

Table 1: Supported Drivers

Module Supported Drivers Comment

USB Serial Refer to Chapter 3.2.
EC200S

ECM or RNDIS Refer to Chapter 3.3.

EC200S_Linux_USB_Driver_User_Guide 6 /29
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2 Linux USB Driver Overview

USB on Quectel EC200S module contains several different functional interfaces. The following table
describes the interface information of EC200S module in the Linux system.

Table 2: Interface Information
Module USB Driver
ECM or RNDIS

EC200S USB Serial Option

(VID: 0x02c7c PID: 0x6002) USB Serial Option

USB Serial Option

EC200S_Linux_USB_Driver_User_Guide

Interface

usbX refers to interface 0&1 that can be used as
USB network adapter

ttyUSBO used for DM

ttyUSB1 used for AT command communication

ttyUSB2 used for PPP connections or AT
command communication
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3 System Setup

This chapter mainly describes the general structure of the USB stack in Linux and how to use USB Serial
option, ECM and RNDIS drivers, as well as how to compile and load the drivers.

3.1. Linux USB Driver Structure

USB is a kind of hierarchical bus structure. Linux USB host driver includes three parts: USB host controller
driver, USB core and USB device drivers. The data transmission between USB devices and host is
achieved by USB controller. The following picture illustrates the architecture of USB driver.

Applications
_I/"; Linux Host
o
;o R
GCSTFECSCED,:
USE Device Drivers PR I S I S
C==FE=Ef=S?
3 !
USEBED W
URB ———- | l________jr__ T 77 Interface
Cuects|l Module
USE Cora Softwara

RS === J E ------- j F -----

LUSE Host Controller Driver
{ OHCIEHCIUHCI )

I\-"I Quectel Module

U5E Controllers { CHCIVEHCIUHCL... )

F 3

Figure 1: Linux USB Driver Structure
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USB host controller driver, the bottom of the hierarchical structure, is a USB driver which interacts directly
with hardware.

USB core, the core of the whole USB host driver, is used for the management of USB bus, USB bus
devices and USB bus bandwidth; it provides the interfaces for USB device drivers, through which the
applications can access the USB system files.

USB device drivers interact with the applications, and mainly provide the interfaces for accessing the
specific USB devices.

3.2. USB Serial Option Driver

When EC200S is attached to the USB serial option driver, the driver will create device files named as
ttyUSBO/ttyUSB1/ttyUSB?2.. .in directory /dev.

The following parts show how to integrate USB serial driver to Linux operating system.

3.2.1. Add VID and PID

In order to recognize the module, the module’s VID and PID information as below need to be added to the
file [KERNEL]/drivers/usb/serial/option.c.

static const struct usb_device _id option_ids[] = {
#if 1 //Added by Quectel

{ USB_DEVICE(0x2C7C, 0x6002) }, /* Quectel EC200S */
#endif

3.2.2. Add the Zero Packet Mechanism

As required by the USB protocol, the mechanism for processing zero packets during bulk-out transmission
need to be added to the corresponding files.

® For Linux kernel version higher than 2.6.34, please add the following statements to the file
[KERNEL]/drivers/usb/serial/usb_wwan.c.

static struct urb *usb_wwan_setup_urb(struct usb_serial *serial, int endpoint,
int dir, void *ctx, char *buf, int len,void (*callback) (struct urb *))

usb_fill_bulk_urb(urb, serial->deyv,
usb_sndbulkpipe(serial->dev, endpoint) | dir,
buf, len, callback, ctx);

EC200S_Linux_USB_Driver_User_Guide 9 /29
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#if 1 //Added by Quectel for zero packet
if (dir == USB_DIR_OUT) {
struct usb_device descriptor *desc = &serial->dev->descriptor;

if (desc->idVendor == cpu_to_le16(0x2C7C))
urb->transfer_flags |= URB_ZERO_PACKET;
}
#endif
return urb;

® For Linux kernel version lower than 2.6.35, please add the following statements to the file
[KERNEL]/drivers/usb/serial/option.c

/* Helper functions used by option_setup_urbs */

static struct urb *option_setup_urb(struct usb_serial *serial, int endpoint,
int dir, void *ctx, char *buf, int len,
void (*callback)(struct urb *))

usb_fill_bulk_urb(urb, serial->dey,
usb_sndbulkpipe(serial->dev, endpoint) | dir,
buf, len, callback, ctx);
#if 1 //Added by Quectel for zero packet
if (dir == USB_DIR_OUT) {
struct usb_device descriptor *desc = &serial->dev->descriptor;

if (desc->idVendor == cpu_to_le16(0x2C7C))
urb->transfer_flags |= URB_ZERO_PACKET;
#endif
return urb;

3.2.3. Add Reset-resume Mechanism

When MCU entering Suspend/Sleep mode, maybe USB host controllers/USB hubs will lose power or be

EC200S_Linux_USB_Driver_User_Guide 10 /29
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reset, which cannot resume USB devices after MCU exits from Suspend/Sleep mode. Please add the
following statements to enable reset-resume process.

® For Linux kernel version higher than 3.4, please add the following statements to the file
[KERNEL]/drivers/usb/serial/option.c.

static struct usb_serial_driver option_1port_device = {

#ifdef CONFIG_PM

.suspend = usb_wwan_suspend,

.resume = usb_wwan_resume,
#if 1 //Added by Quectel

.reset resume = usb_wwan_resume,
#endif
#endif

i
® For Linux kernel version lower than 3.5, please add the following statements to the file
[KERNEL]/drivers/usb/serial/ usb-serial.c.

[* Driver structure we register with the USB core */
static struct usb_driver usb_serial_driver = {

.name = "usbserial",

.probe = usb_serial_probe,
.disconnect = usb_serial_disconnect,
.suspend = usb_serial_suspend,
.-resume = usb_serial_resume,

#if 1 //Added by Quectel
.reset_resume = usb_serial_resume,
#endif
.no_dynamic_id = 1,
.supports_autosuspend = 1,

3.2.4. Increase the Quantity and Capacity of the Bulk out URBs

For Linux kernel version lower than 2.6.29, bulk out URBs need to be enlarged to get faster uplink speed.

EC200S_Linux_USB_Driver_User_Guide 111/29
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Please add the following statements to the file [KRERNEL]/drivers/usb/serial/option.c.

#define N_IN_URB 4

#define N_OUT_URB 4 //Quectel 1
#define IN_BUFLEN 4096

#define OUT_BUFLEN 4096 //Quectel 128

3.2.5. Use ECM or RNDIS

If ECM or RNDIS is required, please add the following statements to prevent modules’ interface 0 from
being used as USB serial device.

® For Linux kernel version higher than 2.6.30, please add the following statements to the file
[KERNEL]/drivers/usb/serial/option.c.

static int option_probe(struct usb_serial *serial, const struct usb_device_id *id) {
struct usb_wwan_intf_private *data;
#if 1 //Added by Quectel
if (serial->dev->descriptor.idVendor == cpu_to_le16(0x2C7C)) {
__u16 idProduct = le16_to_cpu(serial->dev->descriptor.idProduct);

/IQuectel EC200S's interface 0 can be used as USB Network device (ecm, rndis)
if (serial->interface->cur_altsetting->desc.blnterfaceClass != 0xFF)
return -ENODEV;

}
#endif

[* Store device id so we can use it during attach. */
usb_set_serial_data(serial, (void *)id);
return O;

® For Linux kernel version lower than 2.6.31, please add the following statements to the file
[KERNEL]/drivers/usb/serial/option.c.

static int option_startup(struct usb_serial *serial)

dbg("%s", __func_);
#if 1 //Added by Quectel
if (serial->dev->descriptor.idVendor == cpu_to_le16(0x2C7C)) {
__ul16 idProduct = le16_to_cpu(serial->dev->descriptor.idProduct);

/IQuectel EC200S's interface 0 can be used as USB Network device (ECM)

EC200S_Linux_USB_Driver_User_Guide 12 /29
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if (serial->interface->cur_altsetting->desc.binterfaceClass = 0xFF)
return -ENODEYV;

3.2.6. Modify Kernel Configuration

There are several items needed to be selected manually in kernel configuration, please follow the steps
below to configure the kernel:

Step 1: Switch to kernel directory with the command below.

cd <your kernel directory>

Step 2: Set environment variables, and import the board’s “defconfig” file (taking Raspeberry Pi board as
an example) with the command below.

export ARCH=arm
export CROSS COMPILE=arm-none-linux-gnueabi-
make bcmrpi_defconfig

Step 3: Compile the kernel with the command below.

make menuconfig

Step 4: Enable CONFIG_USB_SERIAL_OPTION with the following options.

[] Device Drivers —
[*] USB Support —
[¥] USB Serial Converter support —
[*] USB driver for GSM and CDMA modems

USB Serial Converter support 7
Arrow keys navigate the menu. <Enter> selects submenus --->.
Highlighted letters are hotkeys. Pressing <Y> includes, <N>
excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in

USB Symbol Barcode driver (serial mode)

USE TI 3418/5852 Serial Driver

USE REIMER SCT cyberJack pinpad/e-com chipcard rea
USB Xircom / Entregra Single Port Serial Driver

< >

< >

< >

< >
> USB ZyXEL omni.net LCD Plus Driver
> USB Opticon Barcode driver (serial mode)
>

<
<
< USB ViVOpay serial interface driver

< Exit > < Help >

Figure 2: Configure USB Serial in Kernel
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3.3. Configure Kernel to Support ECM or RNDIS

If ECM or RNDIS drivers need to be used, please follow the steps below to configure kernel to support the
two drivers.
Step 1: Switch to kernel directory with the command below.

cd <your kernel directory>

Step 2: Set environment variables, and import the board’s “defconfig” file with the command below.

export ARCH=arm
export CROSS_COMPILE=arm-none-linux-gnueabi-
make bcmrpi_defconfig

Step 3: Compile the kernel with the command below.

make menuconfig

Step 4: Enable CONFIG_USB_NET CONFIG_USB_NET_RNDIS_HOST with the following options.

[*] Device Drivers —
[*] Network device support —
<*> USB Network Adapters --->
<*> Host for RNDIS and ActiveSync devices

.config - Linux/arm 4.9.11 Kernel Configuration

Device Drivers MNetwork device support USE Metwork Adapters
USE Network Adapters
Arrow keys navigate the menu. <=Enter> selects submenus ---= {or empty submenus ----).
Highlighted letters are hotkeys. Pressing <Y= includes, <N= excludes, <M= modularizes
features. Press <Esce=<Esc= to exit, <?= for Help, </= for Search. Legend: [*]
built-in [ 1 excluded =M= module = = module capable

= = CoreChip-sz SR9260 based USB 2.0 16/108 ethernet dewvices
< = SMSC LANTSXX based USE 2.8 gigabit ethernet devices
= = SMSC LANSSXX based USE 2.0 18/180 ethernet devices
< = GeneSys GLB2OUSE-A based cables
< NetChip 1080 based cables (Laplink, ...}
= = Frolific PL-2381/2362/25A1 based cables
< = MosChip MCS7830 based Ethernet adapters
Host for RNDIS and ActiveSync devices

- Cmmem ]l LICTE Blads nele | amlems §0T FEhaemads mabheoas )

Figure 3: Configure ECM and RNDIS in Kernel

Q

| NOTE
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ECM and RDNIS drivers are both maintained within the upstream Linux kernel (in-tree). And ECM and
RDNIS have own USB Interface Class defined by USB-IF. Therefore, there is no need to insert Quectel
modules’ VID and PID to the source code files.

3.4. Configure Kernel to Support PPP

If PPP function needs to be used, please follow the steps below to configure kernel to support PPP.

Step 1: Switch to kernel directory with the command below.

cd <your kernel directory>

Step 2: Set environment variables, and import board’s “defconfig” file with the command below.

export ARCH=arm
export CROSS_COMPILE=arm-none-linux-gnueabi-
make bcmrpi_defconfig

Step 3: Compile the kernel with the command below.

make menuconfig

Step 4: Enable CONFIG_PPP_ASYNC CONFIG_PPP_SYNC_TTY CONFIG_PPP_DEFLATE with the
following options.

[*] Device Drivers —
[*] Network device support —
[*] PPP (point-to-point protocol) support

EC200S_Linux_USB_Driver_User_Guide 151729
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Network device support b
Arrow keys navigate the menu. <Enter> selects submenus ---3>.
Highlighted letters are hotkeys. Pressing <Y> includes, <N>
excludes, <M> modularizes features. Press <Esc><Esc> to exit,
<?> for Help, </> for Search. Legend: [*¥] built-in [ ]

<M> PLIP (parallel port) support

<E> PPP BSD-Compress compression

<E> PPP Deflate compression

[*] PPP filtering

<*y PPP MPPE compression (encryption) (EXPERIMENTAL)
[*] PPP multilink support (EXPERIMENTAL)
< > PFP over ATM

<*> PPP over Ethernet (EXPERIMENTAL)

<> PPP over IPv4 (PPTP) (EXPERIMENTAL)
<M> PPP over L2TP (EXPERIMENTAL)

<*> PPP support for async serial ports
<E> PPP support for sync tty ports

<M> SLIP (serial line) support

< Exit » < Help >

Figure 4: Configure PPP in Kernel

3.5. Install and Load Driver as a Kernel Module for PC in Linux

Quectel will provide the source files of USB serial option driver for testing modules on PC with Linux
operating system like Ubuntu, and USB drivers can be installed with the command "make install" below,
after that, please reboot the PC to take effect USB Drivers.

Install USB Serial option Driver with the following command:

# First use command “uanme —r" to query the current using kernel version
carl@carl-OptiPlex-7050:~/quectel/usb-serial-option$ uname -r
4.4.0-31-generic

# Switch to the correspond kernel source directory
carl@carl-OptiPlex-7050:~/quectel/usb-serial-option$ cd 4.4.0/
carl@carl-OptiPlex-7050:~/quectel/usb-serial-option/4.4.0$ cp ../Makefile ./
carl@carl-OptiPlex-7050:~/quectel/usb-serial-option/4.4.0$ sudo make install

EC200S_Linux_USB_Driver_User_Guide 16 /129
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4 Test the Module

Generally, AT and PPP functions are supported by the module. If ECM or RNDIS drivers have been
installed, the USB network adapter function can also be used on the module. The following part shows
how to test the functions of AT, PPP and ECM or RNDIS.

4.1. Test AT Function

After the module is connected and USB driver is loaded successfully, several device files will be created

in /dev.

The AT port of EC200S is /dev/ttyUSB1.

Then UART port tools such as “minicom” or “busybox microcom” can be used to test AT function.

For example:

root@dtw-ThinkPad-E480:# busybox microcom /dev/ttyUSB1
ati;+cpin?;+csq;+cops?;+cgreg?

Revision: UC200TEMAARD2AB5M16

+C5Q: 11,99

+CGREG: 0,1

+CPIN: READY

+COPS: 0,0,"CHN-UNICOM",6

0K

Figure 5: AT Test Result for EC200S

EC200S_Linux_USB_Driver_User_Guide 17 129
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4.2. Test PPP Function

In order to set up PPP call, the following files are required. Please check if there are such files in products:

1. PPPD and chat program:
If the two programs do not exist, the source code can be downloaded from https:/ppp.samba.

org/download.html and port them to the module.

2. One PPP script file named as /etc/ppp/ip-up which is used to set DNS (Domain Name System). If
there is no such file, please use the file of linux-ppp-scripts\ip-up provided by Quectel.

3. Three scripts named as quectel-ppp, quectel-chat-connect and quectel-chat-disconnect which are
provided by Quectel in directory linux-ppp-scripts. Some changes may need to be made for different
modules. For more information, please refer to linux-ppp-scripts\readme.

quectel-ppp, quectel-chat-connect and quectel-chat-disconnect need to be copied to the directory
/etc/ppp/peers.

And the default modem port in file of /etc/ppp/peers/quectel-ppp’ refers to /dev/ttyUSB3, which should be
changed to /dev/ttyUSB2, as follows:

root@cqh6:/etc/ppp/peers# cat /etc/ppp/peers/quectel-ppp

# letc/ppp/peers/quectel-pppd

# Usage:root>pppd call quectel-pppd

#Modem path, like /dev/ttyUSB3,/dev/ttyACMO, depend on your module, default path is /dev/ttyUSB3
/dev/ttyUSB2 115200

Then start to set up PPP call via the following command:

# pppd call quectel-ppp &

The process of dialing is shown as below (take the EC200S as an example):

root@cqh6:~# pppd call quectel-ppp &
root@dtw-ThinkPad-E480:# pppd options in effect:

debug # (from /etc/ppp/peers/quectel-ppp)
nodetach # (from /etc/ppp/peers/quectel-ppp)
dump # (from /etc/ppp/peers/quectel-ppp)
noauth # (from /etc/ppp/peers/quectel-ppp)

user test # (from /etc/ppp/peers/quectel-ppp)

password ?????7? # (from /etc/ppp/peers/quectel-ppp)
remotename 3gppp # (from /etc/ppp/peers/quectel-ppp)
/dev/ttyUSB2 # (from /etc/ppp/peers/quectel-ppp)

115200 # (from /etc/ppp/peers/quectel-ppp)

EC200S_Linux_USB_Driver_User_Guide 18 /129
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lock # (from /etc/ppp/peers/quectel-ppp)

connect chat -s -v -f /etc/ppp/peers/quectel-chat-connect # (from /etc/ppp/peers/quectel-ppp)
disconnect chat -s -v -f /etc/ppp/peers/quectel-chat-disconnect # (from /etc/ppp/peers/quectel-ppp)
nocrtscts # (from /etc/ppp/peers/quectel-ppp)

modem # (from /etc/ppp/peers/quectel-ppp)
asyncmap 0 # (from /etc/ppp/options)
Icp-echo-failure 4 # (from /etc/ppp/options)

Icp-echo-interval 30 # (from /etc/ppp/options)
hide-password # (from /etc/ppp/peers/quectel-ppp)
nov;j # (from /etc/ppp/peers/quectel-ppp)

novjccomp # (from /etc/ppp/peers/quectel-ppp)
ipcp-accept-local # (from /etc/ppp/peers/quectel-ppp)
ipcp-accept-remote # (from /etc/ppp/peers/quectel-ppp)
ipparam 3gppp # (from /etc/ppp/peers/quectel-ppp)
noipdefault # (from /etc/ppp/peers/quectel-ppp)
ipcp-max-failure 30 # (from /etc/ppp/peers/quectel-ppp)

defaultroute # (from /etc/ppp/peers/quectel-ppp)
usepeerdns # (from /etc/ppp/peers/quectel-ppp)
noccp # (from /etc/ppp/peers/quectel-ppp)
noipx # (from /etc/ppp/options)
abort on (BUSY)
abort on (NO CARRIER)
abort on (NO DIALTONE)
abort on (ERROR)
abort on (NO ANSWER)
timeout set to 30 seconds
send (ATAM)
expect (OK)
M
OK
-- got it

~ o~~~

send (ATEO*M)
expect (OK)
M
M
OK

-- got it

send (ATl;+#CSUB;+CSQ;+CPIN?;+COPS?;+CGREG?;&D2"M)
expect (OK)

M

M

Quectel*'M
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EC200S*M
Revision: EC200SEMAAR02A07M16*M
M
SubEdition: VO1*M
M
+CSQ: 10,99"M
M
+CGREG: 0,1"M
M
+CPIN: READY*M
M
+COPS: 0,0,"CHN-UNICOM",6"M
M
OK
-- got it

send (AT+CGDCONT=1,"IP","3gnet",,0,0"M)
expect (OK)
M
M
OK
-- got it

send (ATD*99#"M)
expect (CONNECT)
M
M
CONNECT

-- got it

Script chat -s -v -f /etc/ppp/peers/quectel-chat-connect finished (pid 5309), status = 0x0

Serial connection established.

using channel 2

Using interface ppp0

Connect: ppp0 <--> /dev/ttyUSB2

sent [LCP ConfReq id=0x1 <asyncmap 0x0> <magic 0x6d029f0f> <pcomp> <accomp>]

rcvd [LCP ConfReq id=0x1 <asyncmap 0x0> <auth pap> <magic 0x11591bf2> <pcomp> <accomp>]
sent [LCP ConfAck id=0x1 <asyncmap 0x0> <auth pap> <magic 0x11591bf2> <pcomp> <accomp>]
rcvd [LCP ConfAck id=0x1 <asyncmap 0x0> <magic 0x6d029f0f> <pcomp> <accomp>]

sent [LCP EchoReq id=0x0 magic=0x6d029f0f]

sent [PAP AuthReq id=0x1 user="test" password=<hidden>]

rcvd [LCP EchoRep id=0x0 magic=0x11591bf2 6d 02 9f 0f] 6d 02 9f Of

rcvd [PAP AuthAck id=0x1 "" 00]

PAP authentication succeeded
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sent [IPCP ConfReq id=0x1 <addr 0.0.0.0> <ms-dns1 0.0.0.0> <ms-dns2 0.0.0.0>]

sent [IPCP ConfReq id=0x1 <addr 0.0.0.0> <ms-dns1 0.0.0.0> <ms-dns2 0.0.0.0>]

rcvd [IPCP ConfReq id=0x2]

sent [IPCP ConfNak id=0x2 <addr 0.0.0.0>]

rcvd [IPCP ConfNak id=0x1 <addr 10.42.203.91> <ms-dns1 58.242.2.2> <ms-dns2 218.104.78.2>]
sent [IPCP ConfReq id=0x2 <addr 10.42.203.91> <ms-dns1 58.242.2.2> <ms-dns2 218.104.78.2>]
rcvd [IPCP ConfReq id=0x3]

sent [IPCP ConfAck id=0x3]

rcvd [IPCP ConfNak id=0x1 <addr 10.42.203.91> <ms-dns1 58.242.2.2> <ms-dns2 218.104.78.2>]
rcvd [IPCP ConfReq id=0x4]

sent [IPCP ConfAck id=0x4]

rcvd [IPCP ConfAck id=0x2 <addr 10.42.203.91> <ms-dns1 58.242.2.2> <ms-dns2 218.104.78.2>]
Could not determine remote IP address: defaulting to 10.64.64.64

not replacing default route to usb0 [192.168.43.1]

local IP address 10.42.203.91

remote IP address 10.64.64.64

primary DNS address 58.242.2.2

secondary DNS address 218.104.78.2

Script /etc/ppp/ip-up started (pid 5319)

Script /etc/ppp/ip-up finished (pid 5319), status = 0x0

Now PPP call is set up successfully.

Please use the following commands to check whether the information of IP, DNS, and route in customers’
system belongs to Quectel modules.

root@cqh6:~# ifconfig ppp0
pppO0: flags=4305<UP,POINTOPOINT,RUNNING,NOARP,MULTICAST> mtu 1500
inet 10.51.203.195 netmask 255.255.255.255 destination 10.64.64.64
ppp txqueuelen 3 (Point-to-Point Protocol)
RX packets 6 bytes 208 (208.0 B) RX errors 0 dropped 0 overruns 0 frame 0
TX packets 4 bytes 58 (58.0 B) TXerrors 0 dropped 0 overruns O carrier 0 collisions 0

root@cqh6:~# cat /etc/resolv.conf

nameserver 58.242.2.2

nameserver 218.104.78.2

root@cqh6:~# ip route show

default via 192.168.43.1 dev usb0 proto dhcp metric 20100

10.64.64.64 dev ppp0 proto kernel scope link src 10.51.203.195

169.254.0.0/16 dev usb0 scope link metric 1000

192.168.43.0/24 dev usbO proto kernel scope link src 192.168.43.100 metric 100

root@cqh6:~# ping www.baidu.com

PING www.a.shifen.com (112.80.248.76) 56(84) bytes of data.
64 bytes from 112.80.248.76 (112.80.248.76): icmp_seq=1 ttI=56 time=938 ms
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Following commands can be used to terminate PPPD process to disconnect a PPP call:

root@cqh6:~# killall pppd
Terminating on signal 15
Connect time 12.6 minutes.

Sent 0 bytes, received 156 bytes.

4.3. Test ECM or RNDIS

The USB Interface 0 of EC200S can be configured as ECM/RNDIS types of USB network devices.
The default USB network type is ECM.
The current USB network type of the modules can be queried and set by AT+QCFG="usbnet".

It is recommended to use RNDIS driver because it has better compatibility than ECM driver.

Table 3: USB Network Type

AT+QCFG="usbnet" USB Driver
ECM

AT+QCFG="usbnet",1 Configuration option: CONFIG_USB_NET_CDCETHER
Source codes file: [KERNEL]/drivers/net/usb/cdc_ether.c
RNDIS

AT+QCFG="usbnet",3 Configuration option: CONFIG_USB_NET_RNDIS_HOST

Source codes file: [KERNEL]/drivers/net/usb/rndis_host.c

Please follow steps below to setup data call.

Step 1: Use AT+QICSGP to set APN/User name/Password/APN authentication. For more details about
the AT command, please refer to document [1].

Step 2: If the module registers to 2G/3G network, please use AT+QIACT=1 to active PDP.

Step 3: Use AT+QNETDEVCTL=1,1,1 to setup data call.

Step 4: Call DHCP tool to obtain IP and DNS. And the format of IPv4 address is 192.168.43.X.
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The following displays the log information of above steps.

root@carl-Lenovo-ideapad-110-15ISK:~# busybox microcom /dev/ttyUSB1
at+cpin?

+CPIN: READY

OK

at+csq

+CSQ: 15,99

OK

at+qicsgp=1,1,"uninet"

OK

at+cops?

+COPS: 0,0,"CHN-UNICOM",6

OK

at+qiact=1

OK

at+qgnetdevctl=1,1,1

OK

root@carl-Lenovo-ideapad-110-15ISK:~# busybox udhcpc -fnq -i usb0
udhcpc (v1.21.1) started

Sending discover...

Sending select for 192.168.43.100...

Lease of 192.168.43.100 obtained, lease time 86400
letc/ludhcpc/default.script: Resetting default routes
/etc/ludhcpc/default.script: Adding DNS 192.168.43.1
root@carl-Lenovo-ideapad-110-15ISK:~# cat /etc/resolv.conf

nameserver 192.168.43.1

root@carl-Lenovo-ideapad-110-15ISK:~# ip route show

default via 192.168.43.1 dev usb0

192.168.43.0/24 dev usb0 proto kernel scope link src 192.168.43.100
192.168.43.0/24 dev usb0 proto kernel scope link src 192.168.43.100 metric 100
root@carl-Lenovo-ideapad-110-15ISK:~#
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5 Power Management

The Linux USB system provides two advanced power management features: USB Auto Suspend and USB
Remote Wakeup. This chapter introduces how to enable these features, particularly for developers in need.

When USB communication between the USB host and the USB devices is idle for some time (for example
3 seconds), the USB host can make the USB devices enter suspend mode automatically. This feature is
called USB Auto Suspend.

USB Remote Wakeup allows a suspended USB device to remotely wake up the USB host over the USB
which may also be suspended (e.g. deep sleep mode). The USB device performs an activity to wake up
the USB host, then the USB host will be woken up by the remote activity.

5.1. Enable USB Auto Suspend

For USB serial driver, please add the following statements to option_probe() function in file
[KERNEL]/drivers/usb/serial/option.c for enabling USB auto suspend feature.

static int option_probe(struct usb_serial *serial, const struct usb_device_id *id) {
struct usb_wwan_intf_private *data;
#if 1 //Added by Quectel
//[For USB Auto Suspend
if (serial->dev->descriptor.idVendor == cpu_to_le16(0x2C7C)) {
pm_runtime_set_autosuspend_delay(&serial->dev->dev, 3000);
usb_enable_autosuspend(serial->dev);
}
#endif
[* Store device id so we can use it during attach. */
usb_set_serial_data(serial, (void *)id);
return O;
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5.2. Enable USB Remote Wakeup

For USB serial driver, please add the following statements to option probe() function in file
[KERNEL]/drivers/usb/serial/option.c for enabling USB remote wakeup feature.

static int option_probe(struct usb_serial *serial, const struct usb_device_id *id) {
struct usb_wwan_intf_private *data;

#if 1 //Added by Quectel

/[For USB Remote Wakeup
if (serial->dev->descriptor.idVendor == cpu_to le16(0x2C7C)) {

device_init_wakeup(&serial->dev->dey, 1); //usb remote wakeup

}

#endif
[* Store device id so we can use it during attach. */
usb_set_serial_data(serial, (void *)id);
return O;
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6 FAQ and Kernel Log

6.1. Check Whether USB Driver Exists in the Module

The existence of the USB driver can be checked from the content of the directory /sys/bus/usb/drivers. For
example:

carl@carl-OptiPlex-7010:~$ Is /sys/bus/usb/drivers

hub option usb usbfs usbhid usbserial usbserial_generic rndis_host cdc_ether

If USB serial driver is required, please make sure option exists. If ECM driver is required, please make
sure cdc_ether exists. If RNDIS driver is required, please make sure rndis_host exists.

6.2. Check Whether the Module Works Well with the USB Driver

This chapter shows the kernel log about the module with the corresponding USB driver installed in the
Linux operating system. Compare the kernel log in the module with that in this chapter to check whether
the module works well with the USB driver.

1. For USB serial option and ECM driver: Kernel logs of different modules are almost the same except
for the VID&PID information (framed in red in the following figure).

root@dtw-ThinkPad-E480:# demsg

: GSM modem (l1l-port) converter now disconnected fr
om ttyuUusB2
1.4: device disconnected
high-speed USB device number 13 using xhci_hcd
UsB device found, idVvVendor=1286, idProduct=812a
USB device strings: Mfr=3, Product=2, SerialMumber=©
Product: WUKOMNG
Manufacturer: MARVELL
uUsB disconnect, device number 13
new high-speed USB device number 14 usinag xhci hcd
= UsB device found, |idVendor=2c7c, idProduct=6120
USB device strings: Mfr=1, Product=2, SerialNumber=3
Product: Android
Manufacturer: Android
SerialMumber: ooee

Figure 6: USB Serial and ECM for EC200S
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device number 13

s
14 using xhci hcd
ildvendor=2c7c, i1dProduct=6120

Mfr=1, Product=2, SerialNMumber=3

Android
0006
register

'rndis_host' at usb-0000:00:14.

ttyuUsBe

ttyusB1l

[ 1D o N e = Cle 3 e

Figure 7: USB Serial and RNDIS for EC200S
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7 Appendix A References

Table 4: Related Document

SN. Document Name Remark

[1] Quectel_EC200S_TCP(IP)_Application_Note = EC200S TCP/IP Application Note

Table 5: Terms and Abbreviations

Abbreviations Descriptions

ATM Asynchronous Transfer Mode

APN Access Point Name

CDC Communications Device Class
DNS Domain Name System

DM Device management

DHCP Dynamic Host Configuration Protocol
ECM Ethernet Networking Control Model
EHCI Enhanced Host Controller Interface
HCD Host Controller Driver

MCU Microcontroller Unit

(O] Operating System

OHCI Open Host Controller Interface

PC Personal Computer

PID Product ID

PPP Point-to-Point Protocol
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PPTP Point to Point Tunneling Protocol

UART Universal Asynchronous Receiver/Transmitter
VID Vendor ID

URB USB Request Block

USB Universal Serial Bus

UHCI Universal Host Controller Interface

NDIS Network Driver Interface Specification

RNDIS Remote NDIS
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